A==

projects

Master SaaS Framework

ProjectVIEW ERP — Cloud Platform Reference

This document serves as a comprehensive reference collateral to the
commercial agreement for the DANAQOS ProjectVIEW ERP SaaS Platform.

Document Type Client Reference Collateral

Version 4.0

Classification Confidential

Date January 2026

Provider DANAQOS Projects Software Solutions LLC
Jurisdiction Dubai, UAE

SLO Target 99.9% Monthly Uptime

Chapters 12

© 2026 DANAOS Projects Software Solutions LLC. All rights reserved.
This document does not constitute a standalone binding contract.



DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

Table of Contents

1 Definitions & INTErPretation ... e e s e e e e e s sbee e e sareeean 14
1.1 DEfiNITIONS ettt ettt st s b et 14
O [ ) 0= T4 o= = A o [P PP PP PP TN 25
1.3 Order Of PreCOUBNCE. ...couiiiieiieteete ettt sttt sttt ene e 26
1.4 REZUIALOIY REFEIENCES ..eeeeiiiee ettt e et e e e e e e e e e aaeeean 26
R T o Tl =T 2= = 1) =Y PP PP 27

0 T8 A o Tl T 2= = 1) YA 27
1.5.:2 RACTIMIATIX weeeeeieeeiiiieieee ettt ettt e ettt e e e e e sttt et e e e e e s bbbt e e e e e samnsbeeeeeeeesannneneeeas 27
1.5.3  Process Flow — Agreement Governance Lifecycle........cooovvieeiciiiiieeeei e, 27

2 Service DeSCripLioN & SCOPE .coii ittt ettt e e e e sttt e e e e e e st re e e e e s e sanreeeeeeeeean 29

2.1 Overview Of the PIatform ...ttt 29
2.1.1  Dedicated Private Sovereign ENViroNmMeENt........ccoocuiieiiiiie it 29
2.2 INAUSTIIES SEIVEM .....einiiiiiiiiiieet ettt sttt 29
2.3 Platform Modules & FUNCLIONAl SCOPE .....uvviiiiiiiieeiieee et e 30
2.4 SQAS DEIIVEIY MOUE...cci ittt et e e et e e s ebae e e e ate e e eareas 31
2.5 Platform ArChItECTUI...c..eiieieeiece ettt et 31
2.5.1 Deployment Methodology & Environment Lifecycle .........cccovveeeiiiiiciiii e, 32
2.6 =] V2 (oI Yol o TP PPSPPPPPP 32
2.7 EXCIUSIONS .ttt st s e st e st e e s b e e e bt e s seeesnreesareesbeeenneeenne 33
2.8 (OIS (e g g LT @] o] [T T o] ST PPP 34
2.9 PrOCESS REGISTOI .ttt e e e ettt e e e s et e e e e s e sbbbeeeeessaannns 34
2.9.1  ProCeSS REEZISIIY cuiiiiiiiiiiiiiiiee ettt ettt ettt e e e s et e e e e s s st a e e e e e s s ssabbbeeeesesanannne 34
2.9.2 RACTIMALIIX cuveeutieutieiteeite ettt ettt ettt ettt ettt ettt et e b ettt e b et e e sbeesbeesneenneenneen 35
2.9.3  Process Flow — Service Delivery LIfecyCle .....cuiiviiieiiciie e 35

3 ServiCe LEVEI AGIEEIMENT ...uuiii e ettt ettt e e et e e et e e e s e be e e e eaaee e e eabaeessnaeeeenreas 36
BLL SLA OVEIVIEW ittt ettt ettt sttt ettt e e st b et e st a e e s s b et e saba e e s snbeeessraeesas 36
3.1 Platform AVailability .....cccceeeeeiiee e e e e e e raea s 36

3.1.1  Service Level ObJectiVe (SLO)....uuiioiciee ettt e e e et e e e e e e e 36
3.1.2  Availability Calculation........ccooccceiiiiee e 36
3.1.3  Scheduled MaiNtENaNCE .......ceiiiiiiiiiiee ettt et esbe e s b e e sneee e 36
3.2 ENVIFONMENT LIfECYCIE .viiiiiiiee ettt e s e e s e e s ssaeae s 37
3.2.1  Post Go-Live Environment TranSition ......c.ceeiviiieiiiiieeiiiee e 37
3.3 Tl 1YL VA @] o] [T ot 4 VPP 38
3.4 Incident Priority ClassifiCation.........cccuiiiiiiiie i 38
3.5 SLA Response & ResolUtion IMAtriX ......ccceciecuiieiiiiie ettt e e e e e 39
3.6 SLA EXCIUSIONS. ..ttt ettt ettt b e bbbt et e bt esheesaeesbeenneennees 40

© 2026 DANAOS Projects Software Solutions LLC - Page 2



DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

3.7 SLA Non-ComplianCe PENAITIES ..cceeeeeeiiieeee ettt et e e e e 40
3.7.1  Calculation MethOdOIOZY .....cccocuuiiiiiei e e e e e e e e e e rbare e e e e e e anees 40
3.7.2  Penalty Payment TEIMS .ooouiiee ittt ettt et e e st e e s ate e e e sntae e s sneeeeennneas 41

3.8 Additional LIceNCes & NEW USEIS....ccoiuiiiiiiiiiiieieeeiee ettt ettt sttt et e s 41

3.9 SLA RepOrting & SEIVICE REVIEWS ....coueiiiiiiiiiiiiiiiiee ettt e s st e e s s s sbaaeeeeeeeas 42
3.9.1  MONTNIY SLA REPOIt c..uviiieiiiiee ettt ettt e e e ettt e e e e tae e e et e e s e bae e e e nteeeesabaeeesnnaeeeenreas 42
3.9.2  QUArterly SEIVICE REVIEW .....ccciiiiiiceiiie ettt ettt e et e e et e et e e e ebe e e e enaee e eareas 42
3.9.3  Continual Service IMProVEMENT .......c.eeiiiiiie et e e e e e e e e e s e e 42

3.10  SLA GOVEIMANCE....eiiii ittt ettt ettt sttt e sttt e sttt e s bt e s e e e e e s br et e s nne e e e snre e e s anraeeeas 42

3.11 o Tl =T R =Y = 1 Y PRSPt 43
0t It 0t N o o ol T =T =4 ] o Y P PPPPSRPPRP 43
3.11.2  RACTIMIGEIIX ciiteiteee ettt et ettt e e e ettt e e e e s e an et e e e e e e sannbeeeeeeeesannebeeeeeeeannnnee 44
3.11.3  Process FIOW — SLA LIfECYCIE ..uuviiiiiiie ettt e 44

4 Service SUPPOIt & OPEIatiONS ...ceeiiiiiiiiiiiee ettt e e e st e e e e e s st e e e e e e s s s sanbaaeeeesesanbraaeeas 46

4.1 OVEIVIEW .ttt ettt ettt ettt e st e e st e s et e e e sttt e s eab e e e e s sbe e e s aabeeeseabeeeeenbeeesaabeeesennneas 46

4.2 Provider SErVICE DESK (PSD) .uviiiireeeieireeeeeireee ettt eeteee et e et e eetreeeeeaaeeeerreeeensseeeensneeeens 46
4.2.1 Embedded Ticketing SYStEM . .ccccuiiii it eaae e e 46
4.2.2  Omnichannel SUPPOIrt ChaNNEIS .......ccuiiiiiiiiieceec e e earee e 47
4.2.3  WhatsApp Business SUPPOrt Channel..........cccooovieiiiiii et 47
4.2.4  PSD Operating Hours & Availability ........ccccoueiiiiiieiie e 48
4.2.5  PSD RESPONSIDIIITIES ..ocevveieiiieie ettt et e st e e et e e e e era e e e enreeeeaaes 48

4.3 Ticket Lifecycle ManagemeNnt.........ceieeiiciiiiiiie et eeettre e e et r e e e e et e e e e e e e e snnraaeeeas 48
7 I ol = o oY =41 oY - USSR 48
4.3.2  Ticket Processing WOrKFIOW .......ccuuiiiiiiiiiiiiie ettt s st 49
4.3.3  Ticket ClassifiCation ....c..eoiiiiiiienieeeie et s 49

4.4 Technical ESCAlation ......c.uiiiiiiiee ettt st 50
4.4 1 ESCAlAtioN LEVEIS ..ottt e 50
4.4.2  Customer-Initiated ESCalation........coveiuieiieiiinienieeeeeee e 50

4.5 Preventive MainteNanCe ........coocviiiiiiiiiiiiii i 51
4.5.1 Preventive MaintenanCe SCOPE ...cciiiiiiiiiii i 51
4.5.2  Preventive Maintenance RePOIrTING .....ccoiiiiiiiiiii i 51

4.6 Change ManageMENT .. .cci i ciiieee e e e e e e e s e e e e e s et rteeeeeeesaneteeeeeeeassnrreneaeeaans 52
4.6.1 Change Classification .........ueiiee e e et e e e e rrr e e e e 52
4.6.2 Change Management WOrKFIOW .........ccoii i 52
4.6.3  Change AUdITability ......cveiiiiiiie e e e srae e 52

4.7 Software Release ManagemeNt ........ccocuiiiiiiiie ittt e e srae e e bae e e eareas 53
4.7.1 Releases & Updates (Incremental — €.8. VIL.XX) veeeevcvreiiiiiieiiiiieeeiieeeeeieeeesveee e svveee e 53
4.7.2  Upgrades (Major Version — e.8. V11 = V12) ..cccciiiiiiiiiiiiiiiie ettt 54

© 2026 DANAOS Projects Software Solutions LLC - Page 3



DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

4.7.3 Integrated Release Management & Deployment ProCess ......ccccceeeeecceivireeeeeecccnnneeeeeennn. 54
4.7.4  End-of-Life & Version TransitioN .........cocueiiieeiiienieeiiee ettt 55
4.7.5 Version Control & SOUrce Code ESCrOW ........coiuierieeriiieiiiiieiite ettt sveeesiee e 56
4.8 IMAC/RD SEIVICES ...vevveeeieeeeteeeetee et e et e et e et e eeaeeeeteeeeaeeeteesteeeeseseeseeeeseeessseesnsesenseeesseeeans 56
49 Enterprise Archit@Cture GUIHANCE ... .uuiiii ittt e e e e e estaree e e e e eeaanns 57
4.10  Continual Service IMProvemMent (CSI) .....iiiiiieiiiiee e e s e e e 57
411 PrOCESS REGISTON eviiiiiiiiiiiiiiiiieie ettt e e et e e e e e s e s s s s s sttt a e abababaaaeaeaaneee 58
I O R o o Yol =T 2= = 1 o YOS RPPRRPPPPPPRE 58
4.11.2 RACT IMIAEIIX ¢ttt ettt sttt st sttt ettt st e st e e bt ebeenbeenneeas 59
4.11.3 Process Flow — Support & Operations Lifecycle ......ccocoveeeciiiiiiiiie e, 60

5 Software QUality & TeSTING ....cccuiii ettt e e e et e e e et e e e ett e e e e eabae e e ennaeeeenreas 61
5.1 OVEIVIEW & PUIMPOSE ...ttt e e e e e e e e e e e e e eeeeeaaeaaaeaeaaaaaaaaens 61
5.2 R olo] o1 I PP PP PP PP PPPPPPPPPP 61
5.3 Al-Augmented Testing FramMEWOTK ........ccviiiiiiee e ceiiee et e st e e sraee e ssateeeeenes 61
5.3.1  Archit@CtUIre OVEIVIEW ..ccuveiiiiiiiiieiiit ettt ettt ettt e st e sabeesbeeesaeee e 61
5.3.2 AL TEStiNG AONES oottt et e e e e e e e e e e e aeaaaeaeeas 62
5.3.3  Secure AP INTEEration ..ooeeee e e e e e e e e e e e e e e aaeaeeas 62
5.4 Testing MEthOUOIOZY ...ccocviiiieiiiee et e e e ette e e e eate e e e sbaee e seataeeeanns 63
S5.4.1  TESE LEVRIS ettt bbbt h e b nneereen 63
542 TeStENVIFONMENTS .ooiiiiiiiiiiii i s 63
5.5 End-to-End Data-FIOW SimUIation ........cocuiiiiiiiiiiie e 64
5.5.1  Simulation OBJECLIVES ....uuiiiie ittt e e e e e et e e e e e e e abeae e e e e e e nnnes 64
5.5.2  SiImMUIation SCENATIOS .. ..eiiiiiiiiieiie ettt sttt e s e sbe e e sanee e 64
5.5.3 Data Seeding & SCENAio EXECULION ....eiiiiiiie ittt et 65
5.6 User-Interaction SImMUlation .........ooeeoiiioiiiee et 65
o T R ol U1 o To LY PP P PP PP PPPPPPPPPPP 65
5.6.2  INteraction SCENANIOS .....coovcviiiiiiiiiiiiii i 65
5.6.3  Defect Classification........ciiiiiieiei e 66
5.7 Data Integrity Validation ........coociiiiiiece et e 66
L 0t R Yol T o 1 PP PPPPPPPPPPP 66
5.7.2  INTEGIItY ASSEITIONS oo i iiiiii i e e e e e e e e e e e e aaaaaaaaaaaaaeas 67
5.7.3  Data-Integrity REPOIt. ..ot e e e e e e e e e e e e aaaaaaaaaeas 67
5.8 Universal User Acceptance TeStING (UAT) ..o iie ettt ettt e e e e e e aaee e 67
5.8.1  UAT Prer@qUISITES cooiiiiii ettt e e e e e e e e e e e e e e e eeeeeeaaaeaaaaaaaaaeens 67
5.8.2  UAT EXECULION ettt ettt et s e e s s e s s e e e s sneee e e nnees 67
TR0 T U] Y= o O SO SRRP 68
5.8.4  UAT Defect HANAIING .....coiiiiiie ettt ettt ee e et e e et e e e ebee e e saae e e e 68
5.9 Process Optimisation AQVISOIY.......ccccuiiiiiiiieiiiiee e ecieee et e et e et e e s e e s e e e s aaeeeennsaeaeas 68

© 2026 DANAOS Projects Software Solutions LLC - Page 4



DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

5.9.1  OVEIVIEW ittt ettt e s e s s e e s e e s e e e e e e e e s e e e e e nneas 68
T A [ o 1 F=d o | A G =T o 1T = o (o] o PSS USSROY 68
5.9.3  5.9.3Recommendation DEIIVEIY ....ccuuiiiiiiie ittt 68
5.9.4  SCOPE LIMITAtIONS ceeiiiiiiiiiiiiie ettt e e st e e e s e st e e e e e e s ssabrteeeesssnnannne 69
5.10 Test Governance & REPOITING ...uuuiiiiiiiiiiiiiiee ettt e e s siirre e e s s s sibrr e e e e s e ssasbeaeeeas 69
5.10.1 Test EVIdENCE REPOSITONY ..viiiiiiieiiiiiiieceiiee ettt ettt e e et e e eta e e e seata e e e snbaeeesaaaeeenes 69
5.10.2 QALY IMIBLIICS 1eeeeiviiee ettt ettt et e e eae e e e eate e e e e bt e e e eareeeeenbaeeesneeeeenreas 69
5.10.3 CoNtinUOUS IMPrOVEMENT ...vviiiiiiiiiiiiiiirirereee e e e e e e e e e e e e e e e e e e e e eeeeeseesssssssnsnnnnes 70
5.11  Security & COMPIANCE ...oiiieiiei ettt e it e e st e e e sab e e e e s ae e e e snreeeeannaeeean 70
5.11.1  Test-Data Prot@CtioN ......coociiiiiiiiiiic e 70
5.11.2  AZENT GOVEINANCE oiiiiiii i i i ettt e e e e e e e e e e e e e e e e e e eeeeeeeeeaaaeaaaaaaaaaees 70
5.12 o Yol =T S =Y = 1 Y Pt 71
5.12.1  ProCeSsS REEGISIIY ..ceiiiiiiiiiieie ettt e e ettt e e e s e sttt e e e e e e s eabrbeeeeeesanannee 71
5.12.2 RACT IVIATIX ¢ttt sttt sttt sttt sttt st st st e st e st st e eat e satesatesabesabesnbeenbeenseenseens 72
5.12.3 5.12.3 Process Flow — Software Quality & Testing Lifecycle .....c.ccovvevvieveeviienennnen. 72

6 Training & KNOWIEAZE TranSTer ....ccuiii ittt e bae e e 74
6.1 6.1 OVEIVIEW & PUIMPOSE .. eeiiiiiieieiiiiiietee e ettt e e et te e e e s s sttt e e e s e s sbbaseeeessenssreeeeeeeenns 74
6.2 Y ol0] o 1= IR PPPPPPPPPPPPR 74
6.3 Training DElIVErY IMOEI .......ccouiiiiciiee ettt e e et e e e e ba e e e sareeeeaaes 75
6.3.1  DeliVEry Channels.......c.uei oot e et e et e e e te e e s e are e e e nreas 75
6.3.2  Training ENVIFONMENT ..coiiiii i e e e e e e e e eeaeaeaeaaaaaaaaaanns 76
6.4 Implementation Training Programme........c.uuieeeeiecciieieee et e et e e e e e e bare e e e e e eennnes 76
6.4.1  Training Needs ASSESSIMENT ....cccuiiiiiee e cciieree e e e e eccree e e e e e e rrbre e e e e e e sattaeeeeeeeesntsseeaeseeennnnns 76

L S N - 112 Y[ T =2 = P o PSPPSR 76
6.4.3  Module Training CUMTICUIUM ...ocuiiii ettt ete e e e saee e e aeeas 77
6.4.4 Session Breakdown per ModUIE ........cccuiiiiiiii i 78
6.4.5  Training Completion Criteria.....ccicciciiei et eae e e 79
6.4.6  Attendance Tracking & Schedule Accommodation ..........ccceccueeeeiiiieeiiiee e, 79
6.4.7  Training Feedback, Change Requests & GAP Analysis........ccccoeveeviiieeiiiee e 80
6.5 Train-the-Trainer (T3) PrOgramMe . ......coccuieeeccieeeeiiieeeetee e e ectte e e eette e e e estaeeessaeeeeessseeessnteeeeanns 80
Lo Y0 A O] o =Yoo 1V USRS 80
6.5.2  Eligibility & SEIECHION.....uuiiieie e e e e e e e anees 80
6.5.3  Certification CUMTICUIUM .....coiimiiiie e s s e 81
6.5.4  Certification & RENEWA ......cccuiiiiiiiiieee e s 81
6.6 DANAOS ProjectVIEW ERP Champions Programime .......cceeeeeveeeeriuieeesiieeessireesssnneeesnsneeens 81
B.6.1  OVEIVIEW ceeiiiiieiiiiie ettt ettt ettt e st e e sttt e s e bt e e s s see e e s aab e e e e e b bt e e e eabeeessneeeeenrees 81
6.6.2  Minimum Requirement & SElECTION ......cccuviiiiiiiee e 81
6.6.3  Champions Training & EXamination.........cccceeeiiiiiiiiiie e 82

© 2026 DANAOS Projects Software Solutions LLC - Page 5



DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

6.6.4  Champion ReSPONSIDIlItIES ....cccueiiiieie e e anees 83
6.7 POSt GO-Live EN@BIEMENT ..cc.uiiiiiiiiie e s 84
6.7.1  ONGOING TraiNiNG TrIZEEIS ceeieiiiiiiiiieeeeeeiittee e e e e ettt e e e e s sttt e e e e s e snbtteeeeeessbrbeeeesesnnannee 84
6.7.2  Release TraiNing ProtOCO! ......coccuiiiiiiiee ettt ettt et e e e ree e s e e e 84
6.8 Per-Client Training Wiki & KNowledge Base..........cccuieiiiiiiiiiiiieeecieeescieeeesree e sveee e 85
6.8.1  Per-Client Training WIiKi ....ccueeeiiciiie ettt et et e et e e et e s eaae e e 85
6.8.2  Platform Rel@ase CENTIE .....c.oiuiiiieiieieee ettt 85
6.8.3  Documentation StANAards .........cceevueiieeiieiiieeeeeeee e 86
6.9 Session Recording & Al TranSCriPLioN ....uviiiii i eereee e e 86
6.9.1  RECOIAING POIICY . uiiiiiiiiiiiiiiie ettt e e e e e s e e e e e e s nta e e e e e e e ssnnbsaeeeeeesnnnnnns 86
6.9.2 Al Transcription & Content GENEratioN .......ccceeveciiieee i ecrree e e e 87
6.9.3  Personalised Training Material GeNeration .........cccuveeei e 87
L3 I N B AN [ Yo l =Y [ 1oV SRR 87
6.10.1 IN-APPlIcation Al GUIHANCE ...eiiiiiiieiiiie et e e e e e s ssaeee s 87
6.10.2 T o] Y= AN g = V2 oL USRS 88
6.11  Customer RESPONSIDIITIES ...cciiiiiiieeie e e e e bre e e e e e e eaaraeeeas 88
6.12 Training GOVErNANCE & IMETIICS ..uvviiiiiiiiiiiiiee ettt e e s st e e e s s e s sabere e e e s s sabaaeeeas 89
6.12. 1 Training IMETIICS cooiieiiiiiieieie e e e e e e e e e e e eeeeeeaeaaaeaaaeeeeas 89
6.12.2 Training REVIEW CAO@NCE....ccccviieieiieee ettt eette e et e e e e ta e e s eateeessbaeeesnaeeeenes 89
6.13  Intellectual Property & LICENSING ....cccuiiiiiiiee ettt ettt e et e e e e e e aae e e e earae e e nnaeaean 90
6.14 o Tol =T 2= = 1 Y PPNt 90
6.14.1 o Tl =T R =Y = 1 o YR 90
6.14.2 RACT IMIATEIX ettt ettt e e e e ettt e e e e s ettt e e e e e e e nbbeeeeeeesesnneeeeeeeann 92
6.14.3 Process Flow — Training & Knowledge Transfer Lifecycle.......cccovieiiviiireniiieeininennn, 93

7  Chapter 7 — Data Protection & PriVaCY ......cociii ittt e s 94
7.1 OVEIVIEW & PUIPOSE ceiiiiiiiiiiieeee ettt e e e sttt e e e e ettt e e e s sttt e e e e s ssabbbeeeeeesesanbaeeeeeessnnnsreaeeas 94
7.2 Yoo o 1= IO PP PP PPPPPPPPPPPPPR 94
7.3 REgUIALOIY FramEWOrK .....cccuiiiiieiiie ettt ettt e et e e e br e e e e aaaeeesnnaeeean 95
7.4 Roles & RESPONSIDIIITIES ...ccvviiiiiiiiiiciiie e e e e st e e e aaea s 96
7.4.1  Controller—Processor AllOCAtION ........cceiriieiiiiiieeeeee e 96
7.4.2  Data Protection OffiCeI ..ot 96
7.4.3  RACI Matrix — Data ProteCtion .......cccceeiiiiiiiiiiiec e 96
7.5 Data Processing Agreement (DPA) .......ooo i ciiii ettt e e e are e e e eaaae e e naeaean 97
7.6 SUb-Processor ManageMENT ......cuiiiiiciiiiieee e e ettt e e e e e e etteee e e e e e ssttareeeeeeeesaarseeeeeeeesassaeeeaaeaans 98
7.6.1  SUD-ProCeSSOr REGISLEN ..iiicuiiieiiiiie et eeitee ettt e st e e st e e s sbae e s e ste e e esnbeeeesnneeeeenneas 98
7.7 Data Protection PrinCiPIeS......ciiciiii ettt e e e e e e nanaeee s 99
7.8 Technical & Organisational Measures (TOMS) ......ccuueiieiiieeiiieeeeeieee e eciiee et e e eiee e eareee e 99
7.8.1  Access Control & Authentication .........cocueiiiriiiiiiiiie e 100

© 2026 DANAOS Projects Software Solutions LLC - Page 6



DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

8 307 = oVl V]« T o T PSPPSR 100
R T D - 1 o T Y=Y ol U L5 | Y U UUSSRN 100
7.8 4 NETWOIK SEBCUILY .oviiiiiiiii ittt e et e e e st e e sate e e s sataeessbaeeesantaeesanns 101
7.8.5  0OrganisationNal MEASUIES ......cccccuiiiiiiiiiecceee et ee ettt e e st e e e et te e e s st e e e ebaeeesensaeeeenes 101
7.9 DY I U] o J=Tot fl 2= o £ SP PP 101
7.9.1  Rights FUIfIIMENt MatriX ...cceeeeeiiiie ittt e et e e sbae e e snraeeeenes 101
7.10 Data Protection Impact AssesSmeNnt (DPIA) ........vveiiiieeeiiiee e 102
711 AUt & COMPIIANCE..ceiiiee ettt e e et e e et e e e s abe e e s eabaeeesanreeeenreas 102
7.11.1  Provider OBlIZAtioNS .......cocciiiiieiie ettt e ettt e e e ebaa e e snraeaeenes 102
7.11.2  AUdit FreQUENCY & SCOP.ciii it e ettt ee et e e e e e ctere e e e e e s raba e e e e e e esnnaaneeeeeennnnnes 103
7.12 Data Retention & DeStrUCTION ......cccuviiiiieiiieciee e s s 103
7.13 Data Return & Portability on Termination .......ccccoccciiieii e 104
7.14  Cross-Border Data TranSfers .......eouuei ittt 104
7.15 Personal Data Breach ManagemeNnt ......coccuveieeuiiieiiiiieeciiee e eeee et e e e e e 105
7.15.1 Breach Detection & Classification..........ccooceeriiiiiiiiiniieieeee e 105
7.15.2 Breach Notification ProCeUIe ........coeeviiiieiiinieicreeseeeceeeee e 105
7.15.3 Breach RESPONSE DIill.....cccuviieiiiiie ettt e rae e e e e 106
7.16  Al-Specific Data Prot@CLION .....ccccuiiiicieee ettt e e e e e e bee e e aee e e e 106
7.17 o Tl =T ST = 1 - P ORORPRPPPPPNE 106
7.18  Process-FIOW SCheMAtiC ....ccouiiiuiiiiiieieec e 108
8 Information Security & Confidentiality........ccccviiieiiiieiiiee e 110
8.1 8.1 OVEIVIEW & PUIMDOSE ... ittt e e e e e e e e e aeeeeeeeeeeeeeeeaaaaaeaaaaaaaaaaaees 110
8.2 T ole] o 1P PPPPPN 110
8.3 Security Standards & FramEWOIKS ......cccuviiiiciiei it ee et e e seee e s sraee e ssraeeeenns 110
8.4 FAY oY o] [ To 1 dTe T WY =T ol U o 1 4V SRR 111
8.4.1  Authentication CONLIOIS.......ocuiiiiiiiiieieertee ettt s s 111
8.4.2  Authorisation & AcCCESS CONLIOL.....ccuiiiiriiiiiiie et 112
8.4.3  SESSION SECUNTY tiiiiiiiiiiiiiiii et e e e e e e e e e e e e e eeeeeeaeaeeeeaeeeas 112
8.4.4 Input Validation & OUtput ENCOAING ...cecvuviiiiiiiieecieee et 113
8.5 INFraStrUCTUIE SECUNILY .uvvieeiiiie ittt e e e e e abe e e e enbae e e s naaeeeeenreas 113
8.5.1  NETWOIK SECUILY .eeiiiiiiiii ittt et e bt e e e et e e e e ette e e eeataeeeebaeeesenraeeeanes 113
R T A 6o T o o TU ) =N Y=o U o | Y PSPPSR 113
8.5.3  Identity & Secrets ManagemMeNt.....ccccoccciiiiiee et e e e errree e e e e e e s rae e e e e e enannes 114
8.6 D F =Y o= ISR YT ol U L 1 Y 2SR USRSt 114
8.6.1  Access & AULheNTICAtION ...coiviiiiieiie e 114
8.6.2  Privilege ManagemMeNt.....cccuiii ittt et e e et e e et e e e ebae e e serraeeeaan 114

I CTC B =1 o Tol V] o 1 o o HO PP PPPPPPPPPPN 115
8.6.4 AUAITING & LOZEING....uveiiiiiiieeiiiee ettt et e e e st e e e s tae e e s abeeeeanaaeee s 115

© 2026 DANAOS Projects Software Solutions LLC - Page 7



DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

8.7 Vulnerability Management .........uviiiii e e e e e e e e e e e e nrraae s 115
8.7.1  AsSeSSMENt SChEUIE ..o s 115
8.7.2 Remediation TIMEIINES ......cooiiiiiiiiie ettt sttt e e s e b s 116

8.8 Security Monitoring & INCIdeNt RESPONSE .....uviiiiuiiieiiiiieecciiee ettt et e e ssareeeeeaes 116
e 70 A |V (o T ) o] T o =R PP PP PPPPPPPPPP 116
8.8.2  Security INCIdENT RESPONSE ...ccccuviiieiiiiieeciiee e ettt ee e ettt e e ettt e e e ste e e e ebae e e s saaeeeeebaeeesersaeeeanes 117
8.8.3  Customer NOTIfICatioN .......civiiiiiiiee e e e 117

8.9 Secure Development LifECYCle (SDLC).....uiiiiciiie ettt eerae e 117

8.10  SoUrce Code ProteCiON......cciiiiiiieiieerte ettt sr e e s 118

8.11  Confidentiality ObliGatioNs.......cccuiiieiiiii e 118
8.11.1 Information Classification .........cocoiiiiiiiiii e 118
8.11.2 Mutual Confidentiality Undertakings .......ccuuveeeeeeeiiiiieee et 119
8.11.3 EXCIUSIONS . ..ttt e st e st e e be e et e e st e e sabeesabeeeanes 119
8.11.4 SUIVIVAL 1t e et e e st e e e st e e s s bteeesanteeeesntaeesantaeeeaan 119

8.12  ACCESS REMOVAL ittt ettt s e e b e s aee e aee s 119
8.12.1 SYStemMS ACCESS REMOVAI .....uuiiiiiiiiiciiiieee ettt e e e e eabre e e e e e eeeaanns 119
8.12.2 Application ACCESS REMOVAI .....uiiiiiiiiiiciiiee ettt eaaee s 120

8.13 PrOCESS REGISTON ittt ettt et e e e s e e e st be e babnbaaaaaeneee 120

8.14  Process-FIOW SCheMAtiC ... ceiuiiiuiiiieiierieee e 122

9  Business Continuity & DiSaster RECOVEIY ...ccuuuiiiiiiiiiiiieiee ettt e e e e e e e e e e sneanee s 123

9.1 OVEIVIEW & PUIMPOSE ...uuiiiiieieciiiieee e e e eeittee e e e e eeitae e e e e e e s ssbareeeeeeessnssteeaeeeeasssstnnaeeeeesnnnenneees 123

9.2 1Y o0 o P PPRSPSERRRP 123

9.3 Standards & Framework AZNMENT .........coiiiiiiiee e 123

9.4 RECOVEIY ODjJECEHIVES ....etiieeeiiiee ettt e e s bbe e e s snbee e e snnteeeennseas 124

9.5 2o (O o B\ - Ta =T ==1 2 01T o | A USRS 125
9.5.1 Backup Schedule & REteNtiON........coiciiiiiiciiee et e e s erae e 125
9.5.2  Backup Integrity VerifiCation .......cccocuiii i 126

9.6 Data Redundancy & RepliCation........cuuiiiiiiiiiiiiiie et 126
9.6.1  Database REPliCAtioN .......cccuiiiiiiiiiciiee e e 127

9.7 Disaster RECOVEINY PrOCEAUIES.......cccccvieeeciieeeciieeeeette e et e e e e aae e e e ere e e e e bte e e e entaeeesnaaeeeenreas 127
9.7.1 Incident Classification & ESCalation .........cccceriiiriiiiiiiiiiineccee e 127
9.7.2  FailOVEr PrOCEAUIES ....eieiiieiiee ettt ettt e sme e sare e sneeenee s 128
9.7.3  Secondary-Region FailOVE ..........ueiiii i e e e 129

9.8 Business Continuity Planning ........uuviiiiii et e e e e ecirrre e e e e e s sarrre e e e e e eennnns 130
9.8.1  Business IMpact ANAlysis (BIA)......cccuieiiieeiieeiie e ste e e et e e ree e e ste e et e eaaeenae s 130
9.8.2  Business Continuity Plan (BCP) ......ccuieiiieeiieeiie et este et eevee e steeestae e sre e eveeeaaeeenae s 130
9.8.3 DR Drill PrOGramME .....uviiiiiiieeeiiieeeiieee e eitee e ettt e e e etee e s ette e e ssavaeeesateeessntaeeessaeeesnnsaeeeanes 130

9.9 Customer Data Ownership & Portability.......cccccocviiiiiiiieiccieie e e 131

© 2026 DANAOS Projects Software Solutions LLC - Page 8



DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

9.9.1 Data EXport & Portability .......ccccuviiiieiiiiieee e 131
9.9.2  ReCOrds ManageMENt....uuiieeeeeciiiieiee e e eciiirer e e e e e eectrre e e e e e s esabaeeeeeesssabsaaeeeeesssnsssaeeaeesannnnns 131
9.9.3  Electronic DiSCOVEry (€-DiSCOVEIY) .uuiiiiirriieiirieeiieeieeesteesteeereeesteeeseaeessaeesseeessaeensees 132
9.10  Azure Platform RESIIENCE ...cc.uiiiuiiiiieeeiee et s 132
9.11  Customer RESPONSIDITIES ..veiiiiiiiiiiiee e ee et e e e e arae e e e e e eeaaans 133
9.12 ContinUOUS IMPIrOVEMENT ... e e e e e e e eeeeeeeeeeeeeaaaaseeeeeas 133
9.13  Lifetime SOftWare Warranty .......c.ueeecciiee et e e e e e e e s sabe e e s bre e e eareas 133
9.14  SOUICE COUR ESCIOW ..cuviiiiiiiiiieieeiteeniee ettt sttt ettt ettt eeeen 134
9.14.1 ESCrOW DEPOSIT coeeiiiieiiiiiiiiiie e 134
9.14.2 Release CONAITIONS .....coeveiiiiieiiie e 134
9.14.3 Customer Rights Upon REIEASE .......euvviiieeiiiieeee ettt e 135
9.14.4 L0701y £ PSPPSR OPPRPOPPRPN 135
9.15  Roles & Responsibilities (RACI MATIiX) .....ccveeiererieeeieesieeeireeesieeesteesreesveesreesveeesnaeesane s 135
9.16 PrOCESS REGISTOI .eeiiiiiiieteee et sttt e e e e st e e e s e s sbbbeeeeeeeenaanes 136
9.17  Process FIOW SChEMATIC .....eeiuiiiiiieiiee ettt st e s e s 140
10 End-of-Life, Version Transition & Subscription Cessation .........cccccceeevvvieeeeeeiiiiinneeeee e, 142
101 OVEIVIEW & PUIMPOSE ..ciiiiiiiiiiiiiieeeeeiiitie ittt e e esritiee e e e s s s sibraeeeeeesssabaaeeaesssassaeaaeesssssssseaeeeesans 142
10.2 R ol0] o 1= IR PP PPPPPPPPPPPPPPPN 142
10.3  Version LIifECYCIE PRasEs......cocuiii ittt ettt e e e e rae e e s aaeaeaeenes 142
10.4 EOL Announcement & Customer CoOmMmMUNICAtIoN ....cooveeiiierieeiiieiiieeeeeeesee e 143
10.5 YT F=q = A o] o BT =T VA ol YOt 144
10.5.1 Standard MiIgration SCOPE .....uuiiiiii it e e e et e e e e e s srrre e e e e e e e nannns 144
10.5.2 Data Migration INtegrity ASSUIANCE .....cccoeeeieee e eneeenenees 145
10.6 Integration & Customisation AdOPLION ....cuueiieiiie i 145
10.6.1 INtegration IMPact ASSESSMENT ......uiiiiiiiiiiieiee et e e e s e aeeeeeas 145
10.6.2 Re-Engineering & Validation..........cooiiiiiiiiiiiiieccee e 145
10.7 Re-Training & Change ManagemeENnt .......cccuueieeciieeiiiiee et e e e ree e e aaee e e 146
10.7.1 Training Needs RE-ASSESSIMENT .....ccvviieiiiiiieiiiiee ettt e e et e e st eeesbe e e esaaeeessraeeesareeeas 146
10.7.2 Transition TrainiNg PrOgrammMe ....ccccc ettt e e e e e ee e e e e e e eeeeeeaeeaaaeaeas 146
10.7.3 Knowledge-Base UpPdates.........ccueieciiieiiiiiee ettt e e 147
10.8  Customer Decision: Transition or Cessation .........ccccovcvveiiriiiiiiiiiieiiiiccece e 147
10.9 SUbSCription CeSSAtiON PrOCESS ...vviiiiiiiiiieeee e ettt et e e e et e e e e e e e e e e e e e snrraneeas 147
10.10 Data RETUIMN .t e s s e e s e e e e sne e e e s nrneeenane 148
10.10.1  EXport FOrmats & DEIIVEIY ...cccooeiiieiei ettt e 148
10.10.2  Data-Return Validation ........ccooiiiiiiieiiieiee et s 148
10.10.3  CoSt Of DAta RETUIMN c..eiiiiiieiiieie ettt et et 149
10.11  Environment DECOMMISSIONING ...cuviiiiiiiiiiiiiiiiiiiiiieieieieeeeeeeeeeeee e e e e eeeeeeeeeseseeeesssssssssssssanaes 149
10.12  SUIVIVING OBlIZAtiONS ..eiiitiiie ittt et e e et e e e st e e e s bte e e eentaeeesbaeeesanraeaeenns 149

© 2026 DANAOS Projects Software Solutions LLC - Page 9



DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

10.13  Extended SUPPOIrt OPtioN. ... ... e et ee et e e e e e e e e eatr e e e e s e saaare e e e e e eenannreeeeeaeeas 150
10.14 Roles & Responsibilities (RACI MAtriX) ......ccocvueeeeiiiieeeeiiieeeecieeeeereeeeeereeeeereeeeereeeeeearaeeeeans 150
10.15  PrOCESS REGISTEI «.ueeeiiiiieeeeeitee ettt e ettt e e e e e sttt e e e e s s e abbteeeeeeeesanbeeeeeeeans 151
10.16  Process FIOW SChEMALIC ...ccuiiiiuiiiiiieiiie ettt s 153
11  Commercial Terms, Pricing & PAYMENt ....cccuiiiiiiiiiieiiiiie ettt e e e e e 155
11,1 OVEIVIEW & PUIMPOSE ..eiiiiiiiiiiiiiiieeeesiitit ittt e e esrttee e e e e e s sabteeeeeeesssabsaeeeessssssseeaeesssnsassseseeessans 155
11.2 R ol0] o 1= IR PP PP PPPPPPPPPPPPPR 155
11.3  LICENSING IMOUEI. .ottt e e e e e et e e e e bt e e e e eateeeeeateeeeanraeeeanns 155
11.3.1 Enterprise License Agreement (ELA)........oooeiiie ettt 156
11.3.2  Universal/Concurrent USEr LICENSING .....c.eeecueeeeuericieeeie et eeteeeetee et eetee e e eveeevee e 156
11.3.3 Intranet and Extranet User Classification ...........ccovereeneeniinienieneeseeeeeeeeee e 156
11.3.4 Module-Based ENtitlemMents.......ccoueeiiiiiiiiiiieeeeeee e 156
11.3.5 Standalone Module ProViSIONS ........c.c.eeiieerieeisiiieiieenie ettt sttt et e 158
11.3.6 Flexible SUbscription Model .........cooiiiiiiiiiie e 158
11.3.7  ENVIroNmMeNt ProViSIONING ......uuiiieiiiiiiiiieee e eeiiittee e e e ettt e e e e s sitre e e e e e s s s sabaeeeeeesssasbaeaeeas 158
114 PrICING STIUCTUIE ettt aeeneee 159
11.4.1 Annual Subscription FEe — MOAUIES.......ccceiuiiiiiiiiieciee e 159
11.4.2 Addon, Connector & Portal Subscription FEES ........evvvviiiieiciiiieeiiee e 159
11.4.3 Cost Of Professional SErVICES ........uiviiiiiiiiiiereee e 159
11.4.4 Additional / OpLioNal SEIVICES ....cccveiiiuieeeiieceeetee ettt ettt e 160
11.4.5 Total Cost Of OWNEISHIP ..uviiieiiiee et e e e e eaaee e 160
11.5  Annual Recurring REVENUE (ARR) ....uiii ittt ette e e eeara e e e eeate e e e earaeaeeaes 161
11.5.1 ARR Definition & CalCulation .........c.coouieiiiiiiieiie e 161
11.5.2  Pro-Rata AdjUSTMENTS ..cc.uviiiiiiiiecieee ettt e e e sbae e e e e 161
11.5.3 ARR ReCAlCUlation TriZEEIS .ivvuiiieiiiiieiiiiieeeiteeeeeitte e s sree e st e s sbae e s ae e e s sareeeesanaeeeenaeas 161
11.5.4 MinimMmumM CoMMITMENT ... e e 161
11.6  PriCe ESCAlatioN....cocuiiiieieiiieie ettt 162
11.6.1  ANNUAI AJUSTMENT ..eeiiiiiiieecceee e et e e ee e e bbe e e e eabe e e e s abaeeeenreas 162
30 A G- o USSP ST PP UPTUPTOPTOP 162
11.6.3 N[ 4o TSP TSP PP UPPOPPPYIN 162
11.6.4 FIXEA-PrICE TEIMS ..eeiiiiiiiiiiiieete et 162
11.7 INVOICING & PAYMENT ...t e e e e e et e e e e e e sanbaeeeeeeeeannsnaeeeeeeeannnnes 162
11.7.1  Services Payment SChEAUIE ......ccco i e 162
11.7.2  Subscription LICENCE PaymMeNtS.......cuuiiiiiiiiieiiiieee ettt e e e et e e e e aanae s 163
11.7.3  INVOICE REGUITEMENTS coceiiiiiiiieiee ettt ettt e ettt e e e e st e e e e e s s saaber e e e e e e s anbeeeeeas 163
11.7.4  PAYMENT TOIMNS ..euiiiiiiiiiiiiiiieeieteeteteteeer ettt ee ittt e teeeeeeeeeeeeaeaeaaaaaaeaeeesasasaesssssssssssssnsssssnsnanannnn 163
T O A o DTSl o 1Y o1l o PP 163
R S O ¥ | 4 =1 o Tox Y P P PP PP TP PPN 164

© 2026 DANAOS Projects Software Solutions LLC - Page 10



DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

11.8  TaXES & DULIES .ttt e s e e s e e s s e e e s enneeeeeane 164
11.8.1  GENEral PrinCiPle ... ittt e e e e et re e e e e e e e aba e e e e e e e e e nraaaeeas 164
11.8.2 Value Added Tax (VAT) / Goods & Services TaX (GST) ..eccveveereerieesieenieesieesveesveenseens 164
11.8.3  WithhoIdiNG TaX (WHT) oeeeeeeeeeeeeeeeeeeeeeeee e ee e eenen 164
11.8.4 Customs & Digital SErVICES TAXES ..vveiiicurireiiiiieeiiieeeecieeeeeeeeeetre e e ssiteeeesbeeeesssaeeeenns 164

11.9  DiSPULE INVOICES cuuveiieiiiiiecciieee ettt ettt e et e e eta e e e et e e e sabaeeesbbeeessntaeeesnsaeeeeansaeasanns 164

11.10 Financial Remedies & PeNalties .........cceciiriiiiiiiiieeeee e 165
11.10.1  SLA NoNn-Compliance PENAITIES......ccccuuiieeiiiieecitee et e 165
11.10.2  Penalty Claim PrOCESS....cccicuieieeciteeeeeiiee e ettt e e et e e e ree e e eare e e et e e e s earee e e sareeeeennaeeeenreas 165

11.11  Licence-Compliance AUItiNg .....cccecciiriiiiee e e e e et e e s e e e sanrreeeeeeeas 165
I O Y 0T [ A 2= o | PSPPSR PPR 165
11.11.2  AUdit PrOCEAUIE .. .eieiiieeeee ettt st e be e e e s e e saneesans 165
L1003 TrUE U ittt ettt e e et et ettt et e eeeeeaeeaaaaaaaaaaaaeaaaaeeaeaasasasaassasaaaaaananannnn 166

11.12  Subscription TErmM & RENEWAN ....cccuviiiiiiiii ettt e e srae e e snnaeeeeeaes 166
11.12.1  Binding Period & INitial TEIrM ..cueii it e 166
11.12.2  Evergreen Contract & AULO-RENEWaAl .........eeiviiiiiiiiiiie e 166
11.12.3  Termination for CONVENIENCE .....cccueiriiiiiieiieitteieee ettt 166
11.12.4  Termination for Cause — Provider’s Default .........ccccevieviiiiinenenieeeeee, 167
11.12.5  Termination for Cause — GENEral......cccceeiiiiiieiiinieieseeeeeeeseese e 167

11,13 RefUNA POIICY ...ttt e e et e e e et e e e s bae e e saataeeesnreeesantaeeeanns 167

11.14 Data OWNErship & RETUIMN ...couiiiicciiee ettt e e et e e e tte e e e earae e e sareeeeaneeeeeanns 167

11.15 Warranties & ObligatioNs...... ..ot a e 168
11.15.1  Provider's Warranties .......ceceeeiiienieesieesiee ettt sttt e sbee e s e s e snes 168
11.15.2  Provider's OblgatioNs......cccuuiiiiiiieiiiiie ettt e s e sbe e e e e e nreas 168
11.15.3  Customer’s OBlZAtioNS ...cccuuiieiciiiie i 168

11.16  COMMEICIAl GOVEINANCE ....uttiiuiieeiiee it eite ettt ettt e st e st e st e s bt e e sbteesabeesabeesabeesbeeenneeenaseenas 169
11.16.1  AccOUNt MaN@GEMENT ....uviiiiiiiiiiiiiiiieieieeeeee ettt e e e e e e e e e e e e e e e e e e e e e e e eseesessssssssssssanaes 169
11.16.2  REVIEW CAOBNCE...cutieuieeteeteete ettt ettt sb e sbe e sbeesbe e b e sneennees 169

11.17 Roles & Responsibilities (RACI MAtriX) ......ccccvueeeeiiiiieeiiieeecciieeeeeteeeeserteeeesreeeesrreeeesenaeeeeans 169

L11.18  PrOCESS REGISTOL ..uuuiiiiiiiiiiiiiiiiiiiiiiettttrrere et e et e e et e e e aeeaeaaaaaaaeeeaeaeaeeeeeessessssasssensssssnsnsnnnnns 170

11.19  Process FIOW SChEMATIC ..cccueeuiiiieiieieeieee ettt 172

12 Governance, Compliance & Dispute ReSOIULION.......ccciiiiiiiiiiiei et 175

121 Contract GOVernance FrameWOrK ........cocviiiiirieeeiieeniiee e 175
0 O R CTo 1V =T g F=T g ol =T TP TPURPP 175
12.1.2  StEering COMMITLEO ..cciiiiiiiiiiieee ettt e e e e st e e e e e s st e e e e e s eaabeneeeas 175
12.1.3 Quarterly Service ReVIEW (QSR)......cciiuieiiieiiieeieeeciee et steeste e et e et eestae e saeesreesneeenns 175
12.1.4 GOVEIrNANCE RECOTUS. ...ttt 176

12.2 ESCAlation IMAtriX...cueeveeieerieieeieeteee ettt ettt nnees 176

© 2026 DANAOS Projects Software Solutions LLC - Page 11



DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

12.3 RegUIAtory COMPIIANCE ....uviiiiee it e e e e e e e e et re e e e e e e sateaeeeeeeesnnnnes 176
12.3.1 Provider’s Compliance Obligations .........cccouiiiiiiiiiieeiciiiieee e 176
12.3.2 Customer’s Compliance Obligations .........cccvviiviiiiiiiiiee e 177
12.3.3 Regulatory Change Management........cecicvieeiiiiieeeiieeeecee et e e e e e e e 177

12.4  ACCEPLAbIE USE POIICY oiiieiiiiiiieee ettt e et e e e e e eetar e e e e e e eenaaaresaeeeeens 177

12,5 AUAIT RIGNES e 178
12.5.1 Provider Audit Of CUSTOMEN ....cccuiiiiiiieieeieeee ettt 178
12.5.2 Customer Audit Of ProVIder.......ooiiiiiiiiiieiiete e 178
12.5.3 AUIT COSTS ittt ettt e st e st e e s e sbe e e smneesaneesans 178
12.5.4 Third-Party Certifications.......ccuuii et e e e eaeee s 178

12.6 Representations & Warranties. ... iciiiieeee et ee et e e e e e e sbr e e e e e e eennnes 178
12.6.1 Mutual REPresentations ........uueeeei i e et e e et e e e e e et r e e e e e e nraaaee s 178
12.6.2 Provider's Warranties ... ...ooueeiieeiiie ettt 179
12.6.3 DISCIAIMIET <.ttt ettt sttt e st e st e s bt e e bt e e bb e e sabeesabeeeanes 179

12.7 Limitation Of Liability ...c.ueeeeeiieeieie e e e 179
12.7.1  AGEIEBate CaApP .uuuuuuuuueriiiiiiiiiiiiiiitieieieierteeteeeteteteteteteteteeeteeeeeeeeeeeeesasessesesesessssssssssssssssssnnnns 179
12.7.2 Exclusion of Consequential LOSS ......ccuuiiiiiiiieiiiiie ettt 179
12.7.3 UNCapPed Ligbilities.......oeeiviieiceiee ettt e 179
12.7.4 DULY 10 MITIZATE e 180

12.8  INAEMNIfICAtION .eeiitiiiieiiet ettt b e s naeenaeas 180
12.8.1 Provider’s INdemnification .........ccoeeiiiiiiiiiiieeeeeee e 180
12.8.2 Customer’s INdemnification ........c.eoouieriieiiii e 180
12.8.3 Indemnification ProCeAUIe .........coiiiiiiiiiie e e e 180

129 Term & TermMiNAtION ...eeiiiiieeiieee et e e e s e s sre e e s emre e e e sneeeesanneeeeaane 181
R TR R =T o o o IO PP P PP PP PP PP PP PPN 181
12.9.2 Termination for CONVENIENCE .....c..eiiiiiiiiie ittt st 181
12.9.3 Termination for Cause — Customer Default.........cocviviiiieiieniiiiceeeeceeee 181
12.9.4 Termination for Cause — Provider Default.......ccccoeievieiiiiieieeeeeeeeeeeceeee 181
12.9.5 Consequences of TermMiNatioN........cccccuiiiiiiiee et 181
12.9.6 SUIVIVAT 1ttt st sttt ettt st sttt et et ereen 182

12.10  Dispute RESOIULION ...oeeiiiiiiieeciiiee ettt et e ette e e e st e e et e e e e eataeeesbaeeeeansaeaeanns 182
12.10.1  GOoOd-Faith Negotiation ......cceeeiiiiiiiiiiee et e e e e e rnraneee s 182
0 0 |V =To | =1 4 o] o HE OO PSPPI 182
12.10.3  ArDItration .eeeeeeee et 182
12.10.4  INJUNCEIVE REIET . .eiiiiiiee et e e bae e e e ares 182
12.10.5  ContinUation Of SEIVICES.....c.uiiiuiiiiiieiieeetee ettt 182

12.11  Governing Law & JUriSAICTION ...ceecviiiiiiiie et sae e e s enaeeeeeans 183

12,12 FOPCE IMAJEUIE ..ttt ettt e et e et e eeeeeeeeeeeeeeeaeaeaaaeaseeesasassesesesssssnsssssnsnsnsnsnsasnnes 183

© 2026 DANAOS Projects Software Solutions LLC - Page 12



DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

0 R [ ] 1) Tor- ) o o TP UPP PP 183
12.12.2  Prolonged FOICE IMajBUIE ....cceeeeiiiiieie e e eeeciitee e e e e e eectree e e e e e e errre e e e e e e esanbaeaeeaeeeeansaaaeeas 183
12.12.3  EXCIUSIONS. .ttt ettt ettt ettt sab e st e sabe e e beesnaeesabeesabeesnnes 183
12.13  GENEral PrOVISIONS......iiiiiieiit ettt ettt sttt sttt e st e e st e sate e sbeeesateesanee e 183
12.13.1  ENTIr@ ABIEEMENT ..eueeiiiiiiiiiiieieeeeeeeeeeeee ettt et et e e e e e e e e e e e e e e e e e e e e e e e e e e sesesesassssssssnananaes 183
12,132 AMENAMENTS .ottt nnees 184
12.13.3  SEVEIADIIITY cvveeeeiie e e e et a e e e e ares 184
12,1314 WaAIVEI it 184
A R T8 T XY =4 o1 o 1= o | PP 184
12.13.6  NOTICES ..ottt e s e e s e e e 184
12.13.7  NO Partnership OF AZENCY ...uuiiiiiiiiiieiee et e e e esctrre e e e e sserre e e e e e e e sanbaeee e e e e ssnnrenneeas 184
12.13.8  Third-Party RINES ..eeeeiieieeeee et e e e e e aeaee s 184
12.13.9  COUNTEIPAITS ettt ettt et e e et et e e e eeeaeeaaeaaaaaaeeaeaeaaaeaasesasasaaaaaanaaaaanannann 184
12.13.10  Order Of PreCeAENCE. ...c..iiiiiieiiieeee ettt ettt et et e s 185
0 | R U = o = PP TP PPPPPPTN 185
12.15 Anti-Corruption & Ethical CONAUCT ......evviiiiiiiiiiiiee et 185
12,16  CoNfidentiality couveeeeeiiieeeiie e e et e e e e e e sraeeeeans 186
12.17 Governance, Compliance & Dispute ResOIULION ........ccueviiiiiiiiiiiieccieee e 186
12.18 Process Register — Governance, Compliance & Dispute Resolution ..........ccccceeeeeiveeeennns 187
12.19 Process Flow Schematic — Governance & Dispute Resolution Lifecycle ..........ccccocuveeeenns 189
3 T 2 o o T=Y o Vo ot T3 PEPRS 190
13.1 ProjectVIEW ERP Architecture and Deployment Options........cccceeeeeciviieeeeeecccciiieee e 191
13.2 ProjectVIEW ERP MaSter FIOWS .......uuiiiiiiiiiiiieee ettt ee e ettt ee e e e e eitaae e e e e e esatnnneee e e eennnns 192

© 2026 DANAOS Projects Software Solutions LLC - Page 13



DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

1 Definitions & Interpretation

1.1 Definitions

In this Framework, unless the context otherwise requires, the following terms shall have the meanings
set out below:

Term Definition

Acceptable Use Policy The set of rules and restrictions governing the Customer’s and its
Authorised Users’ permitted use of the Platform/Applications/Portals of
ProjectVIEW ERP and/or all associated Addons, including prohibitions on
unlawful use, reverse-engineering, credential sharing, and automated
scraping, as defined in Chapter 12.

Al Agent (Software Quality) A custom Al Testing Agent configured with Customer-specific domain
knowledge (module configuration, business rules, data schema, role
taxonomy) that autonomously executes test scenarios against the
Customer’s ProjectVIEW ERP instance via the Provider’s secure API
integration layer, as defined in Chapter 5.

Authorised User Any individual who is authorised by the Customer to access and use the
Platform, each of whom shall be assigned a unique user identity.

Availability The percentage of time during a calendar month that the Platform is
operational and accessible to Authorised Users, calculated in accordance
with Section 3 (SLA).

Azure Microsoft Azure, the cloud computing platform operated by Microsoft
Corporation on which the Platform is hosted, including Microsoft Entra ID
(formerly Azure Active Directory) for identity and access management.

ARR (Annual Recurring The annualised value of the Customer’s subscription, comprising the

Revenue) aggregate of module subscription fees (per-user annual fees across all
licensed modules within the applicable Volume Band),
Addon/Connector/Portal subscription fees, and any recurring ancillary
fees designated as ARR-contributing in the Commercial Contract. ARR
excludes one-off implementation/services fees, bespoke customisation
charges, Extended Support premiums, Escrow Agent fees, and
accommodation costs. ARR is the basis for calculating SLA Non-
Compliance Penalties (Chapter 3, §3.8) and is detailed in Chapter 11,
§11.5.

Annual Subscription Fee The annual fee payable by the Customer for access to the Platform based
on the Universal/Concurrent User licensing model, as specified in the
Commercial Contract. The fee is determined by the Volume Band
applicable to the Customer’s total Concurrent User count and
encompasses platform access, dedicated cloud infrastructure, support
services, releases, major-version upgrades, COTS maintenance, Lifetime
Software Warranty, BCDR, and compliance. See Chapter 11, §11.4.1.

BCDR (Business Continuity & The Provider’s integrated programme of business-continuity planning,

Disaster Recovery) backup management, data replication, and disaster-recovery procedures
that ensure the Platform remains available and Customer Data remains
recoverable within contracted RPO and RTO targets, as defined in
Chapter 9.
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BCMS (Business Continuity
Management System)

BCP (Business Continuity Plan)

BIA (Business Impact Analysis)

Billing Period

Binding Period

Business Day

CAB (Change Advisory Board)

Cessation Plan

Change Request

Champion (DANAOS
ProjectVIEW ERP)

CI/CD (Continuous Integration
/ Continuous Delivery)

CMT (Crisis Management
Team)

The Provider’s management system aligned with ISO 22301:2019,
encompassing the policies, procedures, governance, and continual-
improvement mechanisms that establish and maintain business-
continuity capability for the Platform, as defined in Chapter 9.

The documented set of procedures, roles, communication protocols,
resource inventories, and recovery workflows that the Provider
maintains to restore or sustain Platform services during a disruption, as
defined in Section 9.8.2.

A structured assessment that identifies critical business processes
supported by the Platform, maps their dependencies on Platform
components, and quantifies the impact of service disruption to calibrate
recovery objectives (RPO/RTO), as defined in Section 9.8.1.

A period of twelve (12) months starting on the date of the Framework
(Contract) signing, representing one annual licensing subscription cycle.
Each Billing Period includes Second Level Support (maintenance and
support) and free Software Updates and Upgrades. See Chapter 11,
§11.12.1.

The minimum subscription commitment binding the Customer to
ProjectVIEW ERP enrolment, comprising the number of Billing Periods
specified in the Commercial Contract. Neither Party may terminate for
convenience during the Binding Period. See Chapter 11, §11.12.1.

Any day other than a Friday, Saturday, or public holiday in the United
Arab Emirates, unless otherwise agreed between the Parties.

The governance body responsible for reviewing, approving, or rejecting
Normal and Emergency changes to the Platform, as detailed in Section
4.6.

The structured exit plan prepared by the Provider upon receipt of a
Customer’s formal notification to cease the Subscription without
transitioning to the successor version. The Cessation Plan covers data
return, environment decommissioning, integration disconnection, and
surviving-obligation management, as defined in Section 10.9.

A formal request for modification to the Platform’s configuration,
functionality, or integration, managed through the Change Management
process defined in Section 4.6.

A Customer-designated senior power user who has completed the
specialised Champions Training Programme and passed the formal
Champion examination (§6.6.3). Each Customer must designate a
minimum of two (2) Champions (Main and Deputy). Champions serve as
the Customer’s Level 1 support contact for intranet (company) and
extranet (portal) users, and as the primary communication channel with
the Provider from Go-Live onwards (§6.6.4).

The Provider’s automated software delivery pipeline that builds, tests,
and deploys code changes from the Git repository through to the Staging
Environment, ensuring consistency and reducing manual deployment
errors.

The Provider’s designated leadership team activated during DR-1 and DR-
2 disaster-recovery events, comprising the CTO (Incident Commander),
Cloud Operations Lead, DBA Lead, Customer Account Manager, and
Communications Lead, as defined in Section 9.8.2.
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CSI (Continual Service
Improvement)

Ciso

Concurrent User

Confidential Information

CSP (Content Security Policy)

CVSS (Common Vulnerability

Scoring System)

Customer

Customer Data

Data Controller

Data-Integrity Report

Data Processor

Data Protection Laws

Data Subject

DIAC (Dubai International
Arbitration Centre)

The ITIL-aligned programme operated by the Provider to drive ongoing
improvements in service quality, operational efficiency, and Customer
satisfaction, as defined in Section 4.10.

Chief Information Security Officer — the Provider’s designated executive
responsible for the information-security programme, ISMS governance,
and approval of security-related changes, as referenced in Chapter 8.

An individual simultaneously logged in and actively using the Platform
under the Universal/Concurrent User licensing model. The number of
Concurrent Users at any point in time shall not exceed the Customer’s
licensed Universal User count as specified in the Commercial Contract
and governed by the applicable Volume Band. See Chapter 11, §11.3.2.

All information disclosed by one Party to the other, whether orally, in
writing, or by any other means, that is designated as confidential or that
reasonably should be understood to be confidential given the nature of
the information and the circumstances of disclosure.

An HTTP security header enforced by the Platform to mitigate cross-site
scripting (XSS) and data-injection attacks by specifying approved content
sources, as defined in Section 8.4.4.

An industry-standard framework for rating the severity of software
vulnerabilities on a 0.0-10.0 scale, used by the Provider to prioritise
vulnerability remediation timelines, as defined in Section 8.7.2.

The entity identified in the Commercial Contract that has entered into
this Framework for the provision of the Platform and related Services.

All data, information, documents, and materials uploaded to, generated
within, or processed by the Platform by or on behalf of the Customer,
including Personal Data.

As defined in Article 4(7) of the GDPR: the natural or legal person which,
alone or jointly with others, determines the purposes and means of the
processing of Personal Data. In respect of Customer Data, the Customer
acts as Data Controller.

An automated report generated by Al agents at the conclusion of each
test cycle, documenting the results of referential, computational, and
temporal integrity assertions executed against the Customer’s data
schema, as defined in Section 5.7.3.

As defined in Article 4(8) of the GDPR: the natural or legal person which
processes Personal Data on behalf of the Data Controller. In respect of
Customer Data, the Provider acts as Data Processor.

The General Data Protection Regulation (EU) 2016/679 (GDPR), the UAE
Federal Decree-Law No. 45 of 2021 on Personal Data Protection (PDPL),
and any other applicable data protection and privacy legislation in the
jurisdictions in which the Parties operate.

An identified or identifiable natural person whose Personal Data is
processed under this Framework, as defined in Article 4(1) of the GDPR
and Article 1 of the UAE PDPL.

The arbitration and mediation institution designated under this
Framework for the resolution of disputes that cannot be settled through
good-faith negotiation. Mediation and binding arbitration shall be
conducted under DIAC's applicable rules, with the seat in Dubai, UAE, as
defined in Chapter 12, §12.10.
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Decommissioning Certificate A formal written confirmation issued by the Provider upon completion of
all environment-decommissioning activities, certifying that all Customer
Data has been permanently erased from production, staging, and backup
infrastructure in accordance with NIST SP 800-88 media-sanitisation
guidelines, as defined in Section 10.10.

Platform Release Centre The Provider’s integrated release management module within the
ProjectVIEW ERP Platform, used for release distribution, version tracking,
and deployment history. Provides role-based access to release
catalogues, release notes, and deployment records directly within each
Customer’s Platform environment.

DPA Data Processing Agreement, the terms governing the processing of
Personal Data by the Provider on behalf of the Customer, as set out in
Section 17.

DPO Data Protection Officer, the individual appointed by the Provider in

accordance with Articles 37-39 of the GDPR and Article 10 of the UAE
PDPL to oversee data protection compliance.

DR (Disaster Recovery) The set of policies, procedures, and technical mechanisms used to
recover or continue the operation of the Platform following a significant
disruption, including failover to secondary infrastructure, database
restoration, and service verification, as defined in Section 9.7.

DAST (Dynamic Application Automated runtime testing of the deployed Platform to detect security
Security Testing) vulnerabilities (e.g., OWASP Top 10) in the Staging Environment before
production deployment, as defined in Section 8.9.

Embedded Ticketing System The native ITSM ticketing capability built into the ProjectVIEW ERP
Platform, serving as the system of record for all support interactions
including incident logging, service requests, ticket lifecycle tracking, SLA
measurement, and reporting, as detailed in Section 4.2.1.

EBCM (Enterprise Business Microsoft’s Enterprise Business Continuity Management programme

Continuity Management) governing Azure platform resilience, availability-zone architecture, and
geo-redundant infrastructure, upon which the Provider’s BCDR
commitments are predicated, as referenced in Section 9.3.

Enterprise License Agreement  The licensing instrument governing the Customer’s entitlement to use

(ELA) the ProjectVIEW ERP Platform under the Universal/Concurrent User
model. The ELA specifies the Volume Band, Binding Period, Billing Period,
licensed modules, Addon/Connector/Portal entitlements, and associated
fee schedule. The ELA is appended to or incorporated within the
Commercial Contract. See Chapter 11, §11.3.1.

Evergreen Contract The auto-renewal mechanism whereby the Subscription Term renews
automatically at the expiry of each Billing Period beyond the Binding
Period, unless terminated by either Party in accordance with the notice
provisions set out in Chapter 11, §11.12.2.

EOE (End of Engineering) The date after which the Provider ceases all feature development, non-
critical bug fixes, and enhancement work for a given major version.
Critical-security and P1-severity patches continue until the End-of-Life
(EOL) date. EOE is triggered thirty (30) days before EOL, as defined in
Section 10.3.

EOL (End of Life) The date after which a major version of the Platform is no longer
supported, patched, or hosted by the Provider under standard
Subscription terms. All Customers must have transitioned to the
successor version or ceased their Subscription by the EOL date, as
defined in Section 10.3.
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Escrow Agent The independent third-party custodian appointed by the Provider to hold
the Platform’s source code, build scripts, database schemas, and
deployment documentation under a Source Code Escrow arrangement.
The Escrow Agent releases the deposit to the Customer upon the
occurrence of specified release conditions (insolvency, cessation of
business, material breach, or product discontinuation), as defined in
Section 9.14.

Extended Support An optional, time-limited support arrangement available for up to twelve
(12) months post-EOL, providing P1/P2 incident response and critical-
security patching only, at a premium of twenty percent (20%) of the
prevailing ARR, as defined in Section 10.13.

Executive Steering Committee  The highest governance body comprising senior representatives from
both Parties (minimum two per Party), convened semi-annually to review
strategic alignment, approve material changes, resolve escalated
disputes, and endorse improvement plans, as defined in Chapter 12,
§12.1.2.

Extranet User A User classified under the Intranet/Extranet licensing model who
accesses the Platform exclusively through portal-based interfaces with
limited functional scope. Extranet Users are typically external
stakeholders (e.g., sub-contractors, blue-collar site personnel, external
project managers) who require visibility into specific project data without
full module access. See Chapter 11, §11.3.3.

Flexible Subscription Model The usage-based mechanism enabling the Customer to add or remove
Universal User Licences during the Subscription Term, subject to the
Minimum Licence Commitment. Additions are invoiced pro-rata from the
Activation Date. Removals take effect at the next Billing Period renewal.
See Chapter 11, §11.3.6.

Force Majeure Event Any event beyond the reasonable control of a Party, including acts of
God, war, terrorism, pandemic, governmental action, fire, flood,
earthquake, cyber-attack by state actors, or failure of third-party
telecommunications or power supply.

GA (General Availability) The date on which a new major version of the Platform is officially
released for production deployment to all Customers, marking the
commencement of full support, SLA coverage, and the standard version-
lifecycle timeline, as defined in Section 10.3.

GAP Analysis Document A consolidated report produced by the Provider at the conclusion of the
implementation training phase (§6.4.6), categorising all qualms,
configuration requirements, and change requests registered by
attendees during training. The GAP Analysis Document is formally
presented to the Customer for written approval and forms a binding
addendum to the Implementation Plan.

Go-Live The date on which the Production Environment is made available to all
Authorised Users for live operational use, following successful
completion of UAT and written Customer sign-off. Upon Go-Live, the
Development/Sandbox environment transitions to become the Staging
Environment.

Governance Action Register The shared action log maintained by the Provider to track decisions,
action items, and follow-ups arising from all governance meetings
(Monthly Operations, QSR, and Executive Steering Committee). Actions
not closed within two (2) consecutive review cycles are automatically
escalated to the next governance tier, as defined in Chapter 12, §12.1.4.
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GOS (Grade of Service)

GRS (Geo-Redundant Storage)

GDPR

Hypercare

IMAC/RD

IRBC (ICT Readiness for
Business Continuity)

ITIL

ITSM (IT Service Management)

Incident

Initial Term

Intranet User

Intellectual Property Rights

LRS (Locally Redundant
Storage)

The percentage of Incidents within each priority level that are resolved
within the applicable MTTR target during the measurement period, as
defined in Section 3.6.

An Azure Storage replication option that maintains six copies of
Customer Data — three in the primary Azure region and three in a
geographically paired secondary region (hundreds of kilometres apart) —
providing 16-nines durability with automatic cross-region failover, as
defined in Section 9.6.

Regulation (EU) 2016/679 of the European Parliament and of the Council
of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data.

An intensified post-migration support period of thirty (30) days during
which the Provider allocates dedicated resources for accelerated incident
resolution, configuration fine-tuning, and user-adoption monitoring
following a version transition, as defined in Section 10.5.

Install, Move, Add, Change, Remove, Dispose — the categories of service
requests managed under this Framework, as detailed in Section 4.8.

The extension of business-continuity management to information and
communication technology services as defined in ISO 27031:2011,
ensuring ICT systems can support the Provider’s business-continuity
objectives within agreed RPO and RTO targets, as referenced in
Section 9.3.

Information Technology Infrastructure Library — the globally recognised
framework of best practices for IT service management. The Provider
aligns its support processes with ITIL 4 guidelines.

The Provider’s IT Service Management capability, delivered through the
Platform’s Embedded Ticketing System, used for recording, tracking,
managing, and reporting all support tickets, incidents, service requests,
problems, and change requests throughout their lifecycle.

An unplanned interruption to or reduction in the quality of the Platform
or Services that requires remedial action by the Provider.

The initial period of the subscription commencing on the Subscription
Start Date and continuing for the duration of the Binding Period as
specified in the Commercial Contract and Enterprise License Agreement.
The Initial Term comprises the minimum number of consecutive Billing
Periods during which the Customer is contractually bound to the
Platform. See Chapter 11, §11.12.1.

A User classified under the Intranet/Extranet licensing model who
accesses the full Platform functionality through the internal corporate
network or VPN. Intranet Users are typically white-collar office-based
personnel (e.g., project managers, quantity surveyors, procurement
officers, finance teams) with enhanced module access. See Chapter 11,
§11.3.3.

All patents, copyrights, trademarks, trade secrets, database rights, design
rights, know-how, and all other intellectual property rights, whether
registered or unregistered, and all applications for the same.

An Azure Storage replication option that maintains three copies of
Customer Data within a single facility in a single Azure region, providing
11-nines durability. Used for non-critical temporary storage where cross-
facility redundancy is not required, as defined in Section 9.6.
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Knowledge Base

Minimum Licence
Commitment

Module Activation
Amendment

Named User

Per-Client Training Wiki

Commercial Contract

NSG (Network Security Group)

Omnichannel Support Model

Personal Data

PDCA (Plan-Do-Check-Act)

The Provider’s comprehensive repository of platform documentation,
process guides, video tutorials, FAQ articles, and release notes, hosted on
the the Platform’s integrated release management module and the per-
Client Training Wiki (https://docs.projectview.wiki/[client]), accessible to
all Authorised Users, as defined in Section 6.7.

The minimum number of Universal/Concurrent User Licences (not fewer
than twenty (20)) that the Customer commits to maintain for the
duration of the Binding Period as specified in the Commercial Contract
and Enterprise License Agreement. Removals of User Licences via the
Flexible Subscription Model shall not reduce the active licence count
below this threshold. See Chapter 11, §11.5.4.

A formal amendment to the Commercial Contract executed by the
Parties to activate additional ProjectVIEW ERP modules or
Addons/Connectors/Portals mid-term. The amendment specifies the
component(s), Activation Date, licensing metric, and pro-rata fees. See
Chapter 11, §11.3.4.

A uniquely identified individual authorised to access specific Addons,
Connectors, or Portals under a Named-User licensing model. Named-User
licences apply to supplementary platform components where per-
individual tracking is required and are non-transferable except via Seat
Reassignment. Core Platform access is governed by the
Universal/Concurrent User model. See Chapter 11, §11.3.4.

A dedicated, Al-enhanced documentation portal provisioned for each
Customer at https://docs.projectview.wiki/[client], containing
personalised training materials, recorded session libraries with Al-
generated transcripts, role-specific manuals, training plans, and curated
FAQ content unique to the Customer’s configuration and terminology, as
defined in Section 6.7.1.

The document executed by the Parties specifying the Platform modules,
number of Universal/Concurrent Users, applicable Volume Band, Binding
Period, Billing Period, Addon/Connector/Portal entitlements, Named-
User allocations (where applicable), currency, Minimum Licence
Commitment, and any Customer-specific configurations. The Commercial
Contract incorporates the Enterprise License Agreement and takes
precedence over all other provisions per §1.3. See Chapter 11, §11.1.

An Azure-native stateful firewall applied to each virtual machine and
subnet within the Customer’s sovereign environment, enforcing inbound
and outbound traffic rules with a default deny-all policy, as defined in
Section 8.5.1.

The Provider’s unified support delivery approach integrating the
Embedded Ticketing System, WhatsApp Business Channel, telephone,
and email into a single traceable support workflow, as detailed in Section
4.2

Any information relating to an identified or identifiable natural person, as
defined in Article 4(1) of the GDPR and Article 1 of the UAE PDPL.

The continuous-improvement methodology prescribed by I1ISO
22301:2019, applied by the Provider to its BCDR programme: Plan (BIA
review and recovery-objective calibration), Do (backup and DR
execution), Check (drill results and monitoring), Act (corrective actions
and architecture improvements), as defined in Section 9.12.
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PIMS (Privacy Information
Management System)

PIR (Post-Incident Report)

Platform

Provider

Provider Service Desk (PSD)

Process Optimisation Advisory

RPO
RBAC (Role-Based Access

Control)

RA-GRS (Read-Access Geo-
Redundant Storage)

RTO

Record of Processing Activities

(RoPA)

Release / Update

Renewal Term

The extension to the Provider’s Information Security Management
System (ISMS) that establishes privacy-specific controls, procedures, and
documentation in accordance with ISO/IEC 27701:2019, governing the
processing of Personal Data by the Provider as Data Processor.

A formal report produced by the Provider within five (5) Business Days of
resolving a DR-1 or DR-2 disaster-recovery event, containing root-cause
analysis, timeline of actions, corrective measures, and BCDR plan
updates, delivered to the Customer, as defined in Section 9.7.2.

The DANAOQS ProjectVIEW ERP software application. When delivered as a
Software-as-a-Service (SaaS) solution hosted on the DANAOS Cloud
(Microsoft Azure), the terms of this Framework apply in full. The Platform
includes all modules, updates, and enhancements provided under this
Framework.

DANAOQS Projects Software Solutions LLC, a company registered in the
United Arab Emirates, with an EU entity registered in Greece, and its
affiliated companies.

The primary point of contact operated by the Provider for recording and
managing all technical support-related tickets via the Omnichannel
Support Model (Embedded Ticketing System, WhatsApp Business,
telephone, and email), accessible 24 hours per day, 7 days per week, 365
days per year.

A proactive service whereby the Provider analyses Al-agent test-
execution data to identify workflow inefficiencies, configuration
anomalies, and improvement opportunities within the Customer’s
ProjectVIEW deployment, delivering recommendations during Quarterly
Service Reviews, as defined in Section 5.9.

Recovery Point Objective — the maximum acceptable period of data loss
measured in time. The Platform target RPO is fifteen (15) minutes.

The authorisation model implemented by the Platform’s Users & Roles
Management module (STY), enforcing granular permissions at the
module, function, field, and record level based on assigned roles, as
defined in Section 8.4.2.

An Azure Storage replication option that extends GRS by providing read-
only access to Customer Data in the secondary region during a primary-
region outage, enabling immediate data retrieval prior to full failover
completion, as defined in Section 9.6.

Recovery Time Objective — the maximum acceptable duration for
restoring the Platform following a significant disruption. The Platform
target RTO is four (4) hours.

The documented record of all Personal Data processing activities
maintained by the Provider as Data Processor in accordance with GDPR
Article 30 and UAE PDPL, specifying the categories of processing,
purposes, data subjects, recipients, transfer mechanisms, and retention
periods, as described in Section 7.11.

An incremental software delivery within the current major version (e.g.,
v11.01, v11.02... vl1.xx) addressing change requests, bug fixes, and
minor enhancements specific to the Customer’s implementation.
Delivered via Agile sprints as defined in Section 4.7.1.

Each successive Billing Period following the expiry of the Binding Period
during which the subscription automatically renews under the Evergreen
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Contract mechanism, unless either Party provides written non-renewal
notice at least ninety (90) calendar days before the expiry of the then-
current Billing Period. See Chapter 11, §11.12.2.

SAST (Static Application Automated source-code analysis run on every code commit to detect

Security Testing) security vulnerabilities before deployment, with Critical/High findings
blocking the build, as defined in Section 8.9.

SCA (Software Composition Automated scanning of third-party libraries and dependencies for known

Analysis) vulnerabilities (CVEs) and licence compliance, integrated into the

Provider’s CI/CD pipeline, as defined in Section 8.9.

SCCs (Standard Contractual The European Union Standard Contractual Clauses adopted under

Clauses) Commission Implementing Decision (EU) 2021/914 for the transfer of
Personal Data to third countries not covered by an adequacy decision
under GDPR Article 45, as referenced in Section 7.14.

Seat Reassignment The transfer of a Named-User licence (for Addons, Connectors, or
Portals) from a departing individual to a replacement individual who
permanently assumes the departing user’s role. Seat Reassignment does
not incur additional licence fees provided the total active Named-User
count does not exceed the licensed count. Not applicable to
Universal/Concurrent User Licences, which are floating. See Chapter 11,

§11.3.4.

Scheduled Downtime Any planned period of unavailability of the Platform for maintenance
purposes, communicated to the Customer in advance in accordance with
Section 3.

Service Request A formal request from the Customer for something to be provided,

changed, or actioned that is not an Incident — for example, new user
creation, access permission changes, or report configuration.

Simulation Scenario A parameterised, end-to-end test specification that defines a complete
business-process transaction path (e.g., project initiation through to
invoicing) executed by Al agents against the Customer’s Dev/Sandbox
environment to validate data flows, business rules, and integration
integrity, as defined in Section 5.5.2.

SLA Non-Compliance Penalty A financial penalty payable by the Provider to the Customer, calculated
as a percentage of the total ARR in accordance with Section 3.8, where
the Provider fails to meet the applicable Service Level or GOS targets.

Service Level The performance metrics and targets set out in Section 3 and Appendix A
against which the Provider’s performance shall be measured.

SLO Service Level Objective — the target availability for the Platform, being
ninety-nine point nine nine percent (99.9%) uptime per calendar month,
excluding Scheduled Downtime.

Source Code Escrow The arrangement maintained by the Provider with an independent
Escrow Agent for the custody of the Platform’s complete source code,
build scripts, database schemas, dependency manifests, and deployment
documentation. The escrow deposit is updated quarterly and upon each
major version release, and is subject to annual verification. Release
conditions and Customer rights are defined in Section 9.14.

Sprint A short-cycle Agile development iteration averaging 3 Business Days,
during which the Provider delivers a defined set of change requests, bug
fixes, or configuration changes to the Customer’s Staging Environment,
as detailed in Section 4.7.1.

© 2026 DANAOS Projects Software Solutions LLC - Page 22



DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

Staging Environment The non-production environment used post Go-Live for debugging,
change requests, software updates, and Universal User Acceptance
Testing (UAT) prior to deployment to the Production Environment. The
Staging Environment is the post Go-Live continuation of the
Development/Sandbox environment provisioned during implementation.

Super User A Customer-designated employee who has completed the Provider’s
Train-the-Trainer (T3) certification programme and is authorised to
deliver first-line internal training, conduct new-user onboarding, and
provide first-level troubleshooting support within the Customer’s
organisation, as defined in Section 6.5.

Sub-Processor Any third party engaged by the Provider to process Personal Data on
behalf of the Customer, including Microsoft Corporation (as Azure cloud
provider).

Subscription Start Date The date on which the Customer’s subscription commences, being the

date of Agreement signing as specified in the Commercial Contract. The
Subscription Start Date triggers the Binding Period, the first Billing Period,
and the Initial Term. See Chapter 11, §11.12.1.

Subscription Term The aggregate period comprising the Initial Term (Binding Period) and
any Renewal Terms under the Evergreen Contract mechanism during
which the Customer is entitled to access and use the Platform, as
specified in the Commercial Contract and Enterprise License Agreement.
See Chapter 11, §11.12.

Subscription Year Synonymous with Billing Period. Each consecutive twelve (12) month
period within the Subscription Term, commencing on the date of
Agreement signing or the anniversary thereof. Subscription Years / Billing
Periods are the basis for billing cadence, ARR recalculation, price
escalation, and licence-compliance auditing. See Chapter 11, §11.5.

Supervisory Authority An independent public authority established by an EU Member State
pursuant to GDPR Article 51, or the UAE Data Office under Federal
Decree-Law No. 44 of 2021, responsible for monitoring the application of
data-protection law within its jurisdiction.

SIEM (Security Information The cloud-native security-monitoring platform (Microsoft Sentinel) that

and Event Management) aggregates and correlates logs from all infrastructure, application, and
database layers to detect threats and anomalous behaviour in real time,
as defined in Section 8.8.1.

TDE Transparent Data Encryption — the encryption technology applied to all
data at rest within the Platform’s database layer using AES-256
encryption.

SQT (Software Quality & The Provider’s Al-augmented software quality and testing framework

Testing) encompassing automated data-flow simulation, user-interaction

simulation, data-integrity validation, regression testing, and process-
optimisation advisory services, as defined in Chapter 5.

Test Evidence Repository The centralised, immutable store maintained by the Provider for each
Customer containing test plans, Al-agent execution logs, data-integrity
reports, process-optimisation reports, UAT evidence packs, and
regression-suite history, as defined in Section 5.10.1.

TKT (Training & Knowledge The Provider’s continuous enablement framework encompassing

Transfer) instructor-led training, self-paced digital learning, in-application Al
guidance, train-the-trainer certification, and knowledge-base
maintenance, as defined in Chapter 6.
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TNA (Training Needs
Assessment)

TNRA (Training Needs Re-

Assessment)

Training Coordinator

Transition Training Plan

True-Up Notice

UAT (Universal User
Acceptance Testing)

Upgrade (Major Version)

User Licence Amendment

UAE Data Office

UAE PDPL

Universal User

A structured assessment conducted by the Provider in collaboration with
the Customer to identify activated modules, organisational roles,
proficiency gaps, and training requirements prior to the design of a
Training Plan, as defined in Section 6.4.1.

A structured re-evaluation of the Customer’s training requirements
conducted within sixty (60) days of an EOL Announcement, assessing the
impact of successor-version changes on existing competencies, roles, and
workflows to produce a Transition Training Plan, as defined in

Section 10.7.

The Customer-designated single point of contact responsible for all
training logistics, scheduling, attendee nomination, feedback collection,
and internal distribution of Provider-supplied training materials, as
defined in Section 6.9.

A customised training programme developed following the TNRA to re-
certify the Customer’s users, Champions, and Super Users on the
successor version. Includes “What’s New” briefings, hands-on workshops,
Champion re-certification, APl/integration workshops, UAT guidance, Go-
Live readiness checks, and post-migration clinics, as defined in

Section 10.7.

A written notice issued by the Provider following a licence-compliance
audit, specifying any excess usage of Universal/Concurrent Users, Named
Users (for Addons/Portals), or modules beyond the licensed entitlements
and the applicable fees for regularisation. See Chapter 11, §11.11.3.

The formal testing process in which the Customer validates that all
software changes, patches, updates, and new features function correctly
in the Staging Environment before deployment to Production. UAT
requires written Customer sign-off prior to production release.

A product-wide new major version of the Platform (e.g., vi1l = v12)
encompassing significant functional enhancements, UI/UX redesigns,
new APIs/SDKs, and major COTS version upgrades. Released
approximately annually. Governed by the End-of-Life policy in
Chapter 10.

A formal amendment to the Commercial Contract executed by the
Parties to add or remove Universal/Concurrent User Licences mid-term
under the Flexible Subscription Model. Additions are invoiced pro-rata
from the Activation Date, with the ARR recalculated based on the new
Volume Band. Removals take effect at the next Billing Period renewal and
are subject to the Minimum Licence Commitment. See Chapter 11,
§11.3.6.

The national data privacy regulator of the United Arab Emirates,
established under Federal Decree-Law No. 44 of 2021, responsible for
regulating the application of the UAE PDPL.

Federal Decree-Law No. 45 of 2021 on the Protection of Personal Data,
the first comprehensive federal data privacy law in the United Arab
Emirates, effective 2 January 2022.

A floating licence entitlement under the Universal/Concurrent User per
Device licensing model that permits any authorised individual to access
the Platform, provided the total number of simultaneously active
sessions (Concurrent Users) does not exceed the licensed count specified
in the Commercial Contract. Universal User Licences are not tied to
specific named individuals. See Chapter 11, §11.3.2.
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Volume Band The tiered pricing bracket applicable to the Customer’s Annual

Subscription Fee, determined by the total number of licensed
Universal/Concurrent Users. Five Volume Bands are defined: Band 1
(Minimum=20 Users), Band 2 (21-30), Band 3 (31-50), Band 4 (51-100),
and Band 5 (100+). Higher Volume Bands attract progressively reduced
per-user rates. See Chapter 11, §11.4.1.

WAF (Web Application Azure Web Application Firewall deployed in front of the Platform’s
Firewall) application tier to protect against OWASP Top 10 web-application attacks

including SQL injection, cross-site scripting, and request smuggling, as
defined in Section 8.5.1.

Warranty Period (Lifetime The entire duration of the Customer’s active Subscription Term and any
Warranty) renewal thereof, during which the Provider warrants that the Platform

shall perform materially in accordance with this Framework, remain free
from material defects, receive continuous security patching, and
maintain performance at or above the contracted SLO and recovery
objectives. The warranty is co-extensive with the Subscription and does
not expire, reduce in scope, or require separate renewal. Defined in
Section 9.13.

WhatsApp Business Channel A dedicated WhatsApp Business group established for each Customer,

connecting the Customer’s key users with the Provider’s assigned
consultants for expedient informal communication. Governed by the
data protection and formalisation rules set out in Section 4.2.3.

ZRS (Zone-Redundant Storage) An Azure Storage replication option that maintains three copies of

Customer Data across two to three availability zones within a single
Azure region, providing 12-nines durability and protection against single
availability-zone failure, as defined in Section 9.6.

1.2 Interpretation

In this Framework, unless the context otherwise requires:

(a)
(b)

(c)

(d)
(e)
(f)

(8)
(h)

References to Sections and Appendices are to sections of, and appendices to, this Framework.

Words importing the singular include the plural and vice versa, and words importing any
gender include all genders.

References to any statute, regulation, or legislative provision include any modification, re-
enactment, or extension thereof, including but not limited to the GDPR, the UAE PDPL, , and
any successor legislation or implementing regulations (including any Executive Regulations
issued by the UAE Data Office).

The headings in this Framework are for convenience only and shall not affect its
interpretation.

The terms "include" and "including" shall be construed without limitation.

Where any obligation in this Framework requires compliance with a standard (including ISO
27001, 1SO 9001, or ISO 20000-1), the reference shall be to the version current at the date of
this Framework or, where the Provider has transitioned to a later version, that later version.

References to a Party include that Party’s successors and permitted assigns.

Any obligation on a Party not to do something includes an obligation not to allow, cause, or
permit that thing to be done.
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1.3 Order of Precedence

In the event of any conflict or inconsistency between the provisions of this Framework, the following
order of precedence shall apply (in descending order):

(i) The Commercial Contract (including any Customer-specific terms agreed therein);
(j) Part A (Commercial & Legal Framework) of this Framework;

(k) Parts B through E (Technical & Operational Provisions) of this Framework;

(I) The Appendices to this Framework.

1.4 Regulatory References

This Framework references the following regulatory frameworks and standards. Where applicable,
external links are provided for verification and further reading:

e GDPR — Regulation (EU) 2016/679 on the protection of natural persons with regard to the
processing of personal data

https://eur-lex.europa.eu/eli/req/2016/679/0j

e UAE PDPL — Federal Decree-Law No. 45 of 2021 on the Protection of Personal Data (United
Arab Emirates). Effective 2 January 2022. Establishes comprehensive data protection
obligations for entities processing personal data of natural persons in or from the UAE,
including requirements for DPO appointment, data breach notification, Data Protection
Impact Assessments (DPIAs), cross-border transfer safeguards, and a Record of Processing
Activities (ROPA). Regulated by the UAE Data Office under Federal Decree-Law No. 44 of 2021.

UAE Government Data Protection Laws: https://u.ae/en/about-the-uae/digital-uae/data/data-protection-laws

Full text: https://uaeleqgislation.qov.ae/en/leqislations/1972/download

National Privacy Commission:

e ISO/IEC 27001:2022 — Information Security Management Systems
e SO 9001:2015 — Quality Management Systems

e ISO/IEC 20000-1:2018 — IT Service Management
DANAOS ISO Certifications: https://danaos-projects.com/iso-certifications/

e Microsoft Azure Compliance — SOC 1/2/3, 1SO 27001/27017/27018, FedRAMP, PCI DSS, CSA
STAR

Microsoft Service Trust Portal: https://servicetrust.microsoft.com/

Azure Trust Center: https://azure.microsoft.com/en-us/explore/trusted-cloud

Note: The Provider maintains compliance with all applicable data protection regulations in each
jurisdiction of operation. Given the Provider’s principal place of business in the United Arab Emirates,
the UAE PDPL is of primary relevance alongside the GDPR. The Provider monitors the issuance of
Executive Regulations by the UAE Data Office and will update its data protection practices accordingly
within the compliance transition period prescribed by the UAE PDPL.
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1.5 Process Register

The following table summarises the governance processes established in this Chapter, including
responsible roles, expected outcomes, and cross-references to related processes in other Chapters.

Role Legend: P = Provider | C = Customer | SC = Steering Committee | DPO = Data Protection Officer | SDM = Service
Delivery Manager

1.5.1  Process Registry

Ref Process Trigger Handler Approver Expected Outcome ;n:;ss-
P- Agreement Either Party Legal Steering Executed written §7,8
101 Amendment requests Counsel Committee amendment to 1.3
modificationto  (P/C) Agreement
terms
P Precedence Conflict SDM / Steering Binding §1.3,8§
102 pispute identified Customer IT  Committee interpretation per§  3.11
Resolution between Liaison 1.3 hierarchy
Agreement
documents
P- Regulatory New or DPO / Legal Steering Updated DPA, §1.4,8§
103 Compliance amended Data  Counsel Committee privacy notices, and 17
Update Protection Law processing records

1.5.2 RACI Matrix

Process (Ref) Provider L z:)ene\::itgtee _

P-1.01 Agreement Amendment C C A |

P-1.02 Precedence Dispute R C A —

P-1.03 Regulatory Update R | A R
R = Responsible (executes) | A = Accountable (sign-off) | C = Consulted | | = Informed | — = Not
Involved

1.5.3  Process Flow — Agreement Governance Lifecycle

Stage Activity Role Output
@ Amendment or dispute request Either Party Written request submitted
Initiation raised
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@

Assessment

@ Review

@

Execution

Legal/regulatory impact analysis

Steering Committee review and
decision

Signed amendment or updated
DPA

Provider + DPO

Steering
Committee

Both Parties

Impact assessment report

Approval / rejection / deferral

Executed document -
Agreement updated
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2 Service Description & Scope

2.1 Overview of the Platform

The Provider delivers ProjectVIEW ERP as a fully managed Software-as-a-Service (SaaS) solution.
ProjectVIEW ERP is a cloud-based, integrated, and highly adaptable Construction-grade ERP purpose-
built for Capital-Intensive Project Industries. Its core strength is precise Cost Control, Construction
Management, and end-to-end visibility across complex engineering projects.

ProjectVIEW ERP is composed of a unified constellation of 10+1 enterprise modules that digitally
transform Commercial, Operational, Production, and Financial processes. By enforcing structured
data, standardised workflows, and seamless field-to-office integration, it becomes the central hub for
Project Performance Management and a foundational enabler of Al-ready operations.

ProjectVIEW ERP serves as The Operating System for the BUILD World — powering organisations that
deliver the world’s most demanding capital projects.

2.1.1 Dedicated Private Sovereign Environment

Each Customer’s instance of ProjectVIEW ERP is hosted in a dedicated, private, sovereign cloud
environment on Microsoft Azure. This means:

e Complete tenant isolation: Each Customer operates within its own dedicated Azure Virtual
Machines, database instances, and storage accounts. There is no shared infrastructure or
multi-tenant data commingling.

e Data sovereignty: Customer Data resides in the Azure region specified in the Commercial
Contract, ensuring compliance with local data residency requirements and applicable Data
Protection Laws.

e Customisation freedom: The dedicated environment enables Customer-specific
configurations, customisations, and update schedules without impacting other Customer
instances.

e Security boundary: Each environment is protected by its own Azure Virtual Network (VNet),
Network Security Groups (NSGs), and firewall rules, creating a complete security perimeter.

Microsoft Azure Regions: https://azure.microsoft.com/en-us/explore/qlobal-infrastructure/qeographies/

2.2 Industries Served

ProjectVIEW ERP is not a generic ERP platform. It is a full-spectrum, Tier-1 enterprise system purpose-
built for the Build World, engineered to handle the complexity, scale, and cost intensity of real
construction and project-driven operations. Designed for capital-intensive environments where BoQ,
WABS, time, and cost must work in unison, ProjectVIEW ERP powers the full breadth of Build World
industries:

# Industry Description
1 Construction Civil, infrastructure, building, and heavy construction — from
foundations to handover. Full EPC, EPCM, and EPCi project lifecycle
support.
2 Marine Engineering | Offshore platforms, subsea installations, marine infrastructure, and
Offshore Construction coastal engineering projects with complex logistics and safety

requirements.

© 2026 DANAOS Projects Software Solutions LLC - Page 29


https://azure.microsoft.com/en-us/explore/global-infrastructure/geographies/

DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

3 Mining & Quarrying Open-pit and underground mining operations, quarrying, mineral
processing, and associated infrastructure development.

4 Shipbuilding & Repairs New-build vessel construction, ship repair and conversion, dry-
(SBR) docking operations, and marine equipment fabrication.

5 Project-based Structural steel fabrication, modular construction, pre-fabrication
Manufacturing facilities, and engineered-to-order manufacturing.

Industries We Serve: https.//danaos-projects.com/industries-we-serve/

2.3 Platform Modules & Functional Scope

Subject to the Commercial Contract, ProjectVIEW ERP comprises 10+1 enterprise modules organised
as follows:

# Module Functional Scope
01 Budget Estimation - Bill of Quantities (BoQ) import from any .xls in tree-structured format, BIM
Bidding model validation via .ifc, quantity take-off (QTO), measured vs. lump sum

comparison, BoQ-WBS synchronisation, inflation/overhead/risk/profit
modelling, what-if/what-will bid simulations, and rough-cut capacity
planning.

02 Cost Control Real-time cost monitoring against budget, earned value management
(EVM), cost-to-complete and estimate-at-completion forecasting, variance
analysis, cashflow projections, and multi-dimensional cost breakdown
structures (CBS).

03 Subcontractors Subcontract creation and lifecycle management, progress measurement
Management and certification, variation orders, claims management, retention tracking,
and subcontractor performance evaluation.

04 Procurement Purchase requisitions, purchase orders, RFQs, comparative bid analysis,
supplier qualification and management, procurement-to-pay workflows,
and commitment tracking.

05 Materials & Production Inventory and warehouse operations, material requisitions, goods receipt,
Management stock transfers, min/max levels, barcode/RFID integration, production
tracking, and material reconciliation.

06 Machinery Fleet and equipment management, internal/external costing and
Management allocation, maintenance scheduling (preventive and corrective), utilisation
tracking, rental rate management, and equipment depreciation.

07 HRMS - Payroll Employee records and lifecycle management, time and attendance, leave
management, payroll processing (including WPS compliance for UAE),
workforce planning, and labour cost allocation to projects.

08 Accounting - Finance General ledger, chart of accounts, multi-currency management,
Management intercompany transactions, fixed assets, tax management (including VAT),
financial consolidation, and statutory reporting.

09 Suppliers Account Supplier invoice processing, payment scheduling, ageing analysis, retention
Payables management, debit/credit notes, and automated payment reconciliation.
10 Customers Account Customer invoicing, interim payment certificates (IPC), revenue
Receivables recognition, ageing analysis, retention tracking, and collection
management.

© 2026 DANAOS Projects Software Solutions LLC - Page 30


https://danaos-projects.com/industries-we-serve/

DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

00 ProjectVIEW ERP Core The foundational platform layer encompassing: user and role management
(STY), workflow engine, approval hierarchies, dashboard and KPI
framework, Power Bl integration, document management, audit trail,
notification engine, APl gateway, and system administration.

Note: The specific modules activated for the Customer are detailed in the Commercial Contract.
Additional modules may be added during the Subscription Term subject to mutual written agreement
and adjustment of Fees.

Explore ProjectVIEW ERP Modules: https://danaos-projects.com/projectview-erp/explore-projectview-erp/

2.4 SaaS Delivery Model

Applicability: This SaaS Delivery Model and the obligations described in this Framework apply exclusively when
ProjectVIEW ERP is hosted on the DANAOS Cloud (Microsoft Azure infrastructure managed by the Provider).
Customers operating ProjectVIEW under an on-premises or third-party-hosted deployment model should refer
to the applicable licence and support agreement.

ProjectVIEW ERP is delivered exclusively as a fully managed SaaS solution. The Provider assumes end-
to-end responsibility for all layers of the technology stack — from infrastructure provisioning and
security management through application delivery and ongoing support. The Customer consumes the
Platform as a service and is not required to manage any underlying infrastructure, middleware, or
platform components.

The SaaS delivery model incorporates the following managed capabilities:

Capability Description

Security Management Proactive security monitoring, vulnerability scanning, patch management,
intrusion detection, and incident response. Includes Cloudflare WAF with
DDoS protection and OWASP Top 10:2025 ruleset coverage.

Backup Management Automated backup schedules: database backups every 12 hours with
transaction log backups every 15-60 minutes, daily incremental file backups,
weekly and monthly full backups. All backups encrypted at rest.

Resource Management Performance monitoring, capacity planning, proactive scaling
recommendations, and resource optimisation to ensure consistent application
performance.

Guaranteed Performance  SLO of 99.9% uptime, RPO of 15 minutes, RTO of 4 hours. Detailed
performance targets and Service Credits defined in Section 3.

Update Management Regular platform updates, patches, hot-fixes, and feature releases delivered
through a controlled CI/CD pipeline with develop-test-live deployment
methodology.

Monitoring & Azure Monitor, Application Insights, and Microsoft Defender for Cloud for
Observability continuous platform observability, alerting, and proactive issue resolution.

2.5 Platform Architecture

The Platform operates on a three-tier architecture within the dedicated private sovereign Azure
environment:
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Tier Technology Description

Presentation HTMLS5 / JavaScript Browser-based thin client — the DANAQOS Web
Enterprise Suite. No client-side installations or plugins
required. Responsive design supporting desktop, tablet,
and mobile access.

Application .NET 10 C# MVC/ 1IS 10.0 Business logic layer with RESTful APl gateway. JWT
token-based authentication with Microsoft Entra ID SSO
and MFA. Hosted on dedicated Azure Virtual Machines
with load balancing.

Data SQL Server 2025 Enterprise database with Transparent Data Encryption
(TDE / AES-256), automated point-in-time recovery, and
configurable geo-replication.

Technology References:

Microsoft .NET 10 (LTS): https://dotnet.microsoft.com/en-us/download/dotnet/10.0

Microsoft SQL Server 2025: https://learn.microsoft.com/en-us/sql/sql-server/what-s-new-in-sql-server-2025

Microsoft Entra ID (Identity & Access): https://www.microsoft.com/en-us/security/business/identity-access/microsoft-
entra-id

Internet Information Services (11S) 10.0: https.://www.iis.net/

Cloudflare Web Application Firewall: https://developers.cloudflare.com/waf/

OWASP Top 10:2025: https://owasp.orq/Top10/2025/

Microsoft Defender for Cloud: https://azure.microsoft.com/en-us/products/defender-for-cloud

Azure Monitor & Application Insights: https://azure.microsoft.com/en-us/products/monitor

Microsoft Power Bl: https://powerbi.microsoft.com/

2.5.1 Deployment Methodology & Environment Lifecycle

The Provider maintains a strict develop-test-live approach for all software deployments, underpinned
by a two-environment architecture:

(a) During Implementation: The Provider provisions two (2) environments — a Development /
Sandbox environment for configuration, customisation, and Universal User Acceptance
Testing (UAT), and a Production environment for live operations.

(b) Post Go-Live Transition: Upon Go-Live, the Development / Sandbox environment transitions
to become the permanent Staging Environment, used for debugging, change requests,
software updates, and UAT prior to production deployment.

(c) UAT Gate: No changes are deployed to Production without prior validation and written
Customer UAT sign-off in the Staging Environment, except in cases of Emergency
Maintenance (see Section 3.2.3).

Where appropriate, the Provider practices Continuous Integration / Continuous Delivery (Cl/CD) to
minimise deployment risk and accelerate release cycles. The full environment lifecycle is detailed in
Section 3.3.

2.6 Service Scope

The Services provided under this Framework include, but are not limited to:
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# Service Area Description
1 Requirements Elicitation of Customer requirements and development/customisation to
Engineering specifications. Additional customisation costs shall be agreed upon in writing

before commencement.

2 Project Management  Turn-key project management of software implementation utilising agile
methodology.

3 Documentation Provision of required software documents including: high-level and low-level
requirement/design documents, User Requirements Specification (URS),
System Requirements Specification (SRS), flow charts, test plans, system
documentation, end-user guides, installation guides, and Defect Track Logs.

4 Database Provision of database documents including: Data Flow Diagrams (DFD),
Documentation Entity-Relationship Diagrams (ERD), and Data Dictionaries.

5 Patches & Hot-Fixes Delivery of software patches and hot-fixes at no additional cost to the

Customer.

6 Continual Continuous improvement approach to software development, incorporating
Improvement Customer feedback and industry best practices.

7 Fault Resolution Debugging and resolution of software faults resulting from normal operation.

8 Support Response Response to software support calls as per the SLA Matrix defined in Section 3

and Appendix A.

9 Embedded Ticketing Native in-application ITSM ticketing system within ProjectVIEW ERP for
System incident logging, ticket lifecycle tracking, SLA measurement, knowledge base
access, and self-service support.

10  24/7 Omnichannel Access to the Provider Service Desk (PSD) 24x7x365 via the Embedded
Service Desk Ticketing System, WhatsApp Business Channel, telephone, and email for
ticket logging and management.

11  WhatsApp Business Dedicated WhatsApp Business group connecting the Customer’s key users
Support with the Provider’s assigned consultants for expedient informal
communication and quick enquiries.

12 Training Provision of required end-user and administrative training, including
onboarding for new Authorised Users.

13 Preventive Monthly preventive maintenance on all Platform modules as agreed with the
Maintenance Customer.
14  Reporting Submission of quarterly service reports in the Customer’s agreed format,

including SLA performance metrics.

2.7 Exclusions

Unless explicitly agreed in the Commercial Contract or a separate Statement of Work, the following
are excluded from the scope of this Framework:

(a) Hardware procurement, installation, or maintenance at Customer premises
(b) Third-party software licensing (other than the Platform and its bundled components)

(c) Networkinfrastructure, internet connectivity, or local area network management at Customer
sites

(d) Custom integrations with third-party systems not specified in the Commercial Contract
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(e)
(f)
(8)

(h)

Data migration from legacy systems (available as a separately scoped engagement)
On-site consulting, training, or support beyond the scope specified in the Commercial Contract

Recovery from incidents caused by Customer misuse, unauthorised modifications, or third-
party software interference

Compliance activities specific to the Customer’s own regulatory obligations (the Provider’s
compliance obligations are set out in Part C)

2.8 Customer Obligations

To enable the Provider to deliver the Services effectively, the Customer shall:

(a)

(b)

(c)

(d)
(e)

(f)

(8)

(h)

Designate a primary point of contact and an escalation contact for day-to-day service
management

Provide timely access to relevant business information, documentation, and subject-matter
experts required for requirements engineering and implementation

Ensure that Authorised Users comply with the Provider’s Acceptable Use Policy and all
applicable security policies

Maintain adequate internet connectivity at Customer premises to access the Platform

Report Incidents and service requests through the Provider Service Desk (PSD) in accordance
with the procedures set out in Section 4

Participate in user acceptance testing (UAT) within agreed timeframes and provide written
sign-off on deliverables

Ensure that all Customer Data uploaded to the Platform complies with applicable Data
Protection Laws and does not contain prohibited content

Maintain current and accurate Authorised User records and promptly revoke access for
departing personnel

Failure by the Customer to meet the obligations set out in this Section 2.8 may affect the Provider’s
ability to meet Service Levels, and such impact shall be excluded from SLA calculations as set out in
Section 3.

2.9 Process Register

The following table summarises the service delivery processes established in this Chapter, including
responsible roles, expected outcomes, and cross-references to related processes in other Chapters.

Role Legend: P = Provider | C = Customer | PM = Provider Project Manager | SDM = Service Delivery Manager | SC =
Steering Committee

Process Registry

Expected Cross-
Trigger Handler A rover
P-2.01 Environment Commercial Provider Dev/Sandbox + §3.3
Provisioning  Contract executed  (Infra) Production
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environments

operational
P-2.02 Module Commercial Provider Customer IT  Licensed modules §2.3,8§
Activation Contract or (Dev) Liaison accessible in 6
amendment Production
P-2.03 Customer Go-Live readiness PM Customer IT  All users §5,8
Onboarding  achieved (Provider) Liaison provisioned, 3.9
trained, and
operational
P-2.04 UAT Changes deployed Customer Customer IT  Written UAT sign-  §3.3.1,
Execution &  to Staging Liaison off within 5 BD §4.7
Sign-Off
P-2.05 Scope Customer requests PM Steering Amended §6,8§
Change additional (Provider) Committee Commercial 4.8
Request modules/services Contract with
adjusted fees
P-2.06 Post Go-Live  Go-Live completed  Provider SDM Dev/Sandbox - §3.3.1,
Transition (Infra) Staging §4.7
Environment
RACI Matrix

P-2.01 Env Provisioning R C
P-2.02 Module Activation R R I =
P-2.03 Customer Onboarding R A | —
P-2.04 UAT & Sign-Off C R/A C | =
P-2.05 Scope Change R R | A
P-2.06 Post Go-Live R R A |
R = Responsible (executes) | A = Accountable (sign-off) | C = Consulted | | = Informed | — = Not
Involved
2.9.3 Process Flow — Service Delivery Lifecycle
Stage Activity Role _
@ Contract Commercial Contract executed, Provider + Signed Commercial Contract
scope and modules agreed Customer

@

Provisioning

®

Azure environments provisioned
(Dev/Sandbox + Production)

Provider (Infra)

Platform configured,

Configuration customised, data migrated PM

@ UAT Customer validates in Staging Customer
(min 5 BD)

@ Go-Live Production deployment, user Provider +
onboarding, training Customer
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Operational Production system

Page 35



DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

@ Dev/Sandbox becomes Provider (Infra) 2-env steady state > § 3.3.1
Transition permanent Staging

3 Service Level Agreement

3.1 SLA Overview

This Section defines the Service Levels that the Provider commits to achieving in the delivery and
support of the Platform. The Provider shall use commercially reasonable endeavours to meet or
exceed the Service Levels set out in this Section when providing the Services. Service Levels cover
platform availability, incident response, resolution targets, backup and recovery objectives, and
associated Service Credits in the event of non-compliance.

The SLA applies to the production environment of the Platform only. Non-production environments
(development, sandbox/test) are excluded from SLA measurement unless otherwise specified in the
Commercial Contract.

3.1 Platform Availability

3.1.1  Service Level Objective (SLO)

The Provider commits to a Service Level Objective of 99.9% monthly uptime for the production
environment of the Platform, measured as a percentage of total minutes in the applicable calendar
month.

Metric Target Measurement Period

Service Level Objective (SLO) 99.9% Calendar month

Maximum Permitted Downtime 4.32 minutes / month Calculated: (1 —0.9999) x 43,200
mins

3.1.2  Availability Calculation

Monthly Availability is calculated using the following formula:

Availability % = ((Total Minutes — Downtime Minutes) / Total Minutes) x 100

Where:

e Total Minutes = the total number of minutes in the applicable calendar month

e Downtime Minutes = the total minutes during which the production environment is
unavailable, excluding Scheduled Maintenance and Excluded Events

3.1.3 Scheduled Maintenance

The Provider shall perform scheduled maintenance during pre-agreed Maintenance Windows.
Scheduled Maintenance is excluded from Availability calculations provided that:
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(a) The Provider gives the Customer a minimum of 5 Business Days’ advance written notice of
scheduled maintenance;

(b) Maintenance is scheduled during Off-Peak Hours (between 22:00 and 06:00 local time at the
Customer’s primary site), unless otherwise agreed;

(c) Total Scheduled Maintenance does not exceed 4 hours per calendar month;

(d) The Provider uses commercially reasonable efforts to minimise the duration and impact of
each maintenance window.

Emergency Maintenance: In the event of a critical security vulnerability or imminent system failure,
the Provider may perform emergency maintenance with less than 5 Business Days’ notice. The
Provider shall notify the Customer as soon as reasonably practicable and provide a post-maintenance
report within 2 Business Days.

3.2 Environment Lifecycle

During implementation, the Provider provisions two (2) distinct environments for the Customer:

Phase Environment Purpose

Implementation Development / Sandbox Configuration, customisation, data migration,
integration testing, and Universal User Acceptance
Testing (UAT). The Customer and Provider jointly
validate all functional requirements prior to Go-Live.

Implementation Production The live operational environment for all Authorised
Users. Subject to the full SLA metrics defined in this
Section 3.

3.2.1 Post Go-Live Environment Transition

Upon Go-Live, the environment structure transitions as follows:

Development / Staging Environment Becomes the permanent staging environment used

Sandbox for: debugging and fault reproduction, change
requests and enhancement development, software
updates and patch testing, and Universal User
Acceptance Testing (UAT) prior to production

deployment.
Production Production Continues as the live operational environment. No
Environment changes are deployed to production without prior

validation and UAT sign-off in the Staging
Environment.

Universal User Acceptance Testing (UAT): All software changes, patches, updates, and new feature
releases must pass through UAT in the Staging Environment before deployment to Production. The
Customer shall be given a minimum of 5 Business Days to complete UAT, and deployment to
Production requires written Customer sign-off. The Provider shall not deploy any change to the
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Production Environment without confirmed UAT approval, except in the case of Emergency
Maintenance as defined in Section 3.2.3.

The Provider shall maintain environment parity between Staging and Production to ensure that UAT
results are representative of production behaviour. Both environments shall run identical software
versions, configurations, and security policies at all times, differing only in data content.

3.3 Recovery Objectives

The Provider commits to the following recovery objectives for the production environment, aligned
with the Platform’s Business Continuity and Disaster Recovery (BC/DR) architecture:

Recovery Point Objective 15 minutes The maximum acceptable amount of data loss measured

(RPO) in time. Transaction log backups run every 15 minutes,
ensuring no more than 15 minutes of data may be lostin a
disaster scenario.

Recovery Time Objective 4 hours The maximum acceptable duration of service interruption.
(RTO) The Provider shall restore full platform functionality within
4 hours of declaring a disaster event.

These recovery objectives are supported by the following backup architecture:

Backup Type Frequency Retention Encryption

Transaction log backups Every 15 minutes 7 days AES-256 at rest
Database full backups Every 12 hours 30 days AES-256 at rest
Incremental file backups Daily 30 days AES-256 at rest
Weekly full backups Weekly (Sunday) 90 days AES-256 at rest
Monthly archival backups Monthly (1st) 12 months AES-256 at rest

All backups are stored in geo-redundant Azure storage within the Customer’s designated Azure
region, with optional cross-region replication as specified in the Commercial Contract. Backup integrity
is verified through automated restoration tests performed quarterly.

Azure Backup Overview: https://azure.microsoft.com/en-us/products/backup

3.4 Incident Priority Classification

All Incidents reported to the Provider Service Desk (PSD) shall be classified according to the following
priority levels:
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P1 Critical
P2

P3 Major
P4 Minor

Complete system unavailability or
critical business function failure
affecting all or substantially all
Authorised Users. Data integrity at
risk.

Significant degradation of a critical
business function. System operational
but with severely limited functionality.
Major feature unavailable.

Non-critical function impaired or
degraded performance that does not
prevent core business operations. A
reasonable workaround exists.

Cosmetic issue, informational request,
or enhancement suggestion with no
immediate operational impact.

Production server down, critical database
corruption, platform entirely inaccessible,
data loss event.

Key module non-functional (e.g., Cost
Control), severe performance degradation,
critical integration failure.

Report generation failure, non-critical
module issue, cosmetic defect impacting
usability, minor integration fault.

Ul alignment issue, documentation
correction, feature request, general
inquiry.

Priority classification shall be mutually agreed between the Customer and the Provider at the time of
ticket logging. If the Parties cannot agree, the Customer’s classification shall prevail pending review
by the Service Delivery Manager at the next scheduled Service Review meeting.

P1 and P2 Incidents must be reported by telephone to the Provider Service Desk to ensure immediate
attention. P3 and P4 Incidents may be reported by email, the PSD portal, or telephone.

3.5 SLA Response & Resolution Matrix

The Provider shall respond to and resolve Incidents within the targets set out in the SLA Matrix below:

- Response MTTR Workaround Operation
P1 - Critical Immediate 4 Hours Continuous effort 24 x 7 x 365 98%
until resolved

P2 - Urgent Immediate 8 Hours 15 Business Days 24 x 7 x 365 95%

P3 - Major Within 2 12 Hours 20 Business Days 24 x 7 x 365 93%
Hours

P4 — Minor Within 4 Next Next scheduled Business Hours 90%
Hours Release release

Where:

Response Time = time from Incident acknowledgement by PSD to first diagnostic action by an
assigned engineer

MTTR (Mean Time to Repair) = target elapsed time from Incident acknowledgement to full
resolution or effective workaround

Workaround Target = maximum elapsed time to provide a temporary resolution that restores
core business functionality pending permanent fix
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e GOS (Grade of Service) = the percentage of Incidents within each priority level that are
resolved within the MTTR target during the measurement period

3.6 SLA Exclusions

The following events are excluded from SLA measurement and shall not count as Downtime or impact
GOS calculations:

(a) Scheduled Maintenance: pre-notified maintenance performed within agreed Maintenance
Windows as defined in Section 3.2.3

(b) Security Events: any Downtime resulting from security breaches, DDoS attacks, or emergency
security patches applied to protect the Platform and Customer Data

(c) Force Majeure: events beyond the reasonable control of the Provider as defined in Section 9

(d) Customer-Caused Delays: delays arising from the Customer’s failure to meet its obligations
under Section 2.8, including failure to provide timely information, approval delays, or
unauthorised modifications

(e) Third-Party Failures: outages in internet connectivity, DNS, or other services not under the
Provider’s direct control, including Microsoft Azure platform outages that affect the
underlying infrastructure

(f) Approval Lifecycle Delays: delays caused by Customer approval workflows or sign-off
processes that prevent the Provider from proceeding with resolution activities

In the event of an Azure platform outage, the Provider shall provide the Customer with the relevant
Microsoft Root Cause Analysis (RCA) report within 5 Business Days of its publication by Microsoft.

Azure Service Health: https://azure.microsoft.com/en-us/features/service-health/

Azure Status: https://status.azure.com/

3.7 SLA Non-Compliance Penalties

Where the Provider fails to achieve the SLO or Grade of Service (GOS) targets set out in this Section 3,
the Provider shall pay the Customer financial penalties calculated as a percentage of the Customer’s
total Annual Recurring Revenue (ARR) (being the annual subscription licensing fees payable under
the Commercial Contract), as follows:

Variance from Target Penalty (% of Total ARR) Payment Trigger

> 2.00% 20% of ARR Payable within 30 days of breach
notification

Payable within 30 days of breach

notification

0.51% - 0.99% 5% of ARR Payable within 30 days of breach
notification

<0.50% 0% (within tolerance) No penalty — within acceptable tolerance

3.7.1 Calculation Methodology

Penalties are calculated as follows:

© 2026 DANAOS Projects Software Solutions LLC - Page 40


https://azure.microsoft.com/en-us/features/service-health/
https://status.azure.com/

DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

(e) ARR Basis: The penalty is calculated against the total Annual Recurring Revenue (ARR) as
defined in the Commercial Contract at the time of the breach. ARR includes all subscription
licensing fees for all Authorised Users and modules then in effect, including any additional
licences added during the Subscription Term.

(f) Availability-based variance: The percentage deviation is calculated as a proportion of the SLO
target. For example, if the SLO target is 99.9% and 2% of that target is breached, the threshold
is (0.02 x 99.99) = 1.9998%, meaning actual Availability below 98.0002% triggers the 20%
penalty.

(g) GOS-based variance: Similarly calculated as a proportion of the GOS target for each priority
level.

(h) Weighted Average: Where the Availability-based and GOS-based penalty calculations yield
different values, the final penalty shall be the Weighted Average with Availability carrying a
weight of 70% and GOS carrying a weight of 30%.

3.7.2 Penalty Payment Terms

(i) Penalties shall be paid by the Provider to the Customer as a direct financial payment (not a
credit note) within 30 days of the Customer’s written penalty claim being validated.

(j) The maximum aggregate penalty in any calendar quarter shall not exceed 25% of the
quarterly ARR for the affected Service.

(k) The Customer must submit a penalty claim in writing within 30 days of the end of the month
in which the SLA breach occurred, specifying the relevant Incidents and supporting evidence.

(I) The Provider shall validate or dispute the claim within 10 Business Days of receipt. Any dispute
shall be escalated to the Steering Committee for resolution.

(m) Penalties represent the Customer’s sole and exclusive financial remedy for failure to meet
Service Levels. This does not limit the Customer’s right to terminate the Framework for
material breach under Section 7.

(n) Penalties shall not be payable where the SLA failure results from an Excluded Event as defined
in Section 3.7.

3.8 Additional Licences & New Users

Where the Customer elects to add new Authorised Users (additional licences) during the Subscription
Term, the following provisions apply:

(o) Same SLA Coverage: All Service Levels, performance targets, recovery objectives, and penalty
provisions set out in this Section 3 shall apply equally to all additional Authorised Users and
licences from the date of activation. There is no reduced or phased SLA for new users.

(p) ARR Adjustment: The ARR used for penalty calculations under Section 3.8 shall be
recalculated to include the additional licence fees from the date of activation, on a pro-rata
basis for the remainder of the applicable measurement period.

(g) Environment Consistency: New users shall have access to the same Production and Staging
environments. The Provider shall ensure that the Platform scales to accommodate the
additional users without degradation of performance or Availability.

(r) Onboarding SLA: The Provider shall activate new user accounts within 2 Business Days of
receiving a completed licence addition request from the Customer, including role assignment,
access provisioning, and initial training materials.
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(s) Capacity Guarantee: The Provider warrants that the dedicated private sovereign environment
has sufficient headroom, or shall be proactively scaled, to support the additional users without
impacting the SLO of 99.9% or any GOS targets.

The procedure for adding new licences, including pricing and Commercial Contract amendment
requirements, is set out in Section 6 (Fees, Invoicing & Payment Terms).

3.9 SLA Reporting & Service Reviews

3.9.1 Monthly SLA Report

The Provider shall deliver a monthly SLA performance report to the Customer within 10 Business Days
of the end of each calendar month. The report shall include:

(t) Monthly Availability percentage and comparison against SLO target

(u) Total number of Incidents by priority level, with response and resolution times
(v) GOS achievement per priority level

(w) Backup success rates and any failed backup events

(x) Any SLA breaches with root cause analysis and corrective actions

(y) Penalty calculations (if applicable) with ARR basis shown

(z) Trend analysis comparing performance against prior 3 months

3.9.2 Quarterly Service Review

The Parties shall conduct a Quarterly Service Review meeting to review SLA performance, discuss
service improvement initiatives, and address any outstanding issues. The Provider shall prepare and
submit a quarterly service report in the Customer’s agreed format at least 5 Business Days prior to
each review meeting. The quarterly report shall include:

(aa)Consolidated SLA performance across the quarter

(bb) Major Incident summaries with root cause analysis

(cc) Service improvement plan updates and progress

(dd) Capacity and performance trend analysis

(ee)Change management summary (patches, updates, releases deployed)

(ff) Forward-looking risk assessment and mitigation plan

3.9.3  Continual Service Improvement

The Provider shall maintain a Continual Service Improvement (CSI) register documenting identified
improvement opportunities, agreed actions, responsible parties, and target completion dates. The CSI
register shall be reviewed at each Quarterly Service Review.

3.10 SLA Governance

The following governance structure applies to SLA management:

Role Responsibility Frequency
Service Delivery Manager  Primary point of accountability for SLA performance. Ongoing
(Provider) Owns the monthly SLA report, escalation management,

and CSl register.
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Account Manager Commercial relationship management. Escalation point  As required
(Provider) for SLA disputes and Service Credit claims.
Customer IT Liaison Primary Customer contact for day-to-day service Ongoing
management, Incident reporting, and UAT
coordination.
Steering Committee Joint senior management forum for strategic review of Bi-annual

the service relationship, major Incident review, and
contract-level decisions.

The SLA targets set out in this Section shall be reviewed annually at the Steering Committee meeting
and may be amended by mutual written agreement of the Parties.

Azure SLA Summary: https://azure.microsoft.com/en-us/support/leqal/sla/summary/

ITIL Service Level Management: https://www.axelos.com/best-practice-solutions/itil

3.11 Process Register

The following table summarises the SLA management processes established in this Chapter, including
responsible roles, expected outcomes, and cross-references to related processes in other Chapters.

Role Legend: P = Provider | C= Customer | PSD = Provider Service Desk | SDM = Service Delivery Manager | SC = Steering
Committee

3.11.1 Process Registry

C o
Handler Approver Expected Outcome R::;SS

Ref Process Trigger
P-3.01 Availability Continuous Provider SDM 99.9% SLO §3.2
Monitoring (automated) (NOCQ) maintained; alerts
on threshold breach
P-3.02 Incident Incident PSD Customer / Mutually agreed §35,8
Classification reported to SDM priority (P1—P4) 43
PSD
P-3.03 SLA Month-end SDM — Monthly SLA report §3.10.1
Performance close within 10 BD
Measurement
P-3.04 SLA Breach Monthly SLA SDM Provider Penalty calculation §3.8
Detection report reveals Account initiated
breach Mgr
P-3.05 Penalty Claim  Customer Provider Provider Financial payment §3.8.2
& Payment submits claim Finance Account within 30 days of
within 30 days Mgr validation
P-3.06 Quarterly Quarter-end SDM + Steering Service review §
Service Customer Committee completed; CSI 3.10.2,
Review IT Liaison register updated §4.10
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P-3.07 New User Customer Provider Customer IT
Activation licence (PSD) Liaison
addition
request
P-3.08 Scheduled Maintenance Provider SDM
Maintenance  window (Infra)
planned

3.11.2 RACI Matrix

User active within 2 §39 ¢
BD; ARR adjusted 6
pro-rata

Maintenance §3.2.3

completed; <4
hrs/month;
Customer notified 5
BD prior

P-3.01 Availability Monitoring
P-3.02 Incident Classification
P-3.03 SLA Measurement
P-3.04 Breach Detection
P-3.05 Penalty Claim

P-3.06 Quarterly Review
P-3.07 User Activation

P-3.08 Scheduled
Maintenance

o ™ O =
I
> =™ =

R/A |

o~ > =

R = Responsible (executes) | A = Accountable (sign-off) | C = Consulted | | = Informed | — = Not

Involved

3.11.3 Process Flow — SLA Lifecycle

Role

Output

@

Monitor

() Detect
@ Classify
@ Resolve
@ Report

@ Review

@

Penalise

Continuous availability and

performance monitoring (Azure

Monitor, Defender)

Incident detected or reported via

PSD omnichannel

Priority assigned (P1-P4), SLA
clock starts

Resolution per MTTR target;
escalation if needed

Monthly SLA report generated;

GOS and Availability calculated

Quarterly Service Review; CSI
register updated

If breached: penalty claim,
validation, financial payment
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Provider (NOC)

PSD / Customer

PSD + Customer

Provider
Engineering

SDM

SDM + Customer +
SC

Customer ->
Provider Finance

Real-time alerts; uptime data

Ticket created - § 4.3

Agreed priority; response timer

Incident resolved > § 4.4

SLA report - § 3.10.1

CSl actions > § 4.10

Payment within 30 days
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4 Service Support & Operations

4.1 Overview

This Section defines the operational support framework through which the Provider delivers day-to-
day support services for the Platform. It establishes the structure, processes, and responsibilities for
incident management, ticket lifecycle management, preventive maintenance, technical escalation,
and operational change control. All support processes align with ITIL 4 best-practice guidelines and
leverage the Provider’s omnichannel support model to ensure rapid, traceable, and context-rich
service delivery across all communication channels.

Support services apply to the Production Environment and, where explicitly agreed in the Commercial
Contract, the Staging Environment. The Provider shall maintain documented support procedures and
make them available to the Customer upon reasonable request. All support activities are recorded
and tracked through the Platform’s embedded ticketing system, providing end-to-end visibility for
both the Provider and the Customer.

4.2 Provider Service Desk (PSD)

The Provider Service Desk (PSD) is the single point of contact for recording, managing, and resolving
all technical support-related tickets, including Incidents, Service Requests, Problems, and Change
Requests raised by the Customer. The PSD operates an omnichannel support model that unifies
formal ticketing, real-time messaging, and traditional communication channels into a single, traceable
support workflow. The PSD coordinates with the Customer’s designated IT liaison for all support and
maintenance services.

4.2.1 Embedded Ticketing System

The Platform incorporates a native embedded ticketing system within the ProjectVIEW ERP
application itself. This integrated ITSM capability allows Authorised Users to raise, track, and manage
support tickets directly from within the Platform without leaving the ERP environment. The embedded
ticketing system provides:

(a) In-Application Ticket Logging: Users raise tickets directly within the ProjectVIEW ERP
interface, with automatic capture of contextual information including the active module,
screen, user role, and any associated data records;

(b) Real-Time Status Tracking: A unified dashboard within the ERP displays all open, in-progress,
and resolved tickets with full lifecycle visibility, SLA countdown timers, and priority indicators;

(c) Bi-Directional Communication: Threaded conversations between the Customer and the
assigned support engineer occur within the ticket itself, maintaining a complete chronological
audit trail;

(d) Attachment & Evidence Capture: Users attach screenshots, error logs, documents, and screen
recordings directly to tickets, eliminating context loss during escalation;

(e) SLA Metrics & Reporting: Built-in SLA tracking with automated alerts when response or
resolution targets approach threshold, along with real-time reporting on ticket volumes,
categories, and resolution performance;

(f) Knowledge Base Integration: The ticketing system links to the Provider's embedded
knowledge base (wiki), surfacing relevant articles and known solutions during ticket creation
to enable self-service resolution;
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(g) Automated Notifications: Email and in-application notifications are triggered at each ticket
state transition (logged, acknowledged, assigned, updated, resolved, closed), keeping all
stakeholders informed.

The embedded ticketing system serves as the system of record for all support interactions. Regardless
of the channel through which an issue is initially reported (telephone, email, WhatsApp, or in-
application), all tickets must be formalised within the embedded ticketing system to ensure SLA
measurement, auditability, and compliance.

4.2.2 Omnichannel Support Channels

The Provider shall provide the Customer with access to the PSD through the following channels:

Ticket
Channel Availability Use Case
Types

Embedded 24 x 7 x All types Primary channel. Authorised Users raise tickets directly
Ticketing 365 within ProjectVIEW ERP with automatic context capture.
(In-Application) Recommended for all non-emergency issues.

WhatsApp 24 x7 % P3, P4, Shared WhatsApp group between the Customer’s key
Business 365 Enquiries users and the Provider’s assigned consultants for
(Dedicated expedient informal communication, quick enquiries, and
Group) ad-hoc guidance. Messages requiring formal action are

escalated to the embedded ticketing system.

Telephone 24 x 7 x P1, P2 Priority-1 (Critical) and Priority-2 (Urgent) incidents
365 requiring immediate attention. The Customer shall report
P1 and P2 incidents by telephone to ensure prompt
escalation.
Email 24 x 7 x All types Formal ticket logging for all ticket types. Emails sent to the
365 designated PSD address are automatically ingested into
the embedded ticketing system and assigned a ticket
reference.

4.2.3  WhatsApp Business Support Channel

The Provider establishes a dedicated WhatsApp Business group for each Customer, connecting the
Customer’s designated key users with the Provider’s assigned consultants. This channel operates as
an expedient informal communication layer to complement the formal ticketing system. The
WhatsApp channel is governed by the following rules:

(a) Scope: Quick enquiries, usage guidance, clarification of functionality, informal discussion of
potential change requests, and preliminary reporting of non-critical issues. The WhatsApp
channel is not a substitute for formal ticket logging;

(b) Formalisation Rule: Any issue communicated via WhatsApp that requires formal tracking, SLA
measurement, code change, configuration modification, or escalation must be logged as a
ticket in the embedded ticketing system by the Provider consultant within 4 hours of
identification. The Customer shall be notified of the ticket reference;

(c) SLA Exclusion: SLA response and resolution timers commence upon formalisation of the ticket
in the embedded ticketing system, not upon initial WhatsApp communication;

(d) Data Protection: Participants shall not share Personal Data, credentials, database content, or
Confidential Information via WhatsApp. The Provider shall brief all participants on data
handling obligations under the applicable Data Protection Laws (ref. Section 17);
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(e) Retention: WhatsApp messages are retained in accordance with the Provider’s data retention
policy. For auditability purposes, any substantive technical discussion or decision made via
WhatsApp shall be summarised in the corresponding ticket record;

(f) Group Membership: Group membership is managed jointly. The Provider shall update group
membership within 2 Business Days of any personnel change. The Customer shall notify the
Provider of any changes to its designated key users.

4.2.4  PSD Operating Hours & Availability

The PSD operates 24 hours per day, 7 days per week, 365 days per year for ticket logging across all
channels. Resolution activities follow the operation windows defined in the SLA Response &
Resolution Matrix (Section 3.6). UAE Government public holidays are excluded from Business Day
calculations but P1 incidents are attended to regardless of public holiday schedules.

4.2.5 PSD Responsibilities
The PSD shall:

(a) Record all Customer-reported incidents and service requests in the embedded ticketing
system, assigning a unique ticket reference number with automatic contextual metadata
capture;

(b) Agree with the Customer the priority level to be allocated to each ticket in accordance with
the Incident Priority Classification defined in Section 3.5;

(c) Provide the Customer with acknowledgement of ticket receipt, including the assigned ticket
number, assigned engineer name, and estimated response time;

(d) Manage all necessary escalations to restore the Services within the applicable Service Level
targets;

(e) Provide the Customer with regular progress updates via the ticketing system, telephone,
email, or WhatsApp at mutually agreed intervals;

(f) Advise the Customer upon ticket resolution, including a brief description of the root cause,
corrective action taken, and whether the ticket is to be closed or requires further action;

(g) Where possible, first attempt to resolve tickets remotely. Where remote resolution is not
feasible, the Provider shall dispatch a qualified engineer to the Customer’s premises as
required;

(h) Formalise any issues initially communicated via WhatsApp or telephone into the embedded
ticketing system within 4 hours;

(i) Maintain a complete audit trail of all ticket interactions, status changes, and resolution
activities within the embedded ticketing system.

4.3 Ticket Lifecycle Management

All support interactions follow a structured ticket lifecycle managed through the Platform’s
embedded ticketing system to ensure traceability, accountability, and compliance with the SLA
targets. The lifecycle applies to all ticket types: Incidents, Service Requests, Problems, and Change
Requests, regardless of the channel through which the issue was initially reported.

4.3.1 Ticket Logging

When a ticket is logged by the Customer, the following minimum information shall be provided to the
PSD:
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(a)

(b)
(c)

(d)
(e)
(f)

Customer name and contract reference (auto-populated when tickets are raised via the
embedded ticketing system);

Name and contact details of the person reporting the issue;

A clear description of the issue, including steps to reproduce (for incidents) or the nature of
the request (for service requests);

The affected module(s) and number of impacted Authorised Users;

Any diagnostics, screenshots, or error messages obtained by the Customer;

The Customer’s proposed priority level for the ticket.

The following procedure defines the method by which a ticket is processed from initial logging through

4.3.2 Ticket Processing Workflow
to closure:

Step Action

1

Customer logs a ticket via the embedded ticketing system (in-

application), email, telephone, or WhatsApp. Tickets raised via the

embedded system automatically capture module context, screen,
user role, and related data records.

PSD receives the ticket in the embedded ticketing system (or
formalises it from telephone/WhatsApp within 4 hours), assigns a
unique ticket number, and allocates the ticket to the appropriate
support engineer based on module expertise and priority.

PSD acknowledges the ticket via the embedded ticketing system and

email, containing: ticket reference number, assigned engineer
name, priority classification, and expected response time.

The assigned engineer contacts the Customer within the applicable

response time, confirms the issue details, and begins diagnosis.
Remote troubleshooting is attempted first.

The engineer provides the Customer and PSD with an estimated
time to resolution or, if applicable, confirms the ticket has been

resolved remotely.

Upon resolution, the engineer completes a Service Report detailing:
ticket reference, time taken, root cause analysis, corrective action,

and any preventive recommendations.

PSD notifies the Customer of resolution via email, provides the

Service Report, and requests confirmation to close the ticket or flags

any required follow-up actions.

Customer confirms resolution or requests further action. Ticket is
closed in the embedded ticketing system with full audit trail

preserved.

Responsibility

Customer

PSD

PSD

Support Engineer

Support Engineer

Support Engineer

PSD

Customer / PSD

Ticket Reopening: If the Customer reports that the same issue recurs within 5 Business Days of ticket
closure, the original ticket shall be reopened with the same priority classification within the embedded
ticketing system. Reopened tickets are counted as a single incident for SLA measurement purposes.

433

Ticket Classification

Tickets are classified into the following categories:
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Ticket Type Definition

An unplanned interruption or
reduction in quality of the Platform
or a component thereof.

Incident

A formal request from the
Customer for something to be
provided, changed, or actioned that
is not an incident.

Service Request

Problem The underlying root cause of one or
more incidents, identified through
trend analysis or post-incident

review.

Change Request A formal request for modification to
the Platform’s configuration,

functionality, or integration.

4.4 Technical Escalation

Examples

System unavailable, module crash, data not
saving, report generation failure, login errors.

New user creation, password reset, access
permission change, report configuration, data
export.

Recurring timeout errors traced to database
indexing, repeated memory overflow from
specific module.

New field addition, workflow modification,
APl integration, report customisation, module
enhancement.

The Provider maintains a structured technical escalation matrix to ensure that tickets are escalated
to the appropriate level of expertise and management authority when resolution is not achieved
within the applicable Service Level targets or when the severity of the issue requires senior

intervention.

4.4.1 Escalation Levels

Escalation Trigger Escalated To Target Action

Level 1 Ticket logged and assigned.

First Initial diagnosis and remote

Response troubleshooting.

Level 2 Level 1 unable to resolve Senior Support

Specialist within MTTR target, or issue
requires deep module Specialist
expertise.

Level 3 Level 2 unable to resolve, or

Engineering issue involves core platform Lead / Principal
architecture, database, or Engineer
infrastructure.

Level 4 Resolution exceeds 2x MTTR

Management target, or P1 incident not Manager / CTO
resolved within 8 hours, or
Customer requests
management escalation.

4.4.2  Customer-Initiated Escalation

PSD Support Engineer

Engineer / Module

Development Team

Service Delivery

Diagnose, apply known fix, or
escalate within response time.

In-depth analysis, code-level
debugging, configuration
review, hotfix development.

Code modification, database
remediation, architectural
intervention, patch release.

Resource reallocation,
executive communication,
recovery plan activation, post-
incident review.

The Customer may escalate a ticket at any time by contacting the PSD and requesting escalation. The
Provider shall update the Escalation Contact Matrix at least annually or upon any change in personnel,
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and shall provide the current matrix to the Customer within 5 Business Days of any update. The
Escalation Contact Matrix shall include name, designation, direct contact numbers, and email address
for each escalation level.

For P1 (Critical) incidents, the Provider shall automatically escalate to Level 2 within 30 minutes if the
initial response has not identified a resolution path, and to Level 3 within 2 hours if the incident
remains unresolved. The Customer’s designated IT liaison and the Service Delivery Manager shall be
notified of all P1 escalations in real time.

4.5 Preventive Maintenance

The Provider shall perform monthly preventive maintenance on all Platform components within the
Customer’s dedicated private sovereign environment. Preventive maintenance is conducted
proactively to identify and remediate potential issues before they impact service availability or
performance.

4.5.1 Preventive Maintenance Scope

Monthly preventive maintenance shall include, but is not limited to:

(a) Infrastructure Health Checks: Virtual machine performance monitoring, disk utilisation,
memory allocation, CPU load analysis, and network latency assessment;

(b) Database Maintenance: Index rebuilding, statistics updates, transaction log management,
integrity checks (DBCC CHECKDB), and storage optimisation;

(c) Security Patching: Review and application of operating system, middleware, and database
security patches in accordance with the Provider’s patch management policy (see Section
3.2.3 for maintenance windows);

(d) Backup Verification: Validation of backup job completion, backup integrity testing, and
restore drill execution (quarterly);

(e) Application Health: Module-level functional checks, APl endpoint validation, integration
monitoring, and error log review across all active ProjectVIEW ERP modules;

(f) SSL/TLS Certificate Management: Certificate expiry monitoring, renewal, and rotation;
(g) Capacity Review: Assessment of current resource utilisation against provisioned capacity,
with proactive scaling recommendations where utilisation exceeds 75% threshold.
4.5.2  Preventive Maintenance Reporting

Upon completion of each preventive maintenance cycle, the Provider’s maintenance engineer shall
submit a Preventive Maintenance Report to the Customer within 3 Business Days. The report shall
include:

e Date and duration of maintenance activity;

e Components inspected and actions performed;

e |dentified risks or anomalies with recommended remediation;

e Current vs. provisioned resource utilisation metrics;

e Upcoming patch and update schedule;

e Confirmation of backup verification results.
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4.6 Change Management

All modifications to the Platform’s configuration, functionality, or infrastructure are governed by a
formal Change Management process designed to minimise risk to the Production Environment.
Changes are classified and managed in accordance with ITIL Change Management best practices.

4.6.1 Change Classification

Change Type Definition Approval Deployment Path

Standard Pre-authorised, low-risk Pre-approved Direct to Staging - UAT -
changes with established Production
procedures (e.g., user account
creation, routine
configuration).

Normal Non-routine changes requiring  Change Advisory Board Development = Staging >
assessment, planning, and (CAB) or Service UAT - Customer Sign-off -
approval (e.g., new module Delivery Manager Production

configuration, API integration,
workflow modification).

Emergency Urgent changes required to Service Delivery Development = Production
restore service or address a Manager with post- (with retrospective UAT and
critical security vulnerability. implementation CAB documentation)

Bypasses standard CAB review. review

4.6.2 Change Management Workflow

All Normal and Emergency changes follow this workflow:

(a) Request: The Customer or Provider submits a Change Request via the PSD with description,
business justification, affected modules, and requested implementation date;

(b) Assessment: The Provider performs an impact assessment covering: technical risk, affected
users, rollback plan, estimated effort, and dependencies;

(c) Approval: The Change Advisory Board (or Service Delivery Manager for emergency changes)
reviews and approves or rejects the change;

(d) Implementation: The change is developed and deployed to the Staging Environment;

(e) UAT: The Customer performs Universal User Acceptance Testing in the Staging Environment.
A minimum of 5 Business Days is provided for UAT. Written sign-off is required (ref. Section
3.3.1);

(f) Deployment: Upon Customer UAT sign-off, the change is deployed to Production during an
agreed maintenance window;

(g) Post-Implementation Review: The Provider monitors the change for 5 Business Days post-
deployment and provides a closure report to the Customer.

Rollback: Every Normal and Emergency change shall include a documented rollback plan. If the
change causes an unplanned service degradation, the Provider shall execute the rollback within 2
hours of identifying the issue and notify the Customer immediately.

4.6.3 Change Auditability

All changes to the Platform’s configuration, codebase, and infrastructure are logged in the Provider’s
Change Management System. Each change record includes: requester, description, risk assessment,
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approval chain, implementation date, implementing engineer, test results, and post-implementation
status. Change logs are available to the Customer upon request and are included in the Quarterly
Service Review (ref. Section 3.10.2).

4.7 Software Release Management

The Provider manages all software deliveries through a controlled release management process that
distinguishes between two fundamentally different delivery types: Releases/Updates (incremental,
client-specific, frequent) and Upgrades (major version, product-wide, annual). This distinction ensures
that day-to-day agile delivery for the Customer does not conflict with the Provider’s broader product
roadmap.

4.7.1 Releases & Updates (Incremental — e.g. v11.xx)

Releases and updates are incremental deliveries within the current major version of the Platform
(e.g., v11.01, v11.02, v11.15). They address change requests, bug fixes, configuration adjustments,
and minor functional enhancements specific to the Customer’s implementation. Releases are
delivered using an Agile execution methodology tailored to the operational cadence of the Customer.

Agile Sprint Methodology: The Provider operates in short-cycle sprints averaging 3 Business Days per
sprint. Each sprint delivers a defined set of change requests, bug fixes, or configuration changes agreed
with the Customer at sprint planning. The sprint cycle is as follows:

m Duration | Activities Responsibility

Sprint 0.5 day Provider and Customer review the backlog, Provider + Customer
Planning prioritise items, and agree on the sprint scope.

Items are drawn from: open tickets, change

requests, bug reports, and Customer-requested

enhancements.
Development 1.5-2 The Provider’s development team implements Provider
days the agreed changes on the Customer’s dedicated

client branch in the Git repository. Unit testing is
performed by DANAOS Support Engineers who
are subject-matter experts within their domain.

Staging 0.25day  Completed sprint items are deployed to the Provider
Deployment Staging Environment via the Provider’s Cl/CD
pipeline for Customer validation.

UAT & Sign- Per The Customer performs Universal User Customer
Off Section Acceptance Testing on the sprint deliverables.
3.3.1 Written sign-off is required before production

deployment. Minimum 5 Business Days for UAT.

Production 0.25day  Upon UAT sign-off, the sprint release is deployed  Provider
Deployment to Production during an agreed maintenance

window. Post-deployment monitoring is active

for 2 Business Days.

Sprint Ad hoc Brief review of sprint outcomes, issues Provider + Customer
Retrospective encountered, and process improvements.

Findings feed into the CSl register (ref. Section

4.10).
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Release Versioning: Each incremental release is assigned a semantic version number within the
current major version (e.g., v11.01, v11.02... v11.xx). The version number increments sequentially with
each sprint delivery. The Provider maintains a release log accessible to the Customer through the
Platform.

Release Category Description Frequency Notice Period

Hotfix / Patch Critical bug fixes and security patches As required Emergency: ASAP
addressing specific production issues or Planned: 5 Business
vulnerabilities. Deployed outside the Days

normal sprint cycle.

Sprint Release Bundled change requests, bug fixes, and Every 3-5 Sprint planning

(Client-Specific) minor enhancements delivered at the Business Days provides advance
end of each sprint. Specific to the (per sprint visibility
Customer’s client branch. cycle)

Maintenance COTS updates (OS, database, 3-4 per year 10 Business Days

Release middleware patches), security

hardening, and infrastructure
optimisation. Applied across all
Customer environments.

4.7.2  Upgrades (Major Version — e.g. v11 - v12)

Upgrades represent a new major version of the Platform (e.g., v11 - v12,v12 - v13). Upgrades are
product-wide releases that encompass significant functional enhancements, new modules, Ul/UX
redesigns, new APIs/SDKs, architectural improvements, and major COTS version upgrades (e.g., .NET
framework, SQL Server engine). Upgrades are released approximately once per year and represent a
new software version number.

Major Upgrades typically include:

e New Functional Enhancements: Feature additions, new module capabilities, and workflow
improvements driven by the Provider’s product roadmap and Customer Advisory Board
feedback;

e Ul/UX Improvements: Interface redesigns, usability enhancements, accessibility
improvements, and responsive design updates;

e APl & SDK Extensions: New integration endpoints, enhanced Web API capabilities, and
updated Software Development Kits;

e COTS Platform Upgrades: Migration to new versions of underlying technologies (.NET, SQL
Server, 1IS) as part of the Provider’s technology currency commitment;

e Security Enhancements: Implementation of new security standards, encryption upgrades,
and compliance with emerging regulatory requirements.
4.7.3 Integrated Release Management & Deployment Process

All releases (incremental) and upgrades (major version) are managed through the Platform Release
Centre (), which serves as the central release management and distribution platform. The Platform
provides the following capabilities:
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(h)

)

(k)

(1)

Release Catalogue: A complete catalogue of all available releases for each Customer,
organised by application and version. Each release entry includes the release date, version
number, and detailed release notes describing new features, fixes, and known issues;

Credential-Based Access: Access to the Platform is secured via unique credentials assigned to
the Customer’s designated administrators. Access rights determine visibility of releases
applicable to the Customer’s licensed modules;

Release Notes & Change Logs: Each release is accompanied by semantic and contextual
comments describing the latest features, functionalities, and bug fixes, reviewed and
approved by the Provider’s Reviewer before publication;

On-Demand Availability: Releases are available for download on-demand, subject to
Customer administrator acceptance. The Provider notifies the Customer when a new release
is available;

Audit Trail: The Platform maintains a complete record of which releases have been made
available, downloaded, and deployed for each Customer environment.

SaaS Deployment Model: In the SaaS delivery model, the Provider manages all deployments to the
Customer’s dedicated sovereign environment. The Customer does not self-install releases. The
deployment process is as follows:

Step ‘ Action Channel

1. Notification Provider publishes the release within the Platform and notifies the Portal + Email +
Customer’s designated administrator via email and, where WhatsApp
applicable, the WhatsApp Business Channel.

2. Release Customer reviews the release notes, change log, and impact Portal +

Review assessment within the Platform. Customer may raise questions or Ticketing
concerns via the embedded ticketing system or WhatsApp.

3. Staging Provider deploys the release to the Customer’s Staging Provider-

Deployment Environment. For sprint releases, this occurs automatically at the managed
end of each sprint.

4. UAT Customer performs Universal User Acceptance Testing. Minimum 5 Staging
Business Days. Results are documented in the embedded ticketing Environment
system.

5. Sign-Off Customer provides written UAT sign-off via the embedded ticketing Ticketing +
system or email. No production deployment occurs without sign-off ~ Email
(except Emergency Hotfixes).

6. Production Provider deploys the approved release to Production during an Provider-

Deploy agreed maintenance window (ref. Section 3.2.3). Deployment is managed
executed via the Provider’s CI/CD pipeline.

7. Verification Provider performs post-deployment verification checks and Portal + Email +
monitors for 2 Business Days. Customer is notified of successful Ticketing
deployment via the Platform and email.

4.7.4  End-of-Life & Version Transition

The Provider’s End-of-Life (EOL) policy, version-transition lifecycle, migration services, re-training
programme, data-return procedures, and subscription-cessation processes are comprehensively

defined

in Chapter 10 — End-of-Life, Version Transition & Subscription Cessation. Chapter 10

© 2026 DANAOS Projects Software Solutions LLC - Page 55



DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

governs all aspects of version lifecycle management from General Availability (GA) through EOL
Announcement, End of Engineering (EOE), End of Life, and optional Extended Support.

For purposes of this Chapter, the following summary applies: the Provider shall give the Customer a
minimum of twelve (12) months’ written notice before a major version reaches End of Life. Upgrade
assistance, including migration planning, data migration, integration adoption, re-training, and UAT
support, is included within the Subscription Term at no additional cost. Full terms, timelines, and
procedures are set out in Sections 10.1 through 10.14.

4.7.5 Version Control & Source Code Escrow

The Provider maintains all source code in a Git-based version control system that incorporates:

e Master Branch: The standard DANAOS application ("Vanilla Version") representing the
current generally available release;

e (Client Branches: Customer-specific configurations and customisations maintained as
dedicated branches. Sprint releases are developed on the client branch;

e Working Clones: Developer working copies that are merged under stable conditions to
incorporate new functionalities into the Master and Client branches.

All code changes are subject to peer review via Pull Requests, automated testing, and compliance
with the Provider’s Programming Guidelines covering code quality, business logic, and security best
standards. Upon executing Commit and Push, and after any Pull Request review, application versions
are fully justified by the responsible programmer (or Agile Team) with semantic and contextual
comments. Reviewers accept or reject changes based on the Provider’s Programming Guidelines.
Business logic is additionally verified by DANAOS Support Engineers who are subject-matter experts
within their domain.

The Provider practices Continuous Integration / Continuous Delivery (CI/CD) for software
deployment where appropriate. The CI/CD pipeline automates build, test, and deployment stages
from the Git repository through to the Staging Environment, ensuring consistency and reducing
manual deployment errors.

The Provider shall maintain a Source Code Escrow arrangement with an independent third-party
Escrow Agent. The comprehensive terms governing the escrow deposit contents, update frequency,
annual verification, release conditions, and Customer rights upon release are defined in Section 9.14
(Source Code Escrow). The costs of the escrow arrangement, including the Escrow Agent’s fees, shall
be borne by the Customer (see § 9.14.4).

4.8 IMAC/RD Services

The Provider delivers Install, Move, Add, Change, Remove, and Dispose (IMAC/RD) services for the
Platform as part of ongoing operational support. IMAC/RD activities are managed as Standard or
Normal changes (ref. Section 4.6.1) and are subject to the following scope:

s sove oot

Install Initial Installation and deployment of software applications, initial environment
deployment configuration, and integration setup for the Customer’s dedicated
sovereign environment.

Move Relocation Migration of workstation configurations, reassignment of user profiles,
environment relocation (e.g., data centre migration), or transfer of
services between environments.
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Add Configuration Addition or modification of software configurations, module
change customisation, user permission updates, installation of approved
software updates, and integration of new API endpoints.

Change Modification Modification of existing configurations, workflow adjustments, report
customisation, and platform parameter changes as agreed with the
Customer.

Remove Decommission Controlled decommissioning of modules, features, or integrations.

Includes secure data deletion where applicable, with deletion reports
provided to the Customer.

Dispose End-of-life Environmentally responsible disposal of decommissioned hardware (if
applicable), data carrier sanitisation in accordance with NIST SP 800-88,
and disposal certification.

IMAC/RD activities that fall outside the scope of the Subscription Term shall be quoted separately on
a per-manday basis, agreed in writing between the parties before commencement of work.

4.9 Enterprise Architecture Guidance

The Provider shall advise the Customer on enterprise architecture matters relating to the Platform,
including system integration, data flow design, and technology alignment. This includes:

(m) Integration Architecture: Guidance on connecting ProjectVIEW ERP with the Customer’s
existing enterprise systems (e.g., SAP, Oracle, banking platforms, HR systems) via the
Platform’s native Web API (ref. Section 2.5);

(n) Data Architecture: Advisory on data flow, data migration planning, master data management,
and reporting architecture within the Customer’s dedicated sovereign environment;

(o) Security Architecture: Guidance on network security, access control policies, encryption
standards, and alignment with the security framework detailed in Part B of this Framework;

(p) Scalability Planning: Proactive recommendations for environment scaling based on user
growth projections, data volume trends, and module activation plans.

Enterprise architecture guidance is provided as an advisory service and does not extend to the design,
development, or support of third-party systems. Implementation of architectural recommendations
is subject to separate scoping and costing as agreed between the parties.

4.10 Continual Service Improvement (CSl)

The Provider operates a Continual Service Improvement (CSI) programme aligned with ITIL 4 practices
and contemporary AlOps methodologies to drive ongoing improvements in service quality,
operational efficiency, and Customer satisfaction. The CSI programme includes:

e Al-Assisted Trend Analysis: Monthly analysis of incident volumes, categories, recurring issues,
and resolution times using pattern recognition and anomaly detection to identify systemic
improvements proactively;

e Root Cause Elimination: Problem Management activities targeting the elimination of
recurring incidents through permanent fixes, informed by cross-ticket correlation analysis;

e Process Optimisation: Regular review of support processes, ticket workflows, escalation
procedures, and omnichannel support effectiveness to reduce resolution times and improve
Customer experience;
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e Customer Feedback & Experience Management: Incorporation of Customer satisfaction
survey results, Quarterly Service Review feedback, and WhatsApp channel effectiveness
metrics into the CSI register;

e Technology Refresh: Proactive identification of COTS updates, security enhancements, and
platform optimisations that benefit the Customer;

e Knowledge Management: Continuous enrichment of the embedded knowledge base with
solutions from resolved tickets, enabling higher self-service resolution rates and reducing
repeat incident volumes.

The CSI register is maintained by the Service Delivery Manager and reviewed during each Quarterly
Service Review (ref. Section 3.10.2). All CSI initiatives are tracked from identification through
implementation with measurable outcomes. Where the Provider adopts Al-assisted tools in support
operations, their use shall comply with applicable governance frameworks including the EU Al Act and
the NIST Al Risk Management Framework (Al RMF 1.0).

Reference URLs:

ITIL 4 Foundation — PeopleCert / Axelos

ProjectVIEW ERP Ticketing System — DANAQOS Projects

WhatsApp Business Platform — Meta

Azure Service Health — Microsoft

NIST SP 800-88 Media Sanitization Guidelines

NIST Al Risk Management Framework (Al RMF 1.0)

EU Al Act — European Commission

4.11 Process Register

The following table summarises the service support and operational processes established in this
Chapter, including responsible roles, expected outcomes, and cross-references to related processes
in other Chapters.

Role Legend: P = Provider | C = Customer | PSD = Provider Service Desk | SDM = Service Delivery Manager | CAB = Change
Advisory Board | SC = Steering Committee

4.11.1 Process Registry

. Expected
Process Trigger Handler Approver e —
P-4.01 Ticket Issue or PSD — Ticket created §
Logging request in Embedded 43.1,
raised via Ticketing §3.5
any System
channel (system of
record)
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P-4.02 Ticket
Lifecycle

Mgmt

P-4.03 WhatsApp

Formalisation

P-4.04 Technical

Escalation

P-4.05 Preventive

Maintenance

P-4.06 Change

Management

P-4.07 Sprint
Release

Deployment

P-4.08 Major
Version

Upgrade

P-4.09 IMAC/RD
Service

Delivery

P-4.10 CSl Cycle

4.11.2 RACI Matrix

Ticket
created

Issue raised
via
WhatsApp
channel

Resolution
time
exceeded
or
complexity
warrants

Monthly
schedule

Change
Request
submitted

Sprint
completion
(~3 BD
cycle)

Annual
product
release

Customer
service
request

Quarterly
Service
Review

PSD /

Engineering

PSD

L1->12->

L3->14

Provider
(Infra)

Provider /

CAB

Provider
(Dev)

Provider
(Product)

Provider
(assigned
team)

SDM

Customer (closure)

SDM (L3+)

SDM
CAB
(Normal/Emergency)
Customer (UAT sign-

off)

Steering Committee

Customer IT Liaison

Steering Committee

Resolved and §4.3.2
closed ticket

with

documented

resolution

Formal ticket §4.2.3
created within

4 hours

Issue §4.4
escalated to
appropriate

expertise level

Health report §4.5,
delivered §3.2.3
within 3 BD

Change §4.6
deployed via

UAT gate

Release §
v11.xx 4.7.1,
deployed to §3.3.1
Production

Customer §
upgraded to 4.7.2,
new major Ch. 10
version

Service §4.38,
delivered; §6
billed per

manday

pricing

CSl register §4.10,
updated; §
improvement  3.10.3
actions

tracked

P-4.01 Ticket Logging
P-4.02 Ticket Lifecycle
P-4.03 WhatsApp Formalise
P-4.04 Escalation

P-4.05 Prev. Maintenance

R
R
R
R

© 2026 DANAOS Projects Software Solutions LLC - Page 59



DANAOS Master SaaS Framework

ProjectVIEW ERP - Confidential

P-4.06 Change Mgmt
P-4.07 Sprint Release
P-4.08 Major Upgrade
P-4.09 IMAC/RD
P-4.10 CSI Cycle

O X X X =X

o >» o > O

D O 0O

R = Responsible (executes) | A = Accountable (sign-off) | C = Consulted | I = Informed | — = Not

Involved

4.11.3 Process Flow — Support & Operations Lifecycle

@ Raise

@ Triage

@ Resolve

@ Change
Gate

(5 sprint /
Build

(&) UAT

@ Deploy

Close &

Learn

Issue raised via Embedded
Ticketing, WhatsApp, phone, or
email

PSD classifies (Incident / Service
Request / Problem / Change) and
assigns priority

Engineering resolves per MTTR;
escalation if needed (L1->L4)

If change required: RFC - CAB
review - approval

Development in 3-day Agile
sprint; CI/CD to Staging

Customer validates in Staging;
written sign-off required

Production deployment via
Platform Release Centre

Ticket closed; knowledge base
updated; CSl input

Role

Customer / PSD

PSD

Provider
Engineering
Provider / CAB
Provider (Dev)
Customer

Provider (Ops)

PSD / SDM

Output

Ticket in system of record

Classified ticket > § 3.5

Resolution / workaround

Approved change > § 4.6

Release in Staging - § 4.7.1

UAT sign-off > § 3.3.1

Live in Production - § 4.7.3

Closed ticket; CSl register - §
4.10
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5 Software Quality & Testing

5.1 Overview & Purpose

This chapter establishes the Software Quality & Testing (SQT) framework governing how the Provider
assures the functional correctness, performance integrity, and data reliability of ProjectVIEW ERP prior
to every deployment into the Customer's Production environment.

No Release, Update, or Upgrade (as defined in Chapter 1, §1.4) shall be promoted to Production
without successfully completing the testing lifecycle described herein.

The Provider operates a differentiated, Al-augmented testing methodology that leverages custom Al
Testing Agents built on the Provider’s proprietary testing framework to interface directly with each
Customer's ProjectVIEW ERP instance. This approach enables automated simulation of end-to-end
data flows, realistic user-interaction scenarios, and comprehensive data-integrity validation —
capabilities that far exceed conventional manual or script-based QA.

In addition to defect prevention, the SQT framework incorporates a proactive Process Optimisation
Advisory service whereby Al-agent outputs are analysed to identify workflow inefficiencies,
configuration anomalies, and data-model improvement opportunities within each Customer's
deployment. These insights are delivered as actionable recommendations during Quarterly Service
Reviews (§3.9).

5.2 Scope

The SQT framework applies to all software artefacts deployed to Customer environments under this
Framework, including but not limited to:

(a) Releases/Updates (vl1.xx) — incremental client-specific changes delivered via 3-day Agile
sprints (§4.7).
(b) Upgrades (v11l - v12) — major-version product-wide changes delivered approximately

annually (§4.8).

(c) Configuration changes — module activation, workflow customisation, report templates, role
and permission adjustments.

(d) Data migration artefacts — import transformations, ETL scripts, schema migration patches.

(e) Integration interfaces — APl endpoints, webhook handlers, third-party connector adaptors.

(f) Infrastructure changes — database engine updates, middleware version upgrades, TLS
certificate rotations.

The SQT framework covers both the Provider's internal testing (§5.4-8§5.7) performed prior to
Customer UAT, and the Customer's Universal User Acceptance Testing (§5.8) that serves as the formal
production-readiness gate.

5.3 Al-Augmented Testing Framework

5.3.1  Architecture Overview

The Provider employs a purpose-built Al testing platform comprising three core layers:
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T S N S

Custom Al agents that interpret test specifications,

Al Testing Framework Al .
generate test scenarios, execute test sequences,

Orchestration

Agents
and evaluate results autonomously.
Open-standard protocol enabling Al Testing Agents
. . . to interface with ProjectVIEW ERP APIs, database

Integration secure APl integration layer . . .

endpoints, and Ul automation hooks in a structured,

auditable manner.

Dedicated Dev/Sandbox environments (§2.3.1)
Execution Per-Client Test provisioned per Customer, populated with

Environments anonymised production-equivalent data to ensure

test fidelity.

5.3.2 Al Testing Agents

Each Customer's ProjectVIEW ERP instance is paired with one or more custom Al Testing Agents,
configured with domain-specific knowledge of the Customer's:

e Module Configuration: Activated modules (e.g., Project-Management, Contract-
Management, Quality-Management) and their interdependencies.

e Business Rules: Approval workflows, escalation matrices, notification rules, and calculation
formulae specific to the Customer's operational requirements.

e Data Schema: Custom fields, lookup tables, coded value domains, and relational integrity
constraints configured in the Customer's instance.

¢ Role Taxonomy: User roles, permission sets, and segregation-of-duties rules applicable to the
Customer's organisation.

e Integration Map: Connected third-party systems (accounting, HR, document management,
Bl) and their data-exchange contracts.

Al agents are version-controlled alongside the application codebase using the Provider's Git branching
strategy (Master - Client - Working branches, §4.7.2) ensuring that test configurations evolve in
lockstep with the software they validate.

5.3.3  Secure API Integration

The secure API integration layer provides the structured communication layer between Al Testing
Agents and ProjectVIEW ERP, enabling:

(a) API Invocation: Agents invoke ProjectVIEW REST/GraphQL APIs to create, read, update, and
delete records, simulating real user transactions without Ul dependency.

(b) Database Inspection: Read-only access to the Customer's Dev/Sandbox database to validate
data-integrity constraints, referential consistency, and computed fields post-transaction.

(c) Ul Automation Hooks: Where business logic is tightly coupled to the front-end (e.g.,
conditional field visibility, dynamic form validation), the integration layer routes agent
instructions through a headless browser interface that faithfully renders the ProjectVIEW UL.
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(d) Event Capture: All agent-ERP interactions are logged to an immutable audit trail, including
request payloads, response codes, timing metrics, and assertion results.

APl connections are authenticated using short-lived, scoped APl tokens that grant only the permissions
required for the current test suite. Tokens are rotated automatically per test session and cannot be

used against Production environments.

5.4 Testing Methodology

5.4.1

Test Levels

The Provider's testing lifecycle encompasses five progressive levels, each with defined entry criteria,
exit criteria, and accountability:

Unit Individual Automated — 100% of new/modified units pass;
Testing functions, developer-authored code coverage > 80%
methods, stored tests run in CI/CD
procedures pipeline
L2 Integration  Inter-module data Al Agent — Al Testing All integration scenarios pass; no
Testing flows, API Agents exercise cross- data leakage between modules
contracts, event module transactions
propagation via the secure API
integration layer
L3 System End-to-end Al Agent — agents All critical-path scenarios pass;
Testing business processes simulate complete user  performance within SLO thresholds
within the full journeys (e.g., project
application stack creation -
procurement -
invoicing - reporting)
L4 Regression Previously Al Agent — agents re- Zero regression failures; no
Testing validated execute the full degradation in response times >
functionality after regression suite against  10%
code changes the Customer's
configuration
L5 User Business-process Customer-executed — Written UAT sign-off by Customer
Acceptance validation by supported by Provider authorised representative (§5.8)
Testing Customer via test-case templates,
(UAT) stakeholders data preparation, and
defect triage
5.4.2 Test Environments

All Provider-side testing (L1-L4) is executed exclusively in the Customer's dedicated Dev/Sandbox
environment (§2.3.1). This environment is:

e Architecturally identical to Production — same database engine version, middleware stack,
and application build.

e Populated with anonymised production-equivalent data — sufficient volume and variety to
exercise realistic edge cases without exposing personal data.
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e |[solated —
authentication realm.

no network connectivity to Production; separate DNS namespace and

e Resettable — snapshot/restore capability enables repeatable test runs from a known-good

baseline.

Post Go-Live, the Dev/Sandbox environment transitions to a Staging role (§2.3.2), retaining all of the
above properties while additionally serving as the UAT environment for the Customer.

5.5 End-to-End Data-Flow Simulation

5.5.1  Simulation Objectives

Al agents simulate realistic, end-to-end data flows that traverse the full lifecycle of a business
transaction within ProjectVIEW ERP. The objectives are:

(e) Validate that data created in one module is correctly propagated, transformed, and available

in all downstream modules.

(f) Confirm that business rules (approval chains, notifications, calculations) fire correctly at each

stage.

(g) Verify that concurrent user actions do not cause race conditions, deadlocks, or data

corruption.

(h) Measure transaction latency and throughput against defined SLO thresholds (§3.3).

5.5.2 Simulation Scenarios

The Provider maintains a library of parameterised simulation scenarios, each mapped to a core
ProjectVIEW business process. The following table illustrates representative scenarios — the full
library is tailored per Customer based on their activated modules and configuration:

Scenario ID

SIM-001 Project Initiation -
Budget Approval >

Procurement

SIM-002 Timesheet Entry -
Cost Allocation -

Invoice Generation

SIM-003 Change Order -
Variation - Budget
Revision - Client

Billing

SIM-004 Quiality Inspection -
Non-Conformance -
Corrective Action -

Close-Out

Project-Management,
Budget-Management,
Procurement-
Management

Resource-
Management, Cost-
Management,
Invoicing

Contract-
Management, Change-
Management, Budget-
Management,
Invoicing

Quality-Management,
Document-
Management

Business Process Modules Traversed Key Assertions

Budget ceiling enforced; PO auto-linked
to budget line; approval workflow fires
for amounts > threshold

Hours correctly costed at contractual
rates; invoice line items reconcile to
approved timesheets

Variation value propagates to budget;
client billing reflects approved variation
amount

NCR auto-generated; corrective action
tracked to closure; document trail
complete
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SIM-005 Subcontractor Subcontractor- Expired insurance blocks assignment;
Onboarding > Management, notification sent to subcontractor and
Insurance Compliance, Resource- PM
Verification - Work Management
Assignment
5.5.3 Data Seeding & Scenario Execution

Prior to each simulation run, Al agents autonomously:

(a)

(b)

(c)

(d)

(e)

Seed prerequisite data: Create master records (projects, vendors, users, cost codes) required
as inputs to the scenario under test.

Execute the transaction chain: Invoke ProjectVIEW APIs via the secure API integration layer
to perform each step of the business process in the correct sequence, with realistic data values
and timing intervals.

Assert at each checkpoint: After each step, the agent queries the database and/or API to
confirm that the expected state change has occurred (record created/updated, workflow
advanced, notification dispatched).

Capture evidence: Every API call, database query, assertion result, and timing measurement
is logged to an immutable test-evidence repository linked to the deployment ticket.

Clean up: On completion, the agent restores the environment to baseline using the
snapshot/restore capability, ensuring no test artefacts contaminate subsequent runs.

5.6 User-Interaction Simulation

5.6.1

Purpose

While API-level testing (§5.5) validates backend logic, User-Interaction Simulation validates that the
ProjectVIEW user interface behaves correctly when operated by human users. Al agents replicate
realistic user interactions including:

5.6.2

e Form completion with valid, invalid, and boundary-value data.

e Navigation through multi-step workflows (wizards, approval chains, document-upload
sequences).

e Role-based access enforcement — agents impersonate users across different
role/permission sets to confirm that Ul elements are correctly shown/hidden,
enabled/disabled.

e Responsive behaviour — testing across desktop and tablet viewport sizes to confirm
layout integrity.

e Accessibility compliance — verifying that keyboard navigation, ARIA attributes, and
contrast ratios meet WCAG 2.1 AA requirements.

Interaction Scenarios

User-interaction simulations are structured around persona-based test scripts:

Role Key Interactions Tested

Project Manager PM Project creation, team assignment, budget entry, milestone

tracking, report generation, change-order initiation
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Site Engineer Field User

Procurement Officer Buyer

Finance Controller Finance

Contract Contracts
Administrator

Executive / Client Read-Only /
Approver

5.6.3 Defect Classification

Daily log entry, quality inspection, photo upload, safety checklist,
timesheet submission

Purchase requisition, vendor comparison, PO approval, goods
receipt, invoice matching

Cost review, budget variance analysis, invoice approval, payment
certification, period-end close

Contract registration, variation processing, claim management,
subcontractor compliance checks

Dashboard views, KPI drill-down, document review, approval
actions on mobile

Defects identified during user-interaction simulation are classified using the same severity taxonomy

as operational incidents (§4.3):

P1 — Critical Application crash, data
loss, security bypass

P2 — High Core workflow broken,
no workaround

P3 — Functionality degraded

Medium but workaround
available

P4 — Low Cosmetic or minor

usability issue

5.7 Data Integrity Validation

5.7.1  Scope

Form submission deletes Immediate fix; blocks
unrelated records; admin panel deployment
accessible without

authentication

Approval button unresponsive;  Fix before UAT release
mandatory field validation

missing
Sort order incorrect on list Fix in current sprint if
view; date picker defaults to capacity permits

wrong timezone

Misaligned label; truncated Queued to backlog
tooltip text

Data integrity is validated at three levels after every test run and prior to any deployment promotion:

Referential All foreign-key relationships are intact; Al agent executes referential-integrity SQL
no orphaned records exist queries against the full schema

Computational  Calculated fields, aggregations, and Agent compares computed values against
rollup values are mathematically independently calculated expected results
correct

Temporal Audit trails are complete; every record Agent verifies audit-log completeness and

has valid created/modified timestamps  chronological consistency

and user attribution
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5.7.2 Integrity Assertions
The Al agent executes the following integrity assertions at the conclusion of each simulation scenario:
(a) Zero Orphans: SELECT queries across all junction and child tables confirm no records
reference non-existent parent records.

(b) Balance Verification: For financial modules — total debits equal total credits within each
cost centre; budget committed + actual + remaining equals budget total.

(c) Sequence Integrity: Auto-numbered sequences (document numbers, transaction IDs)
contain no gaps and no duplicates.

(d) Concurrency Safety: Parallel agent threads executing conflicting updates produce
deterministic, correct outcomes with appropriate optimistic-locking responses.

(e) Encryption at Rest: Sensitive fields (Pll, financial data) are stored encrypted in the
database; plaintext is only available through the application's decryption layer.
5.7.3  Data-Integrity Report

Each test cycle produces an automated Data-Integrity Report containing:

e Total assertions executed and pass/fail count.
e Detailed failure records with table, column, record ID, expected value, and actual value.

e Trend analysis comparing integrity scores across the last ten test cycles to identify
degradation patterns.

e Remediation actions taken (auto-corrected vs. escalated to development).

Data-Integrity Reports are attached to the deployment ticket and included in the UAT evidence pack
provided to the Customer.

5.8 Universal User Acceptance Testing (UAT)

5.8.1 UAT Prerequisites
The Provider shall not invite the Customer to commence UAT until the following prerequisites are
satisfied:

(a) All L1-L4 test levels have been completed with zero P1/P2 defects outstanding.

(b) The Data-Integrity Report (§5.7.3) shows a 100% assertion pass rate.

(c) The Customer's Staging environment has been refreshed with the candidate build.

(d) Test-case templates, test data, and user credentials have been prepared and communicated

to the Customer's designated UAT lead.

5.8.2  UAT Execution
UAT is executed by the Customer's designated representatives using the Staging environment. The
Provider shall:

e Provide structured test-case templates aligned to the Customer's business processes.

e Prepare realistic test data that mirrors production scenarios without exposing personal
data.

e Make the Service Desk available for defect logging, triage, and resolution during the UAT
window.
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e Assign a dedicated Provider QA resource as the UAT liaison, available for real-time support
via the shared WhatsApp Business group (§4.4) and Embedded Ticketing System (§4.1).

5.8.3  UAT Sign-Off

No deployment to Production shall proceed without a written UAT sign-off from the Customer's
authorised representative. The sign-off document shall confirm that the Customer has validated the
release against their acceptance criteria and authorises promotion to Production.

If the Customer does not provide sign-off or rejection within ten (10) Business Days of the UAT start
date, the Provider shall issue a written reminder. If no response is received within a further five (5)
Business Days, the release shall be deemed accepted by the Customer.

5.8.4  UAT Defect Handling

Defects identified during UAT are managed through the Embedded Ticketing System (§4.1) and
classified per the severity taxonomy in §5.6.3. The following rules apply:

e P1/P2 defects: Block UAT sign-off. The Provider shall remediate and re-present the
affected functionality within the current sprint cycle.

e P3 defects: Do not block sign-off. The Provider shall remediate in the subsequent sprint
and confirm resolution to the Customer.

e P4 defects: Logged to the backlog. Remediation is scheduled based on capacity and
Customer priority input.

5.9 Process Optimisation Advisory

5.9.1 Overview

A unique capability enabled by the Provider's Al-augmented testing framework is the ability to
generate actionable process-optimisation insights derived from the analysis of test execution data.
This service transforms testing from a purely defensive quality gate into a proactive value-creation
activity for the Customer.

5.9.2 Insight Generation

During test execution, Al agents continuously capture and analyse:

(a) Transaction Latency Patterns: Identifying workflow steps that consistently consume
disproportionate processing time, indicating potential bottlenecks in business rules or data-
access patterns.

(b) Exception Frequencies: Cataloguing validation failures, business-rule rejections, and approval
denials to surface process friction points that may indicate misconfigured rules or unclear user
guidance.

(c) Data-Quality Anomalies: Detecting patterns of incomplete records, default-value overuse, or
systematic data-entry errors that suggest form redesign or mandatory-field adjustments.

(d) Permission Conflicts: Identifying role/permission combinations that create unnecessary
approval bottlenecks or, conversely, segregation-of-duties gaps.

(e) Underutilised Features: Flagging activated modules or features that are configured but not
exercised in realistic test scenarios, indicating potential training gaps or unnecessary licensing
costs.

5.9.3  5.9.3 Recommendation Delivery
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Process-optimisation recommendations are:

e Compiled: Into a structured Process Optimisation Report following each major test cycle
(Sprint Release or Upgrade).

e Classified: By impact (High/Medium/Low), effort (configuration change, minor
development, major development), and risk (no risk, low risk, requires UAT).

e Presented: To the Customer during the Quarterly Service Review (§3.9) by the Service
Delivery Manager.

e Tracked: As action items in the Continuous Service Improvement (CSI) register (§4.10)
with agreed timelines and ownership.
5.9.4 Scope Limitations

The Process Optimisation Advisory is provided on an informational basis. Implementation of any
recommendation constitutes a configuration change or development request governed by the
applicable change-management and sprint-planning processes (§4.6, §4.7). The Provider shall not
implement optimisation changes without Customer approval and, where applicable, a formal Scope
Change Request (§2.7).

5.10 Test Governance & Reporting

5.10.1 Test Evidence Repository

The Provider shall maintain a centralised, immutable test-evidence repository for each Customer,
containing:

e Test plans and test-case specifications for each deployment.

e Al-agent execution logs (full API interaction traces, timestamps, assertion results).

e Data-integrity reports (§5.7.3).

e Process-optimisation reports (§5.9.3).

e UAT evidence packs (test-case results, defect logs, sign-off documents).

e Regression-suite evolution history (added/modified/deprecated test cases).

Test evidence is retained for the duration of the Framework plus twelve (12) months, or as required
by applicable data-protection regulation (GDPR Art. 5(1)(e); UAE PDPL Art. 5), whichever is longer.

5.10.2 Quality Metrics

The Provider shall track and report the following quality metrics, included in the Quarterly Service
Review (§3.9):

Metric ‘ Definition Target

Defect Escape Rate Number of defects found in Production that should <2%
have been caught in testing, as a percentage of total
deployment defects
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Test Coverage
Regression Pass Rate
Mean Time to Defect
Resolution

Data Integrity Score

UAT First-Pass Rate

Optimisation Insights
per Cycle

Percentage of configured business processes
covered by automated Al-agent test scenarios

Percentage of regression test cases that pass
without modification on each new build

Average elapsed time from defect identification
(L1-L4) to verified fix

Percentage of integrity assertions (§5.7.2) that pass
in each test cycle

Percentage of releases that achieve Customer UAT
sign-off without re-submission

Number of actionable process-optimisation
recommendations generated per major test cycle

>90%

> 98%

<4 hours (P1/P2); <2
Business Days (P3)
100%

> 85%

>3

5.10.3 Continuous Improvement

The SQT framework is subject to continuous improvement in line with the Deming Cycle (Plan-Do-
Check-Act):

(a) Plan: Test strategy and Al-agent configurations are reviewed and updated at the start of each
quarter based on quality-metric trends and Customer feedback.

(b) Do: Updated test suites and agent configurations are deployed to the Customer's Staging
environment.

(c) Check: Quality metrics (§5.10.2) are evaluated against targets; root-cause analysis is
performed on any target misses.

(d) Act: Corrective and preventive actions are logged in the CSI register (§4.10) and executed in
subsequent sprint cycles.

5.11 Security & Compliance

5.11.1 Test-Data Protection

All test data used in the SQT process is subject to the data-protection obligations of this Framework
(Chapter [Data Protection — future chapter reference]). Specifically:

e Production data shall be anonymised or pseudonymised before use in non-production
environments, in accordance with GDPR Art. 89(1) and UAE PDPL Art. 5.

e Alagents do not store Customer data beyond the test session. All data processed by Al Testing
Agents is ephemeral and purged upon session termination.

e APl tokens are scoped to the minimum permissions required, time-limited, and automatically
revoked at session end.

e Test-evidence logs are encrypted at rest (AES-256) and in transit (TLS 1.3).

5.11.2 Agent Governance

The Provider's use of Al agents in the SQT framework is governed by:

e EU Al Act Compliance: Al agents used for software testing are classified as minimal-risk under
the EU Al Act (Regulation (EU) 2024/1689), as they operate on non-production data within a
controlled environment and do not make autonomous decisions affecting natural persons.
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NIST Al RMF: The Provider's Al testing methodology aligns with the NIST Al Risk Management
Framework (Al RMF 1.0) principles of validity, reliability, and accountability.

Human Oversight: Al agents operate under human supervision. All test results, optimisation
recommendations, and deployment decisions require human review and approval before

action is taken.

Transparency: The Provider shall, upon Customer request, provide documentation of Al-agent
configurations, decision logic, and interaction logs for any test cycle.

EU Al Act — Regulation (EU) 2024/1689

NIST Al Risk Management Framework 1.0

5.12 Process Register

5.12.1

Process Registry

C -

P-5.01

P-5.02

P-5.03

P-5.04

P-5.05

P-5.06

P-5.07

Al Agent
Configuration

End-to-End
Data-Flow
Simulation

User-
Interaction
Simulation

Data
Integrity
Validation

Regression
Suite
Execution

UAT
Preparation
& Handover

UAT Defect
Resolution

Customer
onboarding
or module
activation

New build
ready for
L2/L3 testing

New build
ready for L3
testing

Completion
of L2/L3 test
run

Code change
merged to
Client
branch

L1-L4
testing
complete
with zero
P1/P2

Customer
logs defect
during UAT
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Provider
QA Lead

Al Testing
Agent

Al Testing
Agent

Al Testing
Agent

Al Testing
Agent

Provider
QA Lead

Provider
Dev Team

Provider QA
Lead

Provider QA
Lead

Provider QA
Lead

Provider QA
Lead

SDM

Provider QA
Lead
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Customer-specific
Al agent
configured, tested,
and version-
controlled

All simulation
scenarios pass;
evidence logged to
test repository

All persona-based
interaction scripts
pass; defects
classified

100% integrity
assertions pass;
Data-Integrity
Report generated

Full regression
suite passes; ho
regressions
detected

Staging
environment
refreshed; test
cases and data
prepared;
Customer notified

Defect resolved
per severity SLA;
fix verified and re-
presented

§2.4,
§5.3.2

§5.5,
§4.7

§5.6,
§4.3

§5.7

§5.4.1
L4,
§4.7.2

§5.8.1,
§2.3.2

§5.8.4,
§4.3
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P-5.08 UAT Sign-Off ~ Customer Customer  Customer Written sign-off §5.8.3,
completes UAT Lead Authorised received; §4.7.3
UAT Representative  deployment to
Production
authorised
P-5.09 Process Completion Al Testing  SDM Process §5.9,
Optimisation  of major test Agent Optimisation §3.9
Analysis cycle Report generated

with classified
recommendations

P-5.10 Test Quarterly Provider SC Quality metrics §5.10,
Governance cadence QA Lead reviewed; test §4.10
Review strategy updated;

CSl actions logged

5.12.2 RACI Matrix

R = Responsible | A = Accountable | C = Consulted | | = Informed
Provider

Process QA Al Agent Dev Team | Customer | SDM
P-5.01 Al Agent Configuration R — C | A
P-5.02 Data-Flow Simulation A R C | |
P-5.03 User-Interaction A R C | |
Simulation
P-5.04 Data Integrity Validation A R I | |
P-5.05 Regression Suite A R C | |
Execution
P-5.06 UAT Preparation & R C C | A
Handover
P-5.07 UAT Defect Resolution A C R | |
P-5.08 UAT Sign-Off | = | R/A |
P-5.09 Process Optimisation C R C |
P-5.10 Test Governance R | C C A

Review

5.12.3 5.12.3 Process Flow — Software Quality & Testing Lifecycle
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I T S

Conflgure

@

Simulate

®

Validate

@

Regress

®

Optimise

®

Prepare

@

Accept

Authorise

Provision per-Client Al agent with
module config, business rules, data
schema, role taxonomy, and
integration map

Execute end-to-end data-flow and user-
interaction simulations via the secure
APl integration layer against
Dev/Sandbox

Run data-integrity assertions
(referential, computational, temporal)
across full schema

Execute full regression suite against
Customer's configuration to confirm
zero regressions

Analyse test data to generate process-
optimisation insights and
recommendations

Refresh Staging, prepare test cases,
seed UAT data, notify Customer

Customer executes UAT against
acceptance criteria; logs defects if any

Customer provides written UAT sign-
off; Provider promotes build to
Production
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Provider QA Lead

Al Testing Agent

Al Testing Agent

Al Testing Agent

Al Testing Agent

Provider QA Lead +
SDM

Customer UAT Lead

Customer Auth. Rep.

+ Provider
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Versioned Al Agent config
in Git

Test execution logs +
assertion results

Data-Integrity Report

Regression Pass/Fail report

Process Optimisation
Report

UAT evidence pack +
Customer notification

UAT test results + defect
tickets

Signed UAT document +
Production deployment
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6 Training & Knowledge Transfer

6.1 6.1 Overview & Purpose

This chapter defines the Training & Knowledge Transfer (TKT) framework governing how the Provider
equips the Customer’s personnel with the skills, knowledge, and operational competence required to
maximise the value derived from ProjectVIEW ERP throughout the Subscription Term.

Effective training is a critical success factor for enterprise SaaS adoption. Industry data consistently
demonstrates that inadequate end-user training is the primary cause of ERP under-utilisation, shadow
processes, and avoidable support-ticket volume. The Provider’s TKT framework is therefore designed
not as a one-time implementation activity, but as a continuous enablement programme that evolves
with the Customer’s organisational maturity and the Platform’s feature roadmap.

The framework encompasses both online and hands-on training delivery, self-paced digital learning,
contextual in-application guidance, train-the-trainer certification, and a per-Client knowledge wiki —
all calibrated to the Customer’s activated modules, role taxonomy, and operational workflows.

Each Customer is provisioned with a dedicated, Al-enhanced documentation wiki at
https://docs.projectview.wiki/[client] containing personalised training materials, recorded session
transcripts, role-specific manuals, video libraries, and curriculum plans. All implementation training
sessions are recorded and processed through Al transcription to generate personalised, searchable
training content unique to each Customer’s configuration, terminology, and operational context.

6.2 Scope
The TKT framework covers:

(a) Implementation Training: Structured training delivered during the implementation phase
(§2.4) prior to Go-Live, covering all activated modules and customer-specific configurations.

(b) Post Go-Live Enablement: Ongoing training delivered after Go-Live to address new features
introduced via Releases/Updates (§4.7), Upgrades (§4.8), and organisational changes (new
hires, role changes, departmental expansion).

(c) Train-the-Trainer Programme: Certification of Customer-designated Super Users who assume
responsibility for first-line internal training and support within their organisation.

(d) Knowledge Base & Documentation: Maintenance and delivery of comprehensive platform
documentation, process guides, video tutorials, and release notes accessible through the the
Platform’s integrated release management module and the Customer’s dedicated wiki at
https://docs.projectview.wiki/[client].

(e) Per-Client Training Wiki: A dedicated, Al-enhanced documentation portal provisioned for
each Customer, hosting personalised training materials, recorded session libraries, role-
specific manuals, training plans and curricula, and Al-generated transcripts.

(f) Al-Assisted Learning: Integration of Al-driven contextual help, guided workflows, and
intelligent search within the ProjectVIEW ERP interface to provide just-in-time assistance
during daily operations.

(g) Session Recording & Al Transcription: All onboarding and training sessions are recorded and
processed through Al transcription to produce personalised, searchable training material per
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Client and per role, creating a unique knowledge asset that compounds over the lifecycle of
the engagement.

(h) DANAOS ProjectVIEW ERP Champions Programme: A specialised training and examination
programme for Customer-designated Champions who serve as Level 1 support contacts for
intranet and extranet users and as the primary communication channel with the Provider from
Go-Live onwards (§6.6).

(i) GAP Analysis & Feedback: A structured mechanism for attendees to register qualms,
configuration requirements, and change requests during training, consolidated into a GAP
Analysis Document for Customer approval (§6.4.6).

6.3 Training Delivery Model

6.3.1  Delivery Channels

The Provider delivers training through a blended model combining online (virtual instructor-led and
self-paced) and hands-on (on-site instructor-led) delivery, comprising five complementary channels:

Channel Format Audience When Duration
Hands-On ILT  In-person Customer Implementation phase; complex 4-8 hours
(On-Site) instructor-led project team, modules; Go-Live readiness per module

sessions at the end users,

Customer’s management

premises with

live system

access
Online ILT Live virtual Distributed Implementation phase + post Go- 2-4 hours
(Virtual) sessionsvia MS  teams, remote  Live on request per module

Teams / Zoom users, post Go-

with shared- Live refreshers

screen system

access
Self-Paced Pre-recorded All Authorised  Available continuously via 15-45
Digital video modules, Users https://docs.projectview.wiki/[client]  minutes per
Learning interactive module

walkthroughs,

quizzes —

hosted on Client

wiki
In- Contextual All Authorised  Always-on within the ProjectVIEW Ul N/A — on-
Application tooltips, guided  Users during demand
Guidance tours, daily

embedded help  operations
panels within
ProjectVIEW Ul

Train-the- Intensive Customer Implementation phase; refreshed 2-3 days per
Trainer (T3) certification Super Users annually certification
programme — (max 3 per track
virtual or on- module)
site
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6.3.2 Training Environment

All hands-on training is conducted exclusively in the Customer’s dedicated Dev/Sandbox environment
(§2.3.1), which:

e Contains anonymised production-equivalent data sufficient for realistic training scenarios.

e [sarchitecturally identical to Production, ensuring that trained workflows translate directly to
live operations.

e Canberesettoaknown-good baseline between training sessions to ensure consistent starting
conditions.

e s isolated from Production — trainees cannot inadvertently affect live data or active user
sessions.

Post Go-Live, the Staging environment (§2.3.2) serves the same training function, with the additional
benefit of reflecting the latest production configuration.

6.4 Implementation Training Programme

6.4.1 Training Needs Assessment

Prior to the commencement of implementation training, the Provider shall conduct a Training Needs
Assessment (TNA) in collaboration with the Customer’s Project Manager. The TNA identifies:

(a) The Customer’s activated modules and their interdependencies.
(b) The organisational role taxonomy and the mapping of roles to ProjectVIEW permission sets.

(c) The number of users per role requiring training, and their current proficiency levels with ERP
systems.

(d) Customer-specific business processes, approval workflows, and reporting requirements that
training must address.

(e) Language requirements — all standard training materials are provided in English; translation
requirements are identified during the TNA.

(f) Preferred training schedule, considering the Customer’s operational calendar, time zones, and
availability constraints.

6.4.2  Training Plan

Based on the TNA, the Provider shall deliver a structured Training Plan for each role-based track. A
physical or digital copy of the Training Plan is handed to each attendee at the start of their first
onboarding session, providing full visibility into the curriculum, schedule, and expected outcomes.
The Training Plan contains:

Training Calendar Date/time schedule for all ILT sessions, aligned to the implementation
project plan milestones.

Module Curriculum Per-module syllabus covering learning objectives, hands-on exercises, and
assessment criteria.

Role-Based Tracks Training paths tailored to each role (PM, Finance, Procurement, Site,
Executive) ensuring users learn only what is relevant to their function.
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Prerequisite Map

Assessment Strategy

Resource Allocation

Materials Package

Dependencies between modules (e.g., Budget-Management training requires
completion of Project-Management training).

Competency evaluation approach — practical exercises, scenario-based
assessments, knowledge checks.

Named Provider trainers assigned to each track; Customer attendee lists
confirmed.

Training manuals, quick-reference cards, exercise workbooks, and video
recordings delivered prior to each session.

6.4.3  Module Training Curriculum

The following table outlines the standard training curriculum mapped to the DANAOS ProjectVIEW
ERP module suite, based on the Comprehensive Training Plans with Module Interdependencies & Data
Flow Mapping. Customer-specific sessions are added based on the TNA (§6.4.1).

Total programme duration: 136 hours across 29 sessions plus the cross-modular Site Operations

domain.

Code Module Target Roles mm

PV_00 ProjectVIEW ERP Core Digital Transformation Mgr (D20), 8 hrs

Project Mgr (D11), IT Mgr (D21),
Champion, C-Level (D22)

PV_01 Budget Estimation — Cost Estimator (D3), Commercial/BD 12 hrs 3

Bidding

PV_02 Cost Control

PV_03 Subcontractors

Mgr (D2), Bidding Mgr (D1), Planner
(D6), QS (D5), Champion

Cost Controller (D4), Construction Mgr 12 hrs 3
(D10), Cost Estimator (D3), Planner (D6),
PM (D11), QS (D5), Champion

Contract Mgr (D7), QS (D5), Cost 12 hrs 3

Management Controller (D4), Procurement Mgr (D8),
PM (D11), Champion
PV_04 Procurement & Purchasing = Procurement Mgr (D8), 12 hrs 3
Store/Warehouse Mgr (D9), Cost
Controller (D4), PM (D11), Champion
PV_05 Materials & Production Store/Warehouse Mgr (D9), 12 hrs 2
Management Procurement Mgr (D8), Production Mgr
(D17), Site Engineer (D12), Champion
PV_06 Machinery Management Plant/Fleet Mgr (D15), Site Engineer 12 hrs 2
(D12), PM (D11), Maintenance Mgr,
Champion
PV_07 HRMS — Payroll HR Manager (D16), Payroll Officer, PM 12 hrs 2

(D11), Cost Controller (D4), Champion

PV_08 Accounting — Finance Chief Accountant (D18), Finance Mgr 16 hrs 3

Management

(D19), Cost Controller (D4), PM (D11),
Champion
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PV_09 Suppliers Account Accounts Payable Officer, Chief 8 hrs 2
Payables Accountant (D18), Procurement Mgr
(D8), Champion
PV_10 Customers Account Contract Mgr (D7), QS (D5), Chief 12 hrs 2
Receivables Accountant (D18), Commercial Mgr (D2),
Champion
PV_A Site Operations & Labour Site Engineer (D12), Foreman (D13), 8 hrs 2
Productivity Safety Officer (D14), PM (D11),
Champion

Prerequisite Chain: PV_00 (Core) is mandatory for all personnel before any module training. Module
prerequisites follow the trilateral data-flow architecture: PV_01 - PV_02 = PV_03 (estimation = cost
control = subcontractors); PV_00 - PV_04 -> PV_05 (core - procurement - materials); PV_08 is
required before PV_09/PV_10 (accounting before AP/AR). The cross-modular domain PV_A requires
PV_02 + PV_06 + PV_07.

6.4.4  Session Breakdown per Module

Each module is delivered across focused sessions of 50—75 minutes, structured to accommodate the
Customer’s operational workload (§6.4.5). The detailed session breakdown, including per-topic time
estimates, knowledge area descriptions, integration touchpoints, and hands-on exercises, is
documented in the Provider’'s Comprehensive Training Plans document and personalised per
Customer. The following provides the session index:

Ceote | suion | smorte ot

PV_00 1 System Architecture & Company Setup 75 min
PV_00 2 Master Data & Integration Setup 75 min
PV_01 1 BoQ Import & Structure 60 min
PV_01 2 Cost Recipes & Budget Creation 70 min
PV_01 3 Bid Preparation & Submission 60 min
PV_02 1 Budget Setup & Cost Code Assignment 50 min
PV_02 2 Daily Transactions & Site Data Entry 50 min
PV_02 3 Cost Reports & Earned Value Analysis 60 min
PV_03 1 Contract Creation from Procurement 60 min
PV_03 2 Certifications, Deductions & Cost Codes 50 min
PV_03 3 Accounting Transfer, Variations & Reports 55 min
PV_04 1 MRF to Requisition 50 min
PV_04 2 Supplier Quotation & Evaluation 60 min
PV_04 3 Order Creation & Purchase Order 55 min
PV_05 1 Warehouse Setup & Goods Receipt 50 min
PV_05 2 Issuance, Invoicing, Production & Reports 70 min
PV_06 1 Fleet Setup, Allocation & Transactions 45 min
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PV_06 2 Maintenance, Insurance & Reports 55 min
PV_07 1 Employee Management & Timesheets 60 min
PV_07 2 Payroll Processing & Labour Productivity 60 min
PV_08 1 Chart of Accounts & General Ledger 55 min
PV_08 2 Suppliers AP & Customers AR 60 min
PV_08 3 Financial Statements & Reporting 60 min
PV_09 1 Invoice Processing & Payment Scheduling 50 min
PV_09 2 AP Reports, Aging & Reconciliation 50 min
PV_10 1 Customer Contract & Certifications 50 min
PV_10 2 Claims, Variations, AR & Revenue Recognition 60 min
PV_A 1 Daily Transactions & Progress Entry 60 min
PV_A 2 Productivity Analysis & Site Reporting 60 min

Each session includes hands-on practice exercises, Q&A, and a consolidation review. All sessions are
recorded (§6.9) and Al-transcribed to produce personalised reference material for each Customer’s
wiki (§6.8). The Comprehensive Training Plans document with full per-topic breakdowns, master
data checklists, attendee sign-off sheets, and GAP Analysis sections is handed to each attendee at
the start of training (§6.4.2).

6.4.5 Training Completion Criteria

Implementation training for each role-based track is deemed complete when:

(a) All scheduled ILT sessions for the track have been delivered.

(b) At least 80% of nominated attendees have participated in each session (attendance is
recorded).

(c) Practical assessment exercises have been completed with a minimum competency score of
70%.

(d) The Customer’s Project Manager has signed a Training Completion Certificate confirming
satisfaction with the training delivered.

Training completion is a prerequisite for UAT commencement (§5.8.1). The Provider shall not invite
the Customer to begin UAT until the applicable role-based training tracks have been completed to the
satisfaction of both Parties.

6.4.6  Attendance Tracking & Schedule Accommodation

The Provider maintains a formal attendance register for every training session, recording the
attendee name, role, knowledge area covered, session date, and duration. Attendance records are
published to the Customer’s dedicated wiki (§6.7.1) and included in the Training Completion
Certificate (§6.4.4).

Recognising that Customer personnel cannot be fully withdrawn from their operational
responsibilities during the onboarding phase, training sessions are deliberately structured and
scheduled to accommodate the Customer’s daily workload. Sessions are:
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e Modular: Broken into focused sessions of 45—75 minutes (§6.4.3.1) rather than full-day
marathons, enabling attendees to fulfil operational duties between sessions.

e Flexible: Scheduled around the Customer’s operational peaks, project deadlines, and time-
zone constraints — the Provider adjusts the training calendar in collaboration with the
Customer’s Training Coordinator.

e Scrambled: Sessions across different modules and role tracks are interleaved (not delivered
sequentially by module), allowing team members to attend the sessions relevant to their role
without blocking colleagues from attending other tracks simultaneously.

e Repeatable: Critical sessions are offered on multiple dates/times to accommodate shift
patterns, site-based personnel, and absentees. All sessions are recorded (§6.8) for
asynchronous review.

6.4.7 Training Feedback, Change Requests & GAP Analysis

Under each Training Plan, the Provider establishes a structured feedback mechanism that enables
attendees to register qualms, configuration requirements, and change requests encountered during
training sessions. This captures:

(a) Qualms: Concerns, uncertainties, or objections raised by users regarding workflows, Ul
design, or business-rule implementation that may indicate misalignment between the system
configuration and the Customer’s operational expectations.

(b) Configuration Requirements: Requests for field-label changes, additional dropdown values,
custom report layouts, modified approval hierarchies, or other configuration adjustments
identified during hands-on training exercises.

(c) Change Requests: Formal requests for workflow modifications, new functionality, or
integration enhancements that go beyond configuration and require development effort,
logged in accordance with the Change Management process (§4.5).

At the conclusion of the implementation training phase, the Provider consolidates all registered items
into a GAP Analysis Document — a structured report that categorises every qualm, configuration
requirement, and change request by module, severity, and recommended resolution.

The GAP Analysis Document is formally presented to the Customer for review and written approval
before the Provider proceeds with any remediation, configuration adjustment, or change-request
implementation.

The approved GAP Analysis Document forms a binding addendum to the Implementation Plan (§2.4)
and its resolution status is tracked through to closure.

6.5 Train-the-Trainer (T3) Programme

6.5.1 Objective

The T3 programme creates a cadre of Customer-designated Super Users who are certified to deliver
first-line training within their organisation, reducing dependency on the Provider for routine
enablement activities and accelerating the onboarding of new hires.

6.5.2  Eligibility & Selection

Super User candidates must:

e Have completed the full implementation training curriculum for their assigned module(s).
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e Demonstrate advanced proficiency through a practical assessment administered by the
Provider.

e Be nominated by the Customer’s Project Manager and committed to the T3 programme for a
minimum of twelve (12) months.

e Have sufficient organisational authority to conduct training sessions and enforce adoption
standards.

The Provider recommends a minimum of two (2) and a maximum of three (3) Super Users per
activated module to ensure coverage for absence, attrition, and workload distribution.

6.5.3  Certification Curriculum

The T3 certification programme covers:

(a) Advanced Module Mastery: Deep-dive into module configuration, edge cases, and advanced
workflows beyond standard end-user training.

(b) Training Delivery Skills: Principles of adult learning, session planning, facilitation techniques,
and competency assessment — enabling Super Users to deliver effective training sessions.

(c) First-Line Troubleshooting: Common user errors, misconfiguration diagnosis, escalation
procedures, and effective use of the Provider Service Desk (§4.2).

(d) Knowledge Base Navigation: Proficiency in using the Platform’s integrated knowledge base
to find answers, update internal documentation, and contribute to the Customer’s internal
wiki.

(e) Release Readiness: How to interpret release notes, assess training impact of new features,

and prepare internal communications for Release/Update and Upgrade deployments (§4.7,
§4.8).

6.5.4  Certification & Renewal
Super Users who complete the T3 curriculum and pass the certification assessment receive a DANAOS
Certified Super User credential, valid for twelve (12) months. Renewal requires:

e Completion of the annual Release Readiness update training.

e Demonstrated continued activity — delivery of at least two (2) internal training sessions
during the certification period.

e Passing a refresher assessment covering any new features or workflow changes
introduced since the last certification.

6.6 DANAOS ProjectVIEW ERP Champions Programme

6.6.1 Overview

Beyond the Super User / Train-the-Trainer cadre (§6.5), each Customer is required to designate
DANAOS ProjectVIEW ERP Champions — senior power users who serve as the Customer’s primary
operational interface with the Provider from Go-Live onwards. Champions undergo a specialised
training programme with formal examinations and assume an elevated role encompassing Level 1
support, user advocacy, and strategic communication with the Provider.

6.6.2 Minimum Requirement & Selection

Each Customer must designate a minimum of two (2) Champions: one (1) Main Champion and one
(1) Deputy Champion. The dual-Champion requirement ensures continuity of coverage during leave,
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travel, or attrition. The Provider recommends that larger organisations (>50 Authorised Users)
designate additional Champions to cover distinct functional domains (e.g., Finance Champion, Project
Champion).

Champion candidates must:

6.6.3

e Have completed the full implementation training curriculum for their assigned module(s)
with a minimum assessment score of 80% (above the standard 70% threshold).

e Hold the DANAOS Certified Super User credential (§6.5.4) or be concurrently enrolled in
the T3 programme.

e Demonstrate cross-module awareness — Champions must understand the inter-module
data flows and dependencies, not just their primary module.

e Be nominated by the Customer’s senior management and committed to the Champion
role for a minimum of twelve (12) months.

e Have direct access to the Customer’s executive sponsor for escalation purposes.

Champions Training & Examination

Champion candidates undergo a specialised training programme that extends beyond the standard
Super User certification and covers:

(a)

(b)

(c)

(d)

Cross-Module Integration Mastery: End-to-end data-flow understanding across all activated
modaules, including inter-module triggers, cascading approvals, and consolidated reporting —
mirroring the simulation scenarios defined in §5.5.2.

Intranet & Extranet Support: Configuration and operational knowledge for both the internal
company portal (intranet users) and the external stakeholder portal (extranet/portal users),
including access management, permission troubleshooting, and data-visibility controls.

Escalation & Communication Protocol: Formal procedures for triaging user issues,
determining Level 1 vs. Level 2 classification, raising Service Requests and Incidents via the
Provider Service Desk (§4.2), and communicating system updates to internal stakeholders.

Process Optimisation Awareness: Understanding of the Al-generated process-optimisation
reports (§5.9) and the ability to interpret and advocate for recommended workflow
improvements within the Customer’s organisation.

GAP Analysis Facilitation: Skills to collect, categorise, and prioritise user qualms, configuration
requirements, and change requests during training and operational use, contributing to the
ongoing GAP Analysis process (§6.4.6).

Champions training concludes with a formal examination comprising:

e Written Assessment: A multiple-choice and short-answer examination covering cross-
module knowledge, support protocols, and escalation procedures. Minimum pass mark:
80%.

e Practical Scenario Assessment: Live troubleshooting scenarios conducted in the
Dev/Sandbox environment, where the candidate must diagnose, resolve, or correctly
escalate simulated user issues within defined time constraints.

e Communication Exercise: Preparation and delivery of a mock stakeholder communication
(e.g., system-update briefing, incident notification) evaluated for clarity, accuracy, and
professionalism.
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Candidates who pass all three examination components receive the DANAOS ProjectVIEW ERP
Champion credential, valid for twelve (12) months and renewable via the same process as Super User
recertification (§6.5.4), with the addition of a refresher examination.

rfanans ProjectVIEW™

projects

CERTIFICATE
of excellence in ProjectVIEW ERP

We hereby certify that as of 1st February 2025

John Smith

is a Champion in DANAOS ProjectVIEW ERP Software in the all
modules, applications and addons

Eng. Christos D. Emmanouilidis
CCO Of DANAOS Projects Software Solutions LLC

6.6.4 Champion Responsibilities

Upon certification, Champions assume the following responsibilities:

(a) Level 1 Support — Intranet Users: Serve as the first point of contact for all internal company
users (intranet) encountering operational issues, answering how-to questions, resolving
configuration queries, and guiding users through standard workflows before any issue is
escalated to the Provider Service Desk.

(b) Level 1 Support — Extranet/Portal Users: Provide equivalent first-line support for external
stakeholder users accessing the Customer’s ProjectVIEW portal (extranet), including
subcontractors, joint-venture partners, and client representatives, addressing access issues,
data-visibility queries, and document-sharing workflows.

(c) Provider Communication Channel: Act as the Customer’s designated communication channel
with the Provider from Go-Live onwards. Champions raise Service Requests and Incidents
(84.2), participate in the WhatsApp Business support group (§4.3), attend Quarterly Service
Reviews (§3.9), and relay Provider communications (release notes, maintenance windows,
service advisories) to the Customer’s user base.

(d) Adoption & Compliance Monitoring: Monitor user adoption patterns, identify under-utilised
features, flag shadow processes or workaround behaviours, and advocate for system-native
workflows in alignment with the training curriculum.
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(e) Continuous Improvement Input: Provide structured feedback to the Provider during
Quarterly Service Reviews, contribute to the CSI register (§4.10), and facilitate user-feedback
collection for process-optimisation recommendations (§5.9).

(f) Knowledge Transfer: Maintain and curate the Customer’s internal wiki content, ensure new
hires are onboarded using the personalised training materials (§6.8.3), and conduct ad-hoc
refresher sessions for their user community.

6.7 Post Go-Live Enablement

6.7.1 Ongoing Training Triggers

The Provider shall deliver additional training sessions post Go-Live when triggered by any of the

following events:

Trigger Training Response

Release/Update
(v11.xx)

Release-specific training
covering new/changed
features relevant to the
Customer

Upgrade (v11 - Comprehensive upgrade

v12) training covering all
material changes to Ul,
workflows, and
functionality

New User Role-based training for

Onboarding newly activated Authorised
Users

Role Change Incremental training for

users transitioning to a new
role with different module
access

Process Change Training on reconfigured
workflows, new approval
chains, or modified

business rules

Support Ticket
Pattern

Targeted remedial training
when ticket analytics
identify recurring user-
error clusters

Customer Request ~ Ad-hoc training on any
module or process area

requested by the Customer

6.7.2  Release Training Protocol

Delivery Channel

Self-paced video +
optional live Q&A

ILT (virtual or on-site)
+ self-paced modules

Self-paced modules +
Super User guided
session

Super User guided
session + self-paced
modules

ILT (virtual) +
updated
documentation

ILT or self-paced —
at Provider’s
recommendation

ILT (virtual or on-site)
as agreed

For each Release/Update and Upgrade, the Provider shall:

Delivered with or before
release deployment

Minimum 10 Business Days
before upgrade Go-Live

Within 5 Business Days of user
activation

Within 5 Business Days of role
change

Prior to process-change
activation in Production

Within 10 Business Days of
pattern identification

Scheduled within 15 Business
Days of request

(a) Publish detailed release notes within the Platform at least five (5) Business Days prior to

deployment.
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(b) Classify each change as Training Impact: High (new workflow/Ul), Medium (modified
behaviour), or Low (bug fix / cosmetic).

(c) Produce updated self-paced video modules for all High-impact changes.

(d) Conduct a live Release Briefing session (30-60 minutes) for Customer Super Users, covering
all High and Medium-impact changes.

(e) Update all affected knowledge-base articles, quick-reference cards, and process guides.

(f) Notify all Authorised Users of available training materials via in-application notification.

6.8 Per-Client Training Wiki & Knowledge Base

6.8.1  Per-Client Training Wiki

Each Customer is provisioned with a dedicated, Al-enhanced training wiki at
https://docs.projectview.wiki/[client], accessible to all Authorised Users via single sign-on (SSO). The
wiki serves as the Customer’s central repository for all personalised training and knowledge-transfer
assets, including:

e Recorded Training Sessions: Full video recordings of every instructor-led training session
delivered during onboarding and post Go-Live, organised by module and role.

e Al-Generated Transcripts: Automated transcriptions of every recorded session, processed
through Al to produce searchable, timestamped text with speaker identification, key-topic
indexing, and action-item extraction.

e Role-Specific Manuals: Personalised user manuals generated per role, incorporating the
Customer’s specific module configuration, field labels, workflow names, and approval
hierarchies.

e Training Plans & Curricula: The agreed Training Plan, module curricula, assessment criteria,
and completion records for each training track.

e Quick-Reference Cards: Printable, one-page summaries for common tasks (e.g., “How to
Create a Purchase Order”), auto-generated from the Customer’s configured workflows.

e Video Library: Curated feature walkthroughs, quick-tip videos (2-5 minutes), and guided
demonstrations maintained by the Provider and supplemented by the Customer’s own
recorded sessions.

e FAQ & Troubleshooting: Common issues, workarounds, and diagnostic steps — continuously
updated based on the Customer’s support-ticket patterns and Al analysis.

e Release Notes: Customer-specific release notes highlighting changes relevant to the
Customer’s activated modules and configuration.

ProjectVIEW Client Wiki — https://docs.projectview.wiki

6.8.2 Platform Release Centre

In addition to the per-Client wiki, the Provider might maintain a central Help Knowledge Base as part
of the Platform containing platform-wide documentation organised into the following tiers:

Content Type Audience Update Frequency

Tier 1 — Platform Module-by-module functional All Authorised Users Updated with each
Guides documentation, screenshots, Release/Update
step-by-step workflows
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Tier 2 —
Administration
Guides

Tier 3 — APl &
Integration
Documentation

Tier 4 — Video
Library

Tier 5 — Release
Notes Archive

Tier 6 — FAQ &
Troubleshooting

System configuration, user

management, role/permission

setup, integration
configuration

REST/GraphQL API reference,
webhook specifications, third-

party connector guides

Recorded training sessions,

feature walkthroughs, quick-tip

videos (2-5 min)

Detailed release notes for
every Release/Update and
Upgrade, with change
classification

Common issues, known
limitations, workarounds,
diagnostic steps

6.8.3 Documentation Standards

Customer IT / Super
Users

Customer IT/
Integration
developers

All Authorised Users

Super Users,
Customer IT,
Management

All Authorised Users
/ Super Users

Updated with each
Release/Update

Updated with each
Release/Update

New videos per
Release; library curated
quarterly

Published per
Release/Update

Continuously updated
based on ticket patterns

All Provider-authored documentation — whether published on the per-Client wiki or the central
Knowledge Base — shall comply with the following quality standards:

Accuracy: Documentation reflects the current production version of ProjectVIEW ERP.
Outdated content is archived within five (5) Business Days of a superseding release.

Completeness: Every activated module has corresponding Tier 1 and Tier 2
documentation. No feature is deployed without accompanying documentation.

Clarity: Written in clear, jargon-minimised English. Screenshots are annotated with
numbered callouts. Procedures use numbered steps with expected outcomes.

Searchability: All articles are tagged with module names, role tags, and feature keywords.
Full-text search and Al-powered semantic search are available across both the wiki and
the central Knowledge Base.

Version Control: Documentation is version-controlled in line with the application release
it describes. Historical versions are retained for reference.

Personalisation: Per-Client wiki content reflects the Customer’s specific configuration,
field labels, workflow names, and organisational terminology — not generic platform
documentation.

6.9 Session Recording & Al Transcription

Recording Policy

All instructor-led training sessions delivered during the onboarding and implementation phase are
recorded by the Provider as standard practice. Post Go-Live training sessions (§6.6) are also recorded
unless the Customer explicitly opts out. Recordings are captured in high-definition audio/video format
and stored on the Customer’s dedicated wiki.

Recordings are organised by:

e Module (e.g., Project-Management, Procurement-Management).
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e Role track (e.g., PM track, Finance track, Site Engineer track).

e Date and trainer, enabling rapid navigation to specific sessions.

6.9.2 Al Transcription & Content Generation

Each recorded session is processed through the Provider’s Al transcription pipeline to generate:

(a) Timestamped Transcript: Full text of the session with speaker identification, searchable by
keyword, topic, or module area. Users can click any transcript segment to jump to the
corresponding video timestamp.

(b) Key-Topic Index: Al-extracted topic headings and subheadings that provide a structured table
of contents for each session, enabling users to navigate directly to the subject matter relevant
to their role.

(c) Action Items & Follow-Ups: Automatically extracted action items, questions raised, and
follow-up commitments made during the session, linked to the relevant timestamp and
assigned to the appropriate party.

(d) Role-Specific Summaries: Al-generated session summaries tailored to each role — for
example, a Finance user viewing a Project-Management session receives a summary focused
on the budget and cost implications discussed, rather than the full project-scheduling content.

(e) Glossary Enrichment: Customer-specific terminology, abbreviations, and project names
mentioned during training are automatically extracted and added to the wiki’s glossary,
ensuring that Al-powered search understands the Customer’s internal language.

6.9.3  Personalised Training Material Generation

The combination of recorded sessions, Al transcripts, and the Customer’s configuration metadata
enables the Provider to generate highly personalised training assets:

e Per-Role Training Digest: A consolidated document for each role (e.g., “Project Manager
Onboarding Guide”) that assembles relevant segments from multiple training sessions,
supplemented with screenshots from the Customer’s actual configuration.

e Scenario-Based Quick Guides: Step-by-step guides generated from real training
demonstrations (e.g., “How to Process a Variation Order at [Customer Name]”), using the
Customer’s field names, approval workflows, and terminology.

e New-Hire Onboarding Pack: A curated selection of recorded sessions, transcripts, and quick-
reference cards automatically assembled based on the new hire’s assigned role, providing a
self-service onboarding experience that mirrors the original implementation training.

e Refresher Micro-Modules: Al-generated short video clips (2—-5 minutes) extracted from longer
training sessions, focusing on single tasks or concepts, ideal for just-in-time refresher viewing.

This capability creates a unique, compounding knowledge asset for each Customer — every training
interaction enriches the wiki, making subsequent onboarding faster, support-ticket volume lower, and
user proficiency higher. No two Customers’ training libraries are the same, because no two Customers’
configurations, terminology, or operational contexts are the same.

6.10 Al-Assisted Learning

6.10.1 In-Application Al Guidance

The Provider leverages Al capabilities to provide intelligent, contextual learning experiences directly
within the ProjectVIEW ERP interface:
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(a)

(b)

(c)

(d)

6.10.2

Contextual Help Panel: An Al-driven help panel that detects the user’s current screen and
task, and surfaces the most relevant knowledge-base articles, video clips, and step-by-step
guides without the user needing to leave the application.

Guided Walkthroughs: Interactive, step-by-step overlays that guide first-time users through
complex workflows (e.g., creating a project, raising a purchase order, generating a report),
highlighting each Ul element in sequence.

Intelligent Search: Natural-language search across the knowledge base and training library,
powered by semantic understanding rather than keyword matching, enabling users to find
answers using plain-language questions.

Proactive Suggestions: Al-generated suggestions surfaced when the system detects common
error patterns (e.g., incomplete form submissions, repeated navigation to incorrect screens),
offering corrective guidance before a support ticket is raised.

Learning Analytics

The Al-assisted learning system generates anonymised usage analytics that inform the continuous
improvement of training materials:

Most-accessed help topics — indicating areas of user uncertainty or complexity.
Search queries with no results — identifying documentation gaps.
Guided walkthrough completion rates — highlighting workflows that may need simplification.

Time-to-proficiency metrics by role and module — benchmarking the effectiveness of the
training programme.

Learning analytics are included in the Quarterly Service Review (§3.9) and used to prioritise
knowledge-base improvements in the CSI register (§4.10).

6.11 Customer Responsibilities

To ensure the effectiveness of the TKT framework, the Customer shall:

(a)

(b)

(c)

(d)

(e)

(f)

(g)

(h)

Consent to the recording of instructor-led training sessions for the purpose of generating
personalised training materials on the Customer’s dedicated wiki; or provide written notice of
opt-out prior to each session.

Nominate a Training Coordinator who serves as the single point of contact for all training
logistics, scheduling, and feedback.

Ensure nominated attendees are released from operational duties for the duration of
scheduled training sessions.

Provide the Provider with timely notification of new-user activations, role changes, and
organisational restructuring that may trigger training needs.

Nominate and support Super User candidates for the T3 programme, including allocation of
time for certification activities and internal training delivery.

Distribute Provider-supplied training materials and release notes to relevant personnel within
their organisation.

Provide feedback on training quality, relevance, and effectiveness through the post-session
evaluation forms supplied by the Provider.

Maintain internal documentation (e.g., organisation-specific process guides, work
instructions) that supplements the Provider’s standard training materials.
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(i) Champion Designation: Designate a minimum of two (2) DANAOS ProjectVIEW ERP
Champions (Main and Deputy) in accordance with §6.6, and ensure Champion availability for
Level 1 support duties and Provider communication from Go-Live onwards.

(j) GAP Analysis Participation: Review and provide written approval of the consolidated GAP
Analysis Document (§6.4.6) within ten (10) Business Days of receipt; unreasonable delay in

GAP Analysis approval may impact the implementation timeline.

6.12 Training Governance & Metrics

6.12.1 Training Metrics

The Provider shall track and report the following training metrics, included in the Quarterly Service

Review (§3.9):

Metric

Training Completion
Rate

Assessment Pass Rate

T3 Certification Rate

Time-to-Proficiency

Training Satisfaction
Score

Training-Related Ticket
Ratio

Knowledge Base
Utilisation

Documentation
Currency

Champion Certification
Rate

GAP Analysis
Turnaround

Definition

Percentage of nominated users who complete their

assigned training tracks

Percentage of trainees achieving the minimum

competency score (70%)

Percentage of nominated Super Users who achieve

certification

Average elapsed days from user activation to
independent operational use (no support

escalation)

Average post-session evaluation rating (1-5 scale)

Percentage of support tickets attributable to
training gaps (tagged “user error / training”)

Average monthly unique knowledge-base sessions

per Authorised User

Percentage of knowledge-base articles updated
within 5 Business Days of a superseding release

Percentage of designated Champion candidates
who pass the Champion examination (§6.6.3)

Elapsed Business Days from training completion to
approved GAP Analysis Document

6.12.2 Training Review Cadence

The training programme is reviewed and updated on the following cadence:

Target
> 90% within 30 days of

nomination
> 85%

>90%

< 15 Business Days

>4.0

< 10% of total ticket
volume

>2.0

100%

> 100% (mandatory)

< 15 Business Days

e Per Release: Training impact assessment, material updates, and Super User briefing (§6.7.2).

e Quarterly: Training metrics review during QSR (§3.9); CSI actions logged for training

improvements.

e Annually: Full TNA refresh; T3 recertification; curriculum review against the Platform

roadmap and Customer’s organisational evolution.
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6.13 Intellectual Property & Licensing

All training materials, knowledge-base content, video recordings, and documentation produced by the
Provider remain the Intellectual Property of the Provider (§1.4 — Intellectual Property Rights).

The Customer is granted a non-exclusive, non-transferable licence to use such materials solely for the
purpose of internal training and knowledge transfer in connection with the Customer’s licensed use
of ProjectVIEW ERP.

The Customer shall not:
e Reproduce, distribute, or make available any Provider training materials to third parties
without the Provider’s prior written consent.

e Use Provider training materials for the purpose of training personnel of any entity other than
the Customer named in this Framework.

e Modify, adapt, or create derivative works from Provider training materials without the
Provider’s prior written consent.

Customer-authored internal documentation (e.g., organisation-specific process guides, work
instructions) remains the Intellectual Property of the Customer.

6.14 Process Register

6.14.1 Process Registry

X Expected Cross-
Ref Process Trigger Handler Approver Oltcome Ref
P-6.01 Training New Customer Provider Customer TNA §2.4,
Needs onboarding or Training Lead PM + SDM document §6.4.1
Assessment  annual review completed;
Training Plan
agreed
P-6.02 Implementa  Training Plan Provider Trainer ~ Customer AIl'ILT sessions  §6.4.2,
tion Training  schedule PM delivered; §6.4.3
Delivery attendance
recorded;
assessments
completed
P-6.03 Training All track sessions  Provider Customer Training §6.4.4,
Completion delivered + Training Lead PM Completion §5.8.1
Certification  assessments Certificate
passed signed; UAT
prerequisite
met
P-6.04 T3 Customer PM Customer PM SDM Super User §6.5.2
Candidate nomination candidates
Nomination confirmed; T3
schedule
agreed
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P-6.05

P-6.06

P-6.07

P-6.08

P-6.09

P-6.10

P-6.11

P-6.12

T3
Certification

Release
Training

New User
Onboarding
Training

Knowledge
Base Update

Training Gap
Remediation

Annual TNA
Refresh &
Curriculum
Review

Session
Recording &
Al
Transcriptio
n

Client Wiki
Content
Curation

Completion of
T3 curriculum +
assessment

New
Release/Update
or Upgrade
deployed

New Authorised
User activated

Release
deployment or
ticket pattern
analysis

Support ticket
pattern
identifies
training gap

12-month
anniversary of
last TNA

Completion of
any ILT session

New release,
training session,
or quarterly
cycle

Provider
Training Lead

Provider
Training Lead

Super User +
Champion +
Provider

Provider
Documentation
Team

Provider
Training Lead

Provider
Training Lead +
Customer PM

Provider
Training Lead

Provider
Documentation
Team

SDM

SDM

Customer
Training
Coordinator

Provider
Training
Lead

SDM

SC

SDM

Provider
Training
Lead

© 2026 DANAOS Projects Software Solutions LLC - Page 91

DANAOS
Certified
Super User
credential
issued

Updated
materials
published;
Super User
briefing
delivered;
users notified

New user
completes
role-based
training within
5 Business
Days

All affected
articles
updated
within 5
Business Days

Targeted
remedial
training
delivered
within 10
Business Days

Updated TNA;
revised
Training Plan;
T3/Champion
recertification
scheduled

Recording
published to
Client wiki; Al
transcript
generated
with topic
index, action
items, and
role-specific
summaries

Wiki updated
with new

materials;

personalised
role manuals
regenerated;
FAQ enriched

§6.5.3,
§6.5.4

§6.7.2,
§4.7,
§4.8

§6.7.1,
§3.7

§6.8.1,

§6.8.2

§6.7.1,

§4.10

§6.12.2

§6.9

§6.8
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P-6.13 Champion Completion of Provider SDM +
Certification ~ Champion Training Lead Customer
& training PM
Examination  programme
P-6.14 GAP Analysis  Conclusion of Provider Customer
Generation implementation Training Lead PM + SDM
& Approval training phase
6.14.2 RACI Matrix
R = Responsible | A = Accountable | C = Consulted | | = Informed

Provider
Training

P-6.01 TNA

P-6.02 Impl. Training
P-6.03 Training Cert.
P-6.04 T3 Nomination
P-6.05 T3 Certification
P-6.06 Release Training

P-6.07 New User
Onboarding

P-6.08 KB Update
P-6.09 Gap Remediation

P-6.10 Annual TNA
Refresh

P-6.11 Session Recording

P-6.12 Wiki Curation
P-6.13 Champion Cert.
P-6.14 GAP Analysis

R

R €
R I
C —
R R
R C
C R
R I
R C
R €
R I
R €
R I
R €

Super
User

D X O

© > >
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from ticket
patterns

Champion
examination
administered;
DANAOS
ProjectVIEW
ERP Champion
credential
issued to
passing
candidates

Consolidated
GAP Analysis
Document
delivered;
Customer
written
approval
obtained;
remediation
plan agreed

> > >

> > > >

§6.6.3

§6.4.6

Champion Customer Customer
P PM Users
C R/A A |
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6.14.3 Process Flow — Training & Knowledge Transfer Lifecycle

@ Conduct Training Needs Assessment; Provider Training TNA Document + Training
Assess map roles to modules; identify Lead + Customer PM Plan
proficiency gaps
@ Develop role-based curricula; prepare Provider Training Module Syllabi + Training
Design materials, exercises, and assessments; Lead Materials + Attendee Plans
hand training plans to attendees
@ Execute ILT sessions (hands-on + Provider Trainer + Session Records +
Deliver online); record attendance per session Champion Assessment Results +
and knowledge area; scramble schedule Feedback Register

around client workload; collect qualms,
configurations, and change requests

@ Consolidate registered qualms, Provider Training Approved GAP Analysis
Analyse configuration requirements, and Lead Document

change requests into GAP Analysis

Document; present to Customer for

written approval

@ Evaluate training completion; issue Provider Training Signed Certificate + T3
Certify Training Completion Certificate; certify Lead + Customer PM  Credentials + Champion
T3 Super Users; administer Champion Credentials

examinations and issue Champion
credentials
@ Activate in-application guidance; Provider Live Knowledge Base +
Enable publish knowledge base; release self- Documentation Video Library + Al
paced modules; publish recorded Team Transcripts
sessions and Al transcripts to Client wiki
@ Deliver release training; onboard new Provider Training + Updated Materials +
Sustain users; conduct remedial sessions per Super Users + Onboarding Records + L1
ticket patterns; Champions provide Champions Support Logs

Level 1 support for intranet and
extranet users

Track training metrics; analyse learning Provider Training Training Metrics Report +

Measure  analytics; identify improvement areas; Lead + SDM Champion Performance
review Champion effectiveness Report

@ Refresh TNA annually; update curricula;  Provider Training Revised Training Plan + CSI

Improve recertify Super Users and Champions; Lead + SC Actions

log CSl actions
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7 Chapter 7 — Data Protection & Privacy

7.1 Overview & Purpose

This chapter defines the data-protection and privacy obligations that govern the processing of
Personal Data within and by the ProjectVIEW ERP Platform throughout the Subscription Term. It
establishes the regulatory baseline, allocates Controller and Processor responsibilities, sets out the
technical and organisational safeguards applied to Personal Data, and specifies the breach-notification
and data-subject-rights procedures that both Parties shall follow.

The Provider operates under a dual-jurisdiction compliance model, maintaining concurrent alignment
with:

(a) the European Union’s General Data Protection Regulation (EU) 2016/679 (“GDPR”), including
all adopted opinions and guidelines of the European Data Protection Board (EDPB); and

(b) (ii) the United Arab Emirates’ Federal Decree-Law No. 45 of 2021 on the Protection of Personal
Data (“UAE PDPL”) and its implementing regulations. Where a Customer operates in
additional jurisdictions, supplementary data-processing addenda may be executed pursuant
to §7.14.

DANAOS Projects Software Solutions LLC has established as a major objective the adoption of data-
protection principles and the permeation of all daily business operations with an acute data-
protection mentality. The Provider has consistently achieved compliance with the existing legal
framework regarding data protection and has undertaken the actions derived from the repealing of
Directive 95/46/EC, the establishment of GDPR (EU) 2016/679, and the enactment of the UAE PDPL.

This chapter, together with the Data Processing Agreement (“DPA”) annexed to this Framework (§7.5),
constitutes the binding contractual framework required under GDPR Article 28 and UAE PDPL Article
29 for the lawful processing of Personal Data by a Data Processor on behalf of a Data Controller.

7.2 Scope

This chapter applies to all Personal Data processed by the Provider in connection with the delivery of
the Platform and related services, including but not limited to:

(a) Customer Employee Data: Personnel records, payroll data, timesheets, attendance, labour-
productivity records, and identity information processed within modules PV_07 (HRMS—
Payroll) and PV_A (Site Operations & Labour Productivity).

(b) Customer Contacts & Counterparties: Names, email addresses, telephone numbers, and
commercial correspondence of subcontractors, suppliers, clients, and other third parties
managed within modules PV_03, PV_04, PV_09, and PV_10.

(c) End-User Credentials & Activity Logs: User-account credentials, authentication tokens,
session logs, IP addresses, browser fingerprints, and audit-trail data generated by the
Platform’s Users & Roles Management module (STY).

(d) Support & Communication Data: Personal Data contained within support tickets, WhatsApp
Business group messages, training recordings, Al-transcribed session content, and any other
communication exchanged through the Provider’'s omnichannel support model (§4.2).
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(e) Project & Financial Data: Where project records, procurement data, accounting entries, or

cost-control records contain identifiable natural-person information (e.g., named workers,
consultant invoices), such data falls within scope.

(f) Configuration & Master Data: Master-data elements that reference identifiable individuals,
including personnel registers, organisational hierarchies, approval matrices, and signatory

authorities.

7.3 Regulatory Framework

The Provider’s data-protection programme is built on the following regulatory instruments, standards,

and guidance:

Ref Instrument / Standard
RF-01 GDPR (EU) 2016/679
RF-02 UAE Federal Decree-Law No. 45

of 2021 (PDPL)

RF-03 EDPB Guidelines & Adopted
Opinions
RF-04 EU Standard Contractual Clauses

(SCCs) — Commission
Implementing Decision (EU)

2021/914
RF-05 ISO/IEC 27701:2019
RF-06 ISO/IEC 27001:2022
RF-07 NIST Privacy Framework 1.0
RF-08 EU Al Act — Regulation (EU)
2024/1689
RF-09 NIST Al Risk Management

Framework (Al RMF 1.0)

GDPR Full Text — EUR-Lex

UAE PDPL — Federal Decree-Law No. 45 of 2021

EU Standard Contractual Clauses (2021/914)

ISO/IEC 27701:2019 — PIMS

EU Al Act — Regulation (EU) 2024/1689

Relevance

Primary regulation for EEA-origin Personal Data; defines
Controller/Processor obligations, data-subject rights,
breach notification, and cross-border transfer rules.

Primary regulation for UAE-resident Personal Data; mirrors
GDPR in substance with UAE-specific provisions on data
localisation, Emirati data sovereignty, and UAE Data Office
oversight.

Interpretive guidance on GDPR application, including SCCs,
data transfers, legitimate interest, and DPIA methodology.

Approved mechanism for Controller-to-Processor and
Controller-to-Controller cross-border transfers of Personal
Data outside the EEA.

Extension to ISO 27001 establishing a Privacy Information
Management System (PIMS); used as the organisational
baseline for Processor privacy controls.

Information Security Management System standard;
foundational for the technical and organisational measures
described in §7.8.

Voluntary framework used to align privacy risk assessment
with enterprise risk management (§7.10).

Regulates Al systems; relevant to the Provider’s use of Al-
assisted transcription, AlOps, and contextual in-app
guidance (8§5.3, §6.2).

Voluntary framework for identifying and mitigating risks in
Al systems; applied alongside the EU Al Act for governance
of Al components.
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7.4 Roles & Responsibilities

74.1

Controller—Processor Allocation

By nature of its business operations, the Provider’s role under applicable data-protection law is
determined as follows:

(a)

(b)

(c)

7.4.2

Data Processor: The Provider acts as a Data Processor regarding any Personal Data processing
activity conducted on behalf of the Customer within the Platform. The Customer, as Data
Controller, determines the purposes and means of processing; the Provider processes
Personal Data solely on the Controller’s documented instructions (§7.5).

Data Controller (limited scope): The Provider acts as an independent Data Controller
regarding processing activities conducted on its own employees’ Personal Data (e.g., Provider
staff assigned to the Customer’s account), business-contact data for commercial relationship
management, and anonymised/aggregated analytics that cannot be re-identified to any
natural person.

Sub-Processor engagement: The Provider shall not engage any Sub-Processor to process
Personal Data without the prior specific or general written authorisation of the Controller.
Where general authorisation is given, the Provider shall notify the Controller of any intended
additions or replacements of Sub-Processors, giving the Controller the opportunity to object
(§7.6).

Data Protection Officer

The Provider has designated a Data Protection Officer (DPO) in accordance with GDPR Articles 37—39
and UAE PDPL Article 10. The DPO is responsible for: (i) monitoring compliance with applicable data-
protection legislation; (ii) advising on Data Protection Impact Assessments (§7.10); (iii) serving as the

contact

point for supervisory authorities; and (iv) handling data-subject inquiries.

Data subjects and Customer contacts may reach the DPO at: admin@danaos-projects.com

DANAOS employees may contact the DPO for any clarification regarding data-protection principles
and request guidelines to perform data processing optimally and avoid potential infringement of the
legislation.

7.4.3

RACI Matrix — Data Protection

Customer
- Provider | Provider | DPO / Customer . Supervisory
Activit h
cvity DPO (o] 13 Privacy PM Champion Authority

Lead

Define processing C I A/R I I

purposes & lawful basis

Maintain Record of A/R C R | |

Processing Activities

(RoPA)

Conduct Data Protection A/R C R C |

Impact Assessment

Implement technical & C A/R | | |
organisational measures
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Respond to Data Subject C R A/R | |
Access Requests

Detect & classify Personal C A/R | | |
Data breach

Notify Controller of breach ~ A/R R | | |
(£72 hrs)

Notify Supervisory C | A/R | R
Authority (€72 hrs)

Notify affected Data C | A/R C C |
Subjects

Approve Sub-Processor C R A | |
engagements

Annual privacy audit & A/R C R | |

compliance review

Cross-border transfer A/R C R | |
impact assessment

Legend: R = Responsible (does the work) | A = Accountable (owns the outcome) | C = Consulted | | =
Informed

7.5 Data Processing Agreement (DPA)

The Parties might execute a Data Processing Agreement (“DPA”) which constitutes the Article 28
contract required under GDPR and the equivalent processor agreement required under UAE PDPL
Article 29. The DPA shall, at a minimum, specify:

(a)

(b)

(c)

(d)

(e)

(f)

Subject matter & duration: The DPA covers all Personal Data processing performed by the
Provider in delivering the Platform throughout the Subscription Term plus any post-
termination data-retention or return period (§7.13).

Nature & purpose of processing: Hosting, storing, transmitting, backing-up, and computing
Personal Data within the Customer’s dedicated private sovereign environment for the
purpose of enabling the Customer’s construction project management, financial
management, human-resources management, and procurement operations.

Categories of Data Subjects: Customer employees, subcontractor personnel, supplier
contacts, client contacts, site workers, and any other natural persons whose data the
Customer inputs into the Platform.

Types of Personal Data: Identification data (names, national IDs, passport numbers), contact
data (email, phone, address), employment data (role, salary, attendance, leave), financial data
(bank details for payroll), project-assignment data, access credentials, and audit-trail
metadata.

Documented instructions: The Provider shall process Personal Data only on documented
instructions from the Controller, including with regard to transfers to third countries, unless
required to do so by Union or Member State law to which the Provider is subject (GDPR
Art. 28(3)(a)).

Confidentiality: All Provider personnel authorised to process Personal Data have committed
to confidentiality or are under an appropriate statutory obligation of confidentiality (GDPR
Art. 28(3)(b)).
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(g)

(h)

Deletion or return: Upon termination, the Provider shall, at the Controller’s election, delete
or return all Personal Data and delete existing copies unless Union or Member State law
requires storage (§7.13).

Audit rights: The Provider shall make available to the Controller all information necessary to
demonstrate compliance, and shall allow for and contribute to audits, including inspections,
conducted by the Controller or an auditor mandated by the Controller (§7.11).

7.6 Sub-Processor Management

The Provider engages a limited number of Sub-Processors to deliver components of the Platform and
associated services. The following Sub-Processor governance applies:

(a)

(b)

(c)

(d)

7.6.1

Authorisation model: The Customer grants general authorisation for Sub-Processor
engagement subject to the Provider’s obligation to: (i) maintain a current register of Sub-
Processors; (ii) notify the Customer of any intended additions or replacements no fewer than
thirty (30) calendar days before the new Sub-Processor commences processing; and (iii)
provide sufficient information to enable the Customer to exercise its right of objection.

Right of objection: If the Customer reasonably objects to a new Sub-Processor on legitimate
data-protection grounds, the Provider shall either: (i) refrain from engaging the Sub-Processor
and offer an alternative; or (ii) if no alternative is feasible, either Party may terminate the
affected services without penalty, subject to a reasonable wind-down period.

Flow-down obligations: The Provider shall impose on each Sub-Processor, by way of contract,
the same data-protection obligations as set out in the DPA (§7.5), in particular providing
sufficient guarantees to implement appropriate technical and organisational measures such
that the processing meets GDPR and UAE PDPL requirements.

Liability: The Provider remains fully liable to the Customer for the performance of the Sub-
Processor’s obligations under the DPA. Where a Sub-Processor fails to fulfil its data-protection
obligations, the Provider shall be liable for the acts and omissions of the Sub-Processor as if
they were the Provider’s own acts or omissions.

Sub-Processor Register

The following table lists the Sub-Processors engaged by the Provider as at the Effective Date. The
register is maintained and updated pursuant to §7.6(a).

Sub-Processor Processing Activity Location Safeguard

Microsoft Azure laa$S hosting of Customer’s Region selected per EU SCCs + Microsoft
dedicated private sovereign Customer DPA (default:  DPA
environment (compute, storage, UAE North / West
networking) Europe)

Microsoft 365 Email communication, EEA / UAE (per licence EU SCCs + Microsoft
collaboration tools used by configuration) DPA

Provider operations team

WhatsApp (Meta Expedient informal EEA (Meta Ireland) EU SCCs + Meta DPA
Platforms) communication via shared

WhatsApp Business groups (§4.2)

Al Transcription Processing of recorded training- EEA / UAE (per Provider EU SCCs + Provider-

Service

session audio for Al-generated configuration) assessed DPA
transcripts (§6.2)
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Note: The Customer’s Platform data resides in a dedicated private sovereign environment; no customer
data is co-mingled across tenants. The hosting region is selected per the Customer’s DPA and may be
restricted to a specific Azure region to satisfy data-localisation requirements under the UAE PDPL or
other applicable law.

7.7 Data Protection Principles

Any Personal Data processing activity conducted by the Provider, either as Data Controller or Data
Processor, shall be characterised by the following principles, aligned with GDPR Article 5 and UAE PDPL
Article 4:

Principle Provider Implementation

Lawfulness, 5(1)(a) 4(1) Processing is based on at least one lawful basis (Art. 6); data
fairness & subjects are informed in a concise, transparent, intelligible
transparency manner via the Customer’s privacy notices; Provider assists

Customer in maintaining transparency.

Purpose 5(1)(b) 4(2) Personal Data is processed exclusively for the documented

limitation purposes specified in the DPA (§7.5). The Provider does not
process Customer data for its own purposes (e.g., analytics,
marketing, profiling) unless explicitly authorised in writing.

Data 5(1)(c) 4(3) The Platform’s module design collects only data elements

minimisation required for the activated business functions. Master-data
checklists (§6.4.3) define the minimum viable dataset per
module.

Accuracy 5(1)(d) 4(4) The Platform provides data-validation rules, duplicate-detection,

and referential-integrity checks. The Customer retains
responsibility for the accuracy of input data; the Provider
provides tools to maintain it.

Storage 5(1)(e) 4(5) Data-retention policies (§7.12) ensure Personal Data is deleted
limitation or anonymised when no longer necessary. Automated retention-
period enforcement is configurable per Customer.

Integrity & 5(1)(f) 4(6) Technical and organisational measures (§7.8) ensure Personal
confidentiality Data is protected against unauthorised or unlawful processing,
accidental loss, destruction, or damage.

Accountability 5(2) 4(7) The Provider maintains Records of Processing Activities (RoPA),
conducts DPIAs where required, and makes compliance evidence
available for audit (§7.11).

7.8 Technical & Organisational Measures (TOMs)

The Provider implements and maintains the following technical and organisational measures to ensure
a level of security appropriate to the risk, in accordance with GDPR Article 32 and UAE PDPL Article 28.
These measures are aligned with ISO/IEC 27001:2022 and ISO/IEC 27701:2019 control objectives. The
Provider’s Information Security Management System (ISMS) is maintained by the IT Department.
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7.8.1
(a)

(b)

(c)

(d)

(f)

(8)

(h)

(c)

7.8.3
(a)

(b)

(c)

(d)

Access Control & Authentication

Password complexity: Minimum length, character-class requirements, and prohibition of
common/breached passwords enforced at the application layer.

Password expiration: Configurable password-rotation policy; default rotation period aligned
with NIST SP 800-63B guidance.

Failed-authentication lockout: Account lockout after a configurable number of consecutive
failed attempts; lockout duration escalates with repeated violations.

Password history: The system prevents reuse of the last N passwords (configurable per
Customer policy).

Multi-factor authentication (MFA): Second-factor authentication is supported and
recommended for all administrative and privileged accounts. MFA methods include TOTP
(time-based one-time password), push notification, and FIDO2 hardware keys.

Single Sign-On (SSO): The Platform supports integration with enterprise identity providers via
SAML 2.0 and OpenlID Connect, enabling centralised credential management and reducing the
attack surface associated with password proliferation.

Session management: Away-from-keyboard auto-lock mechanism; configurable idle-session
timeout; session invalidation on password change or account suspension.

Role-based access control (RBAC): The Users & Roles Management module (STY) enforces
granular, role-based access control at the module, function, field, and record level.
Segregation of duties is enforced through conflicting-role detection.

Restricted remote access: Remote administrative access to the Provider’s infrastructure is
restricted to authorised personnel via encrypted VPN tunnels with MFA; all remote sessions
are logged and auditable.

Encryption

Data in transit: All client—server communication is encrypted using TLS 1.2 or higher. End-to-
end data-transmission encryption is enforced across all Platform interfaces, APls, and
integration endpoints.

Data at rest: Transparent Data Encryption (TDE) is applied to all database instances. Database
backups are encrypted using AES-256 encryption. Encryption keys are managed through the
cloud provider’s Key Management Service with customer-managed key (CMK) options
available.

Key management: Encryption keys are rotated according to a defined schedule. Key-
management procedures follow ISO 27001 Annex A.10 controls. Hardware Security Modules
(HSMss) are used for root key protection where available.

Database Security

Database connections: Connections to database instances are controlled, monitored, and
restricted to authorised application-layer services and designated DBA personnel only.

Default accounts: Default system accounts are secured by the DBA; all default passwords are
changed immediately upon provisioning; unnecessary default accounts are disabled.

Minimum privilege: Database user accounts are provisioned with minimum permissions and
roles necessary for their function. System privileges are removed unless explicitly required
and approved.

Audit logging: Database audit logging captures all DDL operations, privileged-user activity,
failed authentication attempts, and data-export operations. Logs are retained for a minimum
of twelve (12) months and are tamper-evident.
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(e) DBA remote access: Remote database administration is restricted to named individuals via
encrypted channels with multi-factor authentication. All DBA sessions are logged with full
command-level audit trail.

7.8.4  Network Security

(a) Perimeter defence: Next-generation firewalls, Web Application Firewalls (WAF), and DDoS-
protection services guard the platform perimeter. Network segmentation isolates the
Customer’s private sovereign environment from other Provider infrastructure.

(b) Intrusion detection & monitoring: Cloud-native SIEM and network-monitoring tools provide
real-time alerting on anomalous traffic patterns, port-scan attempts, and lateral-movement
indicators.

(c) Vulnerability management: Regular vulnerability scans and annual penetration tests are
conducted. Critical and high-severity vulnerabilities are remediated within the timeframes
specified in §3.5 (Incident Priority Classification).

7.8.5 Organisational Measures

(a) Confidentiality agreements: All Provider personnel authorised to process Personal Data have
signed confidentiality/non-disclosure agreements and are under an appropriate statutory
obligation of confidentiality.

(b) Training & awareness: Provider personnel receive annual data-protection training covering
GDPR, UAE PDPL, breach reporting, social engineering, and secure-coding practices.

(c) Clean desk & clear screen: Clean-desk and clear-screen policies are enforced in all Provider
facilities to prevent inadvertent exposure of Personal Data.

(d) Asset-use policy: All hardware and software assets are used exclusively for business purposes
and the implementation of tasks respective to each employee’s job description.

7.9 Data Subject Rights

The Provider recognises the rights of Data Subjects as defined in GDPR Chapter Ill (Articles 12—-23) and
UAE PDPL Articles 12—-18, and shall assist the Customer in fulfilling its obligation to respond to Data
Subject requests in accordance with GDPR Article 28(3)(e) and UAE PDPL Article 29. The Provider shall:

(a) Promptly notify the Customer upon receipt of a Data Subject request related to Customer
data, without responding to the Data Subject directly unless instructed by the Customer.

(b) Provide the Customer with the technical capability to extract, rectify, restrict, port, or delete
Personal Data through Platform functionality or, where not available through the Ul, through
Provider-executed database operations within the timeframes required by law.

(c) Maintain audit trails of all Data Subject request fulfilment actions for a minimum of twenty-
four (24) months.

7.9.1 Rights Fulfilment Matrix

. GDPR UAE PDPL - Response
Right P A Platform Capability SLA
Right of access 15 13 Data-export function generates structured <30 calendar

report of all Personal Data associated witha  days
Data Subject’s identity
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Right to 16 14 In-app record editing with full audit trail; <30 calendar
rectification batch-correction support for bulk updates days

Right to erasure 17 15 Erasure workflow anonymises or deletes all <30 calendar
(‘right to be instances of a Data Subject’s Personal Data days
forgotten’) across modules, backups, and logs (subject

to legal-hold exceptions)

Right to 18 16 Record-level processing-restriction flag; <72 hours
restriction of restricted data remains stored but is (flag)
processing excluded from active processing, reporting,

and API responses

Right to data 20 17 Machine-readable export in CSV, JSON, and <30 calendar

portability XML formats; API-based extraction available  days

Right to object 21 18 Processing-objection flag triggers review; <72 hours
Provider ceases processing pending (flag)
assessment of compelling legitimate
grounds

Legal-hold override: Where erasure or restriction conflicts with a legal obligation (e.g., statutory
record-retention, pending litigation, regulatory investigation), the Provider shall inform the Customer
and the Data Subject of the legal basis for continued processing, and shall restrict processing to the
minimum necessary for compliance.

7.10 Data Protection Impact Assessment (DPIA)

Where a type of processing is likely to result in a high risk to the rights and freedoms of natural
persons, the Customer (as Controller) shall carry out a Data Protection Impact Assessment in
accordance with GDPR Article 35 and UAE PDPL Article 23. The Provider shall:

(a)

(b)

(d)

Provide the Customer with all information necessary to conduct the DPIA, including
documentation of the Platform’s data flows, retention policies, access-control model, and
cross-border transfer mechanisms.

Assist the Customer in conducting the DPIA where requested, including by providing a pre-
completed DPIA template covering the standard processing operations performed by the
Platform.

Notify the Customer if, in the Provider’s opinion, a new feature, module activation,
integration, or change in processing operations triggers the need for a new or updated DPIA.

Al-specific DPIA: Where the Platform’s Al components (e.g., Al-assisted transcription, AlOps
anomaly detection, contextual in-app guidance) process Personal Data, a supplementary Al-
specific DPIA shall be conducted addressing algorithmic bias, automated decision-making
transparency, data-minimisation in training sets, and the rights of Data Subjects under GDPR
Article 22 (automated individual decision-making). This assessment shall also consider
obligations under the EU Al Act (Regulation (EU) 2024/1689) and the NIST Al Risk Management
Framework.

7.11 Audit & Compliance

7.11.1

Provider Obligations

The Provider shall:
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(d)

(e)

(f)

(8)

7.11.2

Maintain a Record of Processing Activities (RoPA) in accordance with GDPR Article 30,
covering all processing operations performed on behalf of the Customer.

Make available to the Customer all information necessary to demonstrate compliance with
the obligations laid down in GDPR Article 28 and UAE PDPL Article 29.

Allow for and contribute to audits, including inspections, conducted by the Customer or an
auditor mandated by the Customer, subject to: (i) reasonable advance notice of not less than
thirty (30) calendar days; (ii) audit scope limited to the processing activities covered by the
DPA; (iii) the auditor’s execution of a non-disclosure agreement acceptable to the Provider;
and (iv) audits being conducted during normal business hours in a manner that minimises
disruption.

Immediately inform the Customer if, in the Provider’s opinion, an instruction from the
Customer infringes GDPR, UAE PDPL, or other applicable data-protection law (GDPR
Art. 28(3)(h)).

Audit Frequency & Scope

The following audit schedule applies:

Provider self- Quarterly RoPA completeness, TOM Internal compliance report
assessment effectiveness, Sub-Processor shared with Customer DPO

compliance, incident log review

Customer-initiated Annually (or Full DPA compliance, technical Audit findings report with
audit upon material controls inspection, personnel- remediation timeline

breach) training records, breach-response

drill

Third-party Annually ISO 27001:2022 /1SO 27701:2019  Certificate and Statement
certification audit scope — ISMS and PIMS controls of Applicability
Regulatory authority  As required Full regulatory scope as directed Cooperation and
audit by the supervisory authority documentation provision

per GDPR Art. 58

7.12 Data Retention & Destruction

Personal Data shall not be retained for longer than is necessary for the purposes for which it was
collected. The following retention framework applies:

(a)

(b)

(c)

(d)

Active processing: Personal Data is actively processed for the duration of the Subscription
Term and any post-termination wind-down period agreed under the DPA.

Retention periods: Where specific retention periods are mandated by applicable law (e.g.,
labour-law record retention, tax-authority requirements, regulatory preservation orders), the
Provider shall retain the minimum necessary data for the prescribed period, clearly
segregated and access-restricted.

Automated enforcement: The Platform supports configurable data-retention policies that
automatically flag, archive, or purge records that exceed their defined retention period. The
Customer defines the retention rules; the Provider implements the technical enforcement.

Secure destruction: When Personal Data is deleted, the Provider shall ensure secure
destruction through: (i) cryptographic erasure for encrypted data (rendering the encryption
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(e)

key irrecoverable); (ii) multi-pass overwrite for unencrypted media; and (iii) deletion
confirmation certificates provided to the Customer upon request.

Backup retention: Backup copies containing Personal Data are subject to the same retention
and destruction policies. The Provider shall ensure that deleted Personal Data is purged from
all backup cycles within ninety (90) calendar days of the deletion instruction, unless a shorter
period is specified in the DPA.

NIST SP 800-88 Rev. 1 — Guidelines for Media Sanitization

7.13 Data Return & Portability on Termination

Upon termination or expiry of the Framework, the following data-return and portability provisions

apply:
(a)

(b)

(d)

(e)

Data-return period: The Customer shall have a period of sixty (60) calendar days from the
effective date of termination to request the return of all Personal Data and Customer Data in
a structured, commonly used, machine-readable format (CSV, JSON, XML, or SQL dump).

Format options: The Provider shall offer data export in at least three machine-readable
formats. The export shall include: (i) all transactional data across activated modules;
(ii) master-data registers; (iii) document attachments; (iv) audit logs; and (v) configuration
metadata sufficient to reconstruct the Customer’s operational setup in a successor system.

Deletion after return: Upon confirmation that the Customer has received and verified the
exported data, or upon expiry of the sixty (60) day data-return period (whichever is earlier),
the Provider shall securely delete all Personal Data from all systems, including production
databases, staging environments, backups, and disaster-recovery replicas.

Deletion certificate: The Provider shall issue a written certificate of deletion within thirty (30)
calendar days of completing the secure-destruction process, confirming that all Personal Data
has been irreversibly destroyed from all Provider-controlled systems and media.

Residual obligations: Data-protection obligations under this chapter survive termination with
respect to any Personal Data retained by the Provider pursuant to a legal obligation, until such
data is securely destroyed.

7.14 Cross-Border Data Transfers

Where the processing of Personal Data involves or may involve the transfer of Personal Data to a third
country or international organisation, the following provisions apply:

(a)

(b)

(c)

EEA-origin data: Transfers of Personal Data originating from the European Economic Area to
countries not covered by an adequacy decision under GDPR Article 45 shall be governed by
the EU Standard Contractual Clauses (SCCs) adopted under Commission Implementing
Decision (EU) 2021/914, supplemented by a Transfer Impact Assessment (TIA) where required
by EDPB Recommendations 01/2020.

UAE-origin data: Transfers of Personal Data originating from the UAE to countries outside the
UAE shall comply with UAE PDPL Article 22 (cross-border transfer provisions), including any
data-localisation requirements imposed by the UAE Data Office or sector-specific regulators.

Data-localisation options: The Provider’s dedicated private sovereign environment model
enables the Customer to select the geographic region (Azure Region) in which all Customer
Data resides and is processed. Where the Customer requires data to remain within a specific
jurisdiction (e.g., UAE for government contracts, EEA for EU-regulated entities), the Provider
shall ensure that no data leaves the designated region, including for backup and disaster-
recovery purposes.
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(d) Transfer Impact Assessment: Prior to initiating any new cross-border transfer mechanism, the
Provider shall conduct and document a Transfer Impact Assessment evaluating: (i) the legal
framework of the recipient country; (ii) the supplementary measures in place; and (iii) the
practical enforceability of Data Subject rights in the recipient jurisdiction.

7.15 Personal Data Breach Management

7.15.1 Breach Detection & Classification

The Provider has established procedures, governed by the IT Department, to detect, classify, and
respond to Personal Data breaches. The Provider’s SIEM and AlOps tooling provides automated
anomaly detection; all alerts classified as potential Personal Data breaches are immediately escalated

to the DPO.

Breaches are classified by severity:

Severity | Criteria

Critical High risk to rights and

freedoms of Data Subjects;

large-scale breach;
sensitive data categories
affected

High Material risk to rights and
freedoms; limited-scale
breach; standard Personal

Data categories

Medium Low risk; containment
achieved quickly; limited

data exposure

Low Negligible risk; no actual
exposure of Personal Data

7.15.2 Breach Notification Procedure

Notification Timeline

Provider - Controller:

<24 hrs

Controller - Authority:
<72 hrs

Controller - Data Subjects:
without undue delay

Provider - Controller:
<48 hrs

Controller - Authority:
<72 hrs

Provider - Controller:
<72 hrs

Controller - Authority: at
Controller’s discretion

Provider - Controller:
monthly summary report

Example

Database exfiltration;
ransomware encrypting
HR/payroll data; credential
compromise of admin accounts

Unauthorised access to project-
contact data; email misdirection
containing Personal Data

Failed brute-force attempt
contained by lockout; exposure of
non-sensitive metadata

Anomalous login pattern with no
data access; policy-violation alert
triggered by false positive

The Provider shall notify the Customer (as Controller) of any confirmed or suspected Personal Data

breach as follows:

(a) Initial notification: Within the timeframes specified in §7.15.1, the Provider shall notify the
Customer’s designated DPO/privacy lead via the primary communication channel (email to
designated address, followed by telephone confirmation for Critical and High severity
breaches). The initial notification shall include: (i) nature of the breach; (ii) categories and
approximate number of Data Subjects affected; (iii) categories and approximate number of
records concerned; (iv) likely consequences; and (v) measures taken or proposed to mitigate

adverse effects.
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(b) Follow-up reporting: Where the full details are not available at the time of the initial
notification, the Provider shall provide information in phases without undue delay as it
becomes available (GDPR Art. 33(4)).

(c) Root-cause analysis: The Provider shall deliver a full root-cause analysis report to the
Customer within fifteen (15) business days of breach containment, including: timeline of
events, affected systems and data, root cause, containment actions, remediation measures,
and recommendations to prevent recurrence.

(d) Regulatory cooperation: The Provider shall assist the Customer in: (i) notifying the competent
supervisory authority (GDPR Art. 33, UAE PDPL Art. 28); and (ii) communicating the breach to
affected Data Subjects where required (GDPR Art. 34). The Provider shall not communicate
directly with the supervisory authority or Data Subjects regarding Customer data without the
Customer’s prior written consent, unless required by law.

7.15.3 Breach Response Drill

The Provider and Customer shall conduct a joint Personal Data breach-response drill at least annually,
simulating a Critical-severity breach scenario. The drill shall test: (i) detection-to-notification
timelines; (ii) communication-channel effectiveness; (iii) containment-procedure execution; and
(iv) regulatory-notification readiness. Findings from each drill shall be documented and incorporated
into process improvements.

7.16 Al-Specific Data Protection

The Provider’s use of artificial-intelligence components within the Platform (including Al-assisted
transcription, AlOps, predictive analytics, and contextual in-app guidance) is subject to the following
data-protection controls, aligned with the EU Al Act (Regulation (EU) 2024/1689) and the NIST Al RMF:

(a) No cross-tenant training: Customer data is never used to train Al models that serve other
customers or improve the Provider’s general-purpose Al capabilities. Each Customer’s Al-
generated outputs (e.g., transcription models, predictive analytics) are trained and scoped
exclusively to that Customer’s data within their dedicated sovereign environment.

(b) Data minimisation in Al: Al components process the minimum Personal Data necessary to
deliver their function. Where possible, data is pseudonymised or anonymised before Al
processing.

(c) Automated decision-making: The Platform does not make decisions based solely on
automated processing that produce legal effects or similarly significant effects on Data
Subjects (GDPR Art. 22) unless: (i) the Customer explicitly configures such processing; (ii) the
Customer ensures a lawful basis (consent, contract necessity, or Member State law); and
(iii) human review is available.

(d) Al transparency: The Provider documents the purpose, data inputs, logic, and output scope
of each Al component in the Platform’s technical documentation. This documentation is
available to the Customer for DPIA purposes (§7.10) and regulatory inspection.

(e) Bias monitoring: Where Al components process Personal Data that includes special categories
(e.g., ethnicity, nationality in HRMS modules), the Provider implements bias-monitoring
checks and reports findings to the Customer as part of the quarterly self-assessment (§7.11.2).

7.17 Process Register

The following table enumerates the contractual and operational processes governed by this chapter.
Each process is assigned a unique identifier, trigger condition, responsible handler, approver, expected
outcome, and cross-reference to the governing section.
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Process
Trigger Handler Approver Outcome Section
m Name &8 °P _

P-7.01 DPA Agreement Provider Customer  Signed DPA annexing §7.5
Execution signing or DPO DPO Art. 28 obligations
renewal
P-7.02 Sub- New or Provider Customer  30-day advance notice §7.6
Processor replacement Ops DPO with objection window
Notification ~ Sub-Processor
identified
P-7.03 Sub- Customer Provider Both Alternative Sub- §7.6(b)
Processor objects to Sub- DPO Parties Processor or service
Objection Processor termination option
Resolution
P-7.04 Data Subject  Data Subject Customer  Customer  Structured report §7.9
Access submits request  DPO DPO delivered within 30 days
Request to Controller
(DSAR)
P-7.05 Data Subject  Data Subject Provider Customer Anonymisation/deletion §7.9
Erasure exercises rightto Ops + DPO with legal-hold check
Request erasure Customer
DPO
P-7.06 DPIA New module, Provider Customer Completed DPIA with §7.10
Initiation feature, or DPO DPO risk register
processing
change triggers
high-risk
threshold
P-7.07 Al-Specific Al component Provider Customer Al DPIA covering bias, §7.10
DPIA processes DPO DPO transparency, Art. 22
Personal Data
P-7.08 Breach SIEM/AIOps Provider Provider Classified breach record; §7.15.1
Detection alert or manual Ops DPO containment initiated
detection of
suspected
breach
P-7.09 Breach Confirmed/susp Provider Provider Notification to Customer  §7.15.2
Notification ected breach DPO DPO within SLA timeline
(Controller) classified >
Medium
P-7.10 Breach Controller Customer  Customer <72-hour notification to §7.15.2
Notification ~ determines DPO DPO supervisory authority
(Authority) authority
notification
required
P-7.11 Root-Cause Breach Provider Provider RCA report within 15 §7.15.2(c
Analysis containment Ops DPO + business days )
completed Customer
DPO
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P-7.12 Breach Annual schedule  Provider Both Drill report with §7.15.3
Response or ad-hoc trigger DPO + Parties improvement actions
Drill Customer
DPO
P-7.13 Data Return  Agreement Provider Customer Data exported in §7.13
on termination/expi  Ops PM machine-readable
Termination ry format within 60 days
P-7.14 Secure Data  Data-return Provider Provider Deletion certificate §7.12
Destruction period expires or  Ops DPO issued within 30 days
deletion
requested
P-7.15 Cross- New transfer Provider Customer Documented TIA with §7.14
Border mechanism or DPO DPO supplementary measures
Transfer destination
Assessment  identified
P-7.16 Privacy Quarterly Provider Provider Compliance report §7.11.2
Audit schedule DPO DPO shared with Customer
(Internal)
P-7.17 Privacy Annual schedule  Customer  Customer Findings report with §7.11.2
Audit or material Auditor DPO remediation timeline
(Customer) breach trigger
P-7.18 Retention Annual schedule  Provider Customer Updated retention §7.12
Policy or regulatory DPO + DPO schedule and automated
Review change Customer enforcement rules
DPO

7.18 Process-Flow Schematic

The following diagram illustrates the data-protection lifecycle from DPA execution through ongoing
compliance monitoring, breach response, and data return on termination.

@ DPA Execution & Lawful Basis > @ RoPA & Privacy-by-Design - @ TOM Implementation

|
v

@ DPIA (incl. Al DPIA) - @ Ongoing Processing & Monitoring - @ Data Subject Rights Fulfilment

|
v

@ Breach Detection & Response - Audit & Compliance Review - @ Data Return / Destruction

Feedback loop: Stage @ (Data Return/Destruction) feeds back into Stage @ (RoPA) for record-
keeping of destruction activities and Stage (Audit) for post-termination compliance verification.
Stages @—@ operate continuously throughout the Subscription Term with quarterly self-
assessment checkpoints (§7.11.2).
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8 Information Security & Confidentiality

8.1 8.1 Overview & Purpose

This chapter defines the information-security and confidentiality obligations governing the Provider’s
delivery of the ProjectVIEW ERP Platform. It establishes the security architecture, authentication
controls, encryption standards, network defences, vulnerability management procedures, and
confidentiality provisions that protect Customer Data, Platform integrity, and the Provider’s
proprietary intellectual property throughout the Subscription Term.

The Provider’s Information Security Management System (ISMS) is maintained by the IT Department
and is aligned with ISO/IEC 27001:2022. This chapter addresses the technical security controls that
complement the privacy-specific measures described in Chapter 7 (Data Protection & Privacy) and the
operational-support security measures described in Chapter 4 (Service Support & Operations).

DANAQOS Web Enterprise incorporates security mechanisms at every layer of the application stack —
from the presentation tier (web browser) through the application tier (application server) to the data
tier (database server) — ensuring that confidentiality, integrity, and availability (the C.I.A. triad) are
enforced end-to-end within each Customer’s dedicated private sovereign environment.

8.2 Scope
This chapter covers:

(a) Platform application security: Authentication, authorisation, session management, input
validation, and secure-coding practices embedded within the DANAOS Web Framework.

(b) Infrastructure security: Network segmentation, firewall configuration, intrusion detection,
DDoS protection, and Web Application Firewall (WAF) controls applied to each Customer’s
Azure-hosted sovereign environment.

(c) Database security: Access control, encryption (at rest and in transit), audit logging, privilege
management, and connection monitoring for SQL Server database instances.

(d) Operational security: Vulnerability management, penetration testing, patch management,
change-tracking, and security-incident response (non-personal-data incidents; Personal Data
breaches are governed by §7.15).

(e) Source-code security: Intellectual-property protection, secure-development lifecycle, Git-
based version control, and code-review practices governing the Provider’s proprietary
codebase.

(f) Confidentiality obligations: Mutual confidentiality undertakings, information classification,
disclosure restrictions, and survival provisions.

8.3 Security Standards & Frameworks

The Provider’s security programme is built on the following standards, frameworks, and guidance:

m Standard / Framework Application
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SF-01

SF-02

SF-03

SF-04

SF-05

SF-06

SF-07

SF-08

SF-09

ISO/IEC 27001:2022

ISO/IEC 27002:2022

NIST Cybersecurity
Framework (CSF) 2.0

OWASP Top 10 (2021)

OWASP Application Security
Verification Standard (ASVS)
4.0

CIS Microsoft Azure
Foundations Benchmark v2.1

CIS Microsoft SQL Server
2022 Benchmark

NIST SP 800-63B

Microsoft Azure Well-
Architected Framework —
Security Pillar

ISO/IEC 27001:2022

NIST CSF 2.0

OWASP Top 10 (2021)

CIS Azure Foundations Benchmark

NIST SP 800-63B

Azure Well-Architected Framework

8.4 Application Security

Foundation for the ISMS; defines the management system, risk
assessment methodology, Statement of Applicability (SoA), and
continuous improvement cycle.

Reference control set; provides implementation guidance for the
Annex A controls selected in the SoA.

Used to structure the Provider’s security functions: Identify,
Protect, Detect, Respond, Recover, and Govern.

Baseline for web-application security; integrated into the
Provider’s secure-development lifecycle and penetration-testing
scope.

Used for Level 2 verification of authentication, session
management, access control, and input-validation controls.

Hardening baseline for Azure infrastructure; applied to NSGs,
storage accounts, key vaults, and identity configuration.

Hardening baseline for SQL Server database instances; applied to
authentication, authorisation, auditing, and encryption settings.

Digital identity guideline for authentication assurance levels;
informs password-policy and MFA requirements.

Cloud-native security design principles: zero-trust, defence-in-
depth, and least-privilege.

DANAOS ProjectVIEW ERP platform incorporates the following security mechanisms at the application
layer to ensure system confidentiality and integrity. These controls are enforced for every Customer
instance and are configurable by the Customer’s system administrators through the STY (Users & Roles
Management) module.

8.4.1

Authentication Controls

Password

complexity

Inherits Microsoft LDAP authentication
password-value requirements. Enforces
minimum character-class diversity

Configurable Reference

NIST SP 800-63B
§5.1.1

Yes — complexity
rules defined by
Customer admin

(uppercase, lowercase, numeric, special
characters) and prohibits common/breached

passwords.
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Password
expiration

Failed-
authentication
lockout

Password
history

Minimum
password
length

Idle-session
lock

Multi-factor
authentication
(MFA)

Single Sign-On
(SSO)

8.4.2

System administrators define a mandatory
rotation period after which users must alter
their password. Default: 90 days; configurable
per Customer policy.

System administrators define the maximum
number of consecutive failed login attempts
per account, after which the account is locked
for a configurable duration.

Prevents users from reusing any password
value used in the past. System administrators
configure the number of historical passwords
retained.

System administrators define the minimum
length of the password value users may
utilise.

System administrators define the number of
minutes of inactivity after which the
application demands re-authentication (away-
from-keyboard lock screen).

Incorporated Google Authenticator OTP
(TOTP) authentication mandated when login
requests originate outside the intranet.
System administrators define network/IP
ranges considered ‘external’ that trigger MFA.

Supports SSO via Active Directory (SAML 2.0,
OpenlD Connect). Enables centralised
credential management and reduces
password proliferation.

Authorisation & Access Control

Yes — rotation
period in days

Yes — attempt
threshold +
lockout duration

Yes — history
depth (N
passwords)

Yes — minimum
characters

Yes — timeout in
minutes

Yes — network/IP
ranges, MFA
method

Yes — IdP
integration
configuration

ISO 27002 §8.5

OWASP ASVS
221

NIST SP 800-63B

NIST SP 800-63B
§5.1.1

ISO 27002 §8.1

NIST SP 800-63B
AAL2

ISO 27002 §8.5

The Platform’s Users & Roles Management module (STY) enforces granular, role-based access control
(RBAC) at multiple levels:

(a) Module level: Users are granted or denied access to entire modules (e.g., PV_07 HRMS—
Payroll, PV_08 Accounting) based on their role assignment.

(b)

(c)

(d)

(e)

(f)

(8)

8.4.3

Function level: Within a module, individual functions (e.g., create purchase order, approve
invoice, view salary) are independently permissioned.

Field level: Sensitive fields within a record (e.g., salary amount, bank account, national ID) can
be hidden or read-only for specific roles.

Record level: Row-level security restricts visibility based on organisational hierarchy (e.g.,
project managers see only their assigned projects; regional managers see their region).

Segregation of duties: Conflicting-role detection prevents a single user from holding roles that
create separation-of-duties conflicts (e.g., requisition creator and approval authority). The STY
module alerts administrators to detected conflicts and enforces policy-based restrictions.

Unique user IDs: Every user account is assigned a unique identifier. Shared/generic accounts
are prohibited. All actions are traceable to an individual user through the audit trail.

Restricted remote access: System administrators control remote access per user via the
administrator console; access can be allowed or revoked at any time.

Session Security
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(a)

(b)

(c)

8.4.4

(b)

(c)

(d)

Session tokens: Cryptographically random session tokens are generated upon authentication.
Tokens are bound to the user’s IP address and user-agent string to prevent session hijacking.

Session invalidation: Sessions are invalidated upon: password change, account suspension,
explicit logout, or idle-timeout expiry.

Concurrent-session control: Configurable limits on concurrent active sessions per user
account. Default: single active session per user (last-login-wins policy).

Input Validation & Output Encoding

Server-side validation: All user-supplied input is validated on the server side using whitelist-
based validation. Client-side validation is treated as a usability enhancement only, never as a
security control.

Parameterised queries: All database interactions use parameterised queries (prepared
statements) to prevent SQL injection. Dynamic SQL construction from user input is prohibited
by the Provider’s secure-coding standard.

Output encoding: All data rendered to the browser is contextually encoded (HTML, JavaScript,
URL, CSS encoding as appropriate) to prevent cross-site scripting (XSS).

Content Security Policy (CSP): HTTP response headers include a strict Content Security Policy
to mitigate XSS and data-injection attacks.

8.5 Infrastructure Security

Each Customer’s ProjectVIEW ERP instance is deployed within a dedicated private sovereign
environment on Microsoft Azure. The infrastructure security controls described below are applied
per-tenant and are aligned with the CIS Azure Foundations Benchmark and the Azure Well-Architected
Security Pillar.

8.5.1
(a)

(b)

(c)

(d)

(e)

(f)

8.5.2

Network Security

Network Security Groups (NSGs): Each virtual machine is protected by NSGs that provide
stateful firewall functionality with explicit allow/deny rules. Default policy: deny-all inbound;
allow only required service ports.

Web Application Firewall (WAF): Azure WAF is deployed in front of the application tier to
protect against OWASP Top 10 threats, including SQL injection, XSS, CSRF, and request-
smuggling attacks.

DDoS Protection: Azure DDoS Protection Standard is enabled for all Customer environments,
providing volumetric, protocol, and application-layer attack mitigation with automatic
detection and inline remediation.

Network segmentation: The data tier, application tier, and management tier are deployed in
separate subnets with inter-tier traffic controlled by NSG rules. The database subnet is not
directly accessible from the internet.

VPN & private connectivity: Where the Customer requires site-to-site connectivity (e.g.,
integration with on-premises Active Directory), Azure VPN Gateway or ExpressRoute is
provisioned with IPSec/IKEv2 encryption.

DNS security: Azure Private DNS zones are used to prevent DNS-based data exfiltration. Public
DNS records are protected with DNSSEC where supported by the registrar.

Compute Security
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(a)

(b)

(d)

8.5.3
(a)

(b)

(c)

Operating system hardening: All virtual machines run Microsoft Windows Server 2022,
hardened per CIS Windows Server 2022 Benchmark. Unnecessary services, ports, and features
are disabled.

Patch management: Security patches are applied within: (i) seventy-two (72) hours for
Critical/High CVEs; (ii) thirty (30) calendar days for Medium CVEs; (iii) next maintenance
window for Low CVEs. Patches are tested in the Staging Environment before production
deployment.

Anti-malware: Cloud-native endpoint protection (Microsoft Defender for Cloud) is enabled on
all virtual machines with real-time scanning, behavioural analysis, and automatic remediation.

Host-based intrusion detection: Azure Security Centre monitors file-integrity, suspicious
process execution, and anomalous system calls on all VMs.

Identity & Secrets Management

Azure Key Vault: All cryptographic keys, certificates, connection strings, and service
credentials are stored in Azure Key Vault with access controlled by Azure RBAC and Key Vault
access policies.

Managed identities: Azure Managed Identities are used for service-to-service authentication
where possible, eliminating the need for stored credentials in application configuration.

Secret rotation: Automated secret-rotation policies are enforced for all service-account
credentials and API keys. Maximum rotation period: ninety (90) calendar days.

8.6 Database Security

The Platform’s data tier runs on Microsoft SQL Server 2022 (Standard or Enterprise Edition) deployed
on Microsoft Windows Server 2022. The following database-specific security controls are applied,
aligned with the CIS SQL Server 2022 Benchmark:

8.6.1
(a)

(b)

(c)

(d)

(e)

8.6.2

Access & Authentication

Database authentication: SQL Server uses Windows Authentication mode (integrated with
Active Directory) as the primary authentication method. Mixed-mode authentication is
disabled unless explicitly required and approved by the Customer.

Application passwords: Application-level database credentials use strong passwords
compliant with the password-composition policy and are rotated per the secret-rotation
schedule (§8.5.3).

Default accounts: All default system accounts (e.g., ‘sa’) are properly secured by the DBA:
default passwords are changed immediately upon provisioning; unnecessary default accounts
are disabled or dropped.

Connection control: Connections to the database instances are controlled and monitored.
Only authorised application-layer services and designated DBA personnel may establish
connections. Connection strings are stored in Azure Key Vault (§8.5.3).

Ability to connect: Network-level controls restrict database connectivity to the application-
tier subnet and authorised management endpoints only. Direct internet connectivity to the
database is prohibited.

Privilege Management

Minimum permissions & roles: Database user accounts are provisioned with the minimum
permissions and roles necessary for their function. The principle of least privilege is enforced
and periodically reviewed.
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(b)

(c)

(d)

8.6.3
(a)

(b)

(c)

8.6.4

(b)

(c)

(d)

System privileges: All ‘system’ privileges are removed from user accounts unless explicitly
required and approved. Privileged operations require a separate, dedicated DBA account with
MFA.

Segregation of duties: Database administration privileges are segregated from application-
development privileges. Developers do not have production database access.

Privilege review: Quarterly review of database privilege assignments; unused or excessive
privileges are revoked. Review results are documented and available for audit (§7.11).

Encryption

Transparent Data Encryption (TDE): TDE is enabled on all production and staging database
instances, encrypting data files, log files, and tempdb using AES-256 encryption. TDE
certificates are backed up and stored in Azure Key Vault.

Backup encryption: All database backups (full, differential, and transaction-log) are encrypted
using AES-256 with Customer-specific encryption keys managed through Azure Key Vault.

Column-level encryption: Where required by the Customer’s data-classification policy,
column-level encryption (Always Encrypted) is available for highly sensitive fields (e.g.,
national IDs, bank account numbers).

Auditing & Logging

Audit logging: SQL Server Audit captures: (i)all DDL operations (schema changes);
(ii) privileged-user activity; (iii) failed authentication attempts; (iv) data-export and bulk-copy
operations; (v) permission changes. Audit logs are written to a tamper-evident store.

Logging retention: Database audit logs are retained for a minimum of twelve (12) months
online and twenty-four (24) months in archival storage. Retention meets regulatory
requirements under GDPR, UAE PDPL, and applicable industry standards.

Change tracking: SQL Server Change Tracking and Change Data Capture (CDC) are enabled to
provide a complete inventory of data modifications for compliance and audit purposes.

DBA remote access: Remote database administration is restricted to named individuals via
encrypted channels with multi-factor authentication. All DBA sessions are logged with full
command-level audit trail (§7.8.3).

8.7 Vulnerability Management

The Provider operates a continuous vulnerability management programme aligned with NIST CSF
Identify (ID.RA) and Protect (PR.IP) functions:

8.7.1

Assessment Schedule

Assessment Type Scope Standard / Tool

Automated Weekly All Azure VMs, NSGs, storage Microsoft Defender for Cloud +
vulnerability scan accounts, Key Vaults third-party scanner
(infrastructure)

Automated Weekly (on  DANAQOS Web Framework SAST + DAST integrated into
vulnerability scan every codebase; OWASP Top 10 + CI/CD pipeline
(application) build) SANS CWE 25
Dependency / On every Third-party libraries, Software Composition Analysis
supply-chain scan build + NuGet/npm packages, (SCA) tool

daily container images
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Penetration test Annually
(external)
Penetration test Annually

(internal / red team)

Configuration Monthly
compliance scan

8.7.2 Remediation Timelines

Public-facing attack surface; Certified third-party penetration-
authentication bypass, testing firm

privilege escalation, data

exfiltration

Lateral movement, privilege Provider security team or certified
escalation, insider-threat third party

scenarios

CIS Benchmark compliance for CIS-CAT Pro or equivalent
Azure, Windows Server, SQL
Server

CVSS Severity Score Range Remediation SLA m

Critical 9.0-10.0
High 7.0-8.9
Medium 4.0-6.9
Low 0.1-3.9

<72 hours Immediate escalation to CISO; Customer

notification within 24 hours if Customer-facing

<30 calendar days Escalation to security lead; included in next
patch cycle

<90 calendar days Tracked in vulnerability register; scheduled
remediation

Next major release Documented; remediated as part of ongoing
hardening

Zero-day vulnerabilities: For actively exploited zero-day vulnerabilities affecting the Platform’s
technology stack, the Provider shall apply emergency mitigation measures (e.g., WAF rules, network
isolation, virtual patching) within twenty-four (24) hours, with a permanent patch following the Critical

remediation SLA.

8.8 Security Monitoring & Incident Response

8.8.1 Monitoring

The Provider operates a 24/7 security-monitoring capability using the following components:

(a) SIEM: Cloud-native Security Information and Event Management (Microsoft Sentinel)
aggregates logs from all infrastructure, application, and database layers. Correlation rules and
machine-learning detections identify anomalous patterns.

(b) AlOps: Al-driven operations tooling provides predictive anomaly detection on performance
metrics, authentication patterns, and data-access volumes, enabling early identification of
security-relevant deviations before they escalate to incidents.

(c) Threat intelligence: SIEM integrates real-time threat-intelligence feeds (Microsoft Threat
Intelligence, industry-specific 10Cs) to detect known attack signatures and indicators of

compromise.

(d) User and Entity Behaviour Analytics (UEBA): Baseline behaviour profiles are established for
users and service accounts. Deviations (e.g., anomalous login locations, unusual data-access
patterns, privilege-escalation attempts) trigger automated alerts.
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8.8.2  Security Incident Response

Security incidents that do not involve Personal Data are managed under this section. Personal Data
breaches are governed by §7.15. Where an incident is later classified as involving Personal Data, the
§7.15 breach-notification procedures apply in addition to the measures below.

Detection & SIEM/AIOps alert triggered - SOC analyst validates > Real-time

Triage incident classified by severity - assigned to responder

Containment Isolate affected systems; block IOCs at perimeter; revoke <60 minutes (Critical); <4
compromised credentials; preserve forensic evidence hours (High)

Eradication Remove threat actor presence; patch exploited Concurrent with
vulnerability; rebuild compromised components from containment

known-good images

Recovery Restore services from clean backups; validate integrity; re- Per RTO targets (§3.4)
enable network connectivity; confirm no residual
indicators

Post-Incident Root-cause analysis; lessons-learned documentation; <15 business days post-

Review control improvements; Customer notification (if containment
applicable)

8.8.3  Customer Notification

The Provider shall notify the Customer of security incidents that: (i) result in actual or suspected
unauthorised access to Customer Data; (ii) materially affect Platform availability or integrity; or
(iii) involve law-enforcement engagement related to the Customer’s environment. Notification shall
occur within the timelines aligned with the incident severity and the breach-notification SLAs defined
in §7.15.1.

8.9 Secure Development Lifecycle (SDLC)

The Provider follows a secure SDLC aligned with OWASP’s Software Assurance Maturity Model
(SAMM) and Microsoft’s Security Development Lifecycle (SDL):

(a) Threat modelling: New features and significant changes undergo threat modelling during
design. STRIDE methodology is used to identify threats; DREAD is used to prioritise risk.

(b) Secure-coding standards: Developers follow the Provider’s secure-coding standard (based on
OWASP Secure Coding Practices) covering input validation, output encoding, authentication,
session management, error handling, and cryptography.

(c) Static Application Security Testing (SAST): Automated SAST runs on every code commit.
Findings of High/Critical severity block the build until resolved.

(d) Dynamic Application Security Testing (DAST): DAST is executed against the Staging
Environment before every production deployment. The scan targets the OWASP Top 10 and
ASVS Level 2 controls.

(e) Software Composition Analysis (SCA): All third-party dependencies are scanned for known
vulnerabilities (CVEs) and licence compliance on every build. Components with unpatched
Critical/High CVEs are blocked.
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(f)

(8)

Code review: All production code changes require peer review and approval before merge to
the Master branch. Security-sensitive changes (authentication, cryptography, access-control
logic) require review by a designated security champion.

Version control: Git-based version control with Master/Client/Working branch model (§4.7).
All commits are signed and traceable to individual developers. Force-push to Master is
prohibited.

8.10 Source Code Protection

The Provider’s source code constitutes proprietary intellectual property and is subject to the
following protections:

(a)

(b)

(c)

(d)

(e)

Access restriction: Source code repositories are accessible only to authorised Provider
development personnel. Customer personnel do not have access to source code unless a
separate source-code escrow agreement is executed.

Source-code escrow: Upon Customer request, the Provider shall enter into a source-code
escrow agreement with a reputable third-party escrow agent. Release conditions typically
include: Provider insolvency, material breach of this Framework, or discontinuation of the
Platform without an adequate successor product.

Thin-client architecture: The Platform operates as a thin-client web application. No
proprietary source code, compiled binaries, or application logic is distributed to Client devices.
All application processing occurs server-side within the Customer’s sovereign environment.

Obfuscation: Client-side JavaScript and CSS delivered to the browser are minified and
obfuscated. Source maps are not exposed in production deployments.

No open-source obligation: The Provider ensures that the use of open-source components
does not create an obligation to disclose proprietary source code (e.g., copyleft licence
contamination). All open-source components are vetted for licence compatibility before
adoption.

8.11 Confidentiality Obligations

8.11.1

Information Classification

All information exchanged between the Parties is classified according to the following scheme:

Classification Definition Handling Requirements

STRICTLY Customer Data, source code, Encrypted at rest and in transit; access

CONFIDENTIAL security configurations, encryption restricted to named individuals on a need-to-
keys, penetration-test reports, know basis; no disclosure to third parties

vulnerability reports
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without written consent; deletion/return on
termination (§7.13)

CONFIDENTIAL Commercial terms, pricing, project Protected from unauthorised disclosure;
plans, architectural diagrams, shared only with authorised personnel;
process documentation, training marked ‘CONFIDENTIAL” when distributed;
materials encrypted in transit

INTERNAL Provider internal procedures, non- Not shared externally; standard access
sensitive operational controls; no public disclosure

PUBLIC

8.11.2

documentation

Marketing materials, published No handling restrictions; may be freely
product documentation, publicly distributed
available certifications

Mutual Confidentiality Undertakings

Each Party undertakes to the other that it shall:

(a)

(b)

(c)

(d)

(e)

8.11.3

Keep confidential all Confidential Information of the disclosing Party and not disclose it to any
third party without the prior written consent of the disclosing Party.

Use the Confidential Information solely for the purpose of performing its obligations or
exercising its rights under this Framework.

Restrict disclosure of Confidential Information to those of its employees, agents, or sub-
processors who need to know the information for the purposes of this Framework and who
are bound by confidentiality obligations no less restrictive than those contained herein.

Apply the same degree of care to protect the Confidential Information of the disclosing Party
as it applies to its own confidential information, but in no event less than reasonable care.

Promptly notify the disclosing Party of any actual or suspected unauthorised disclosure or use
of Confidential Information.

Exclusions

The confidentiality obligations shall not apply to information that:

(a)
(b)

8.11.4

Is or becomes publicly available through no fault of the receiving Party.

Was already known to the receiving Party at the time of disclosure, as demonstrated by
written records.

Is independently developed by the receiving Party without reference to the Confidential
Information.

Is lawfully obtained from a third party without restriction on disclosure.

Is required to be disclosed by applicable law, regulation, or court order, provided that the
receiving Party gives prompt written notice to the disclosing Party (to the extent legally
permissible) and cooperates in any effort to obtain protective treatment.

Survival

The confidentiality obligations set out in this section shall survive termination or expiry of this
Framework for a period of five (5) years, except with respect to trade secrets, which shall be protected
for as long as they remain trade secrets under applicable law.

8.12 Access Removal

8.12.1

Systems Access Removal
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When a Provider employee’s role changes or their employment terminates, all systems access is
removed within:

(a) Involuntary termination or security concern: Immediate revocation (within 1 hour) of all
system credentials, VPN access, Key Vault permissions, and physical-facility access.

(b) Planned departure: Access is revoked on the last working day. All Provider-owned devices are
returned and wiped.

(c) Role change: Access is adjusted within one (1) business day to reflect the new role’s privilege
requirements. Excess privileges from the prior role are removed.

8.12.2 Application Access Removal

When a Customer end-user’s role changes or they leave the Customer’s organisation:

(a) Customer responsibility: The Customer’s system administrator (or Champion) is responsible
for disabling or modifying user accounts within the STY module.

(b) Provider support: Where the Customer requires Provider assistance (e.g., bulk-deactivation,
emergency lockout), a P2 service request (§4.3) shall be raised and processed within the
applicable SLA.

(c) Dormant-account detection: The Platform flags accounts with no login activity for more than
ninety (90) calendar days. Flagged accounts are reported to the Customer administrator for
review and potential deactivation.

8.13 Process Register

The following table enumerates the contractual and operational processes governed by this chapter.
Each process is assigned a unique identifier, trigger condition, responsible handler, approver, expected
outcome, and cross-reference to the governing section.

Proc-ID Process Trigger Handler Approver Outcome Section
Name
P-8.01 ISMS Risk Annual Provider Provider Updated risk §8.3
Assessment schedule or CISO/IT Management register and SoA
significant Dept
change
P-8.02 Authenticati  Regulatory Provider IT  Provider CISO  Updated §8.4.1
on Policy change, Dept authentication
Update security controls in STY
incident, or module
annual review
P-8.03 Access- Quarterly Provider IT  Customer PM  Privilege §8.4.2
Control schedule Dept + reconciliation
Review Customer report; excess

Admin privileges revoked
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P-8.04

P-8.05

P-8.06

P-8.07

P-8.08

P-8.09

P-8.10

P-8.11

P-8.12

P-8.13

P-8.14

P-8.15

P-8.16

NSG /
Firewall Rule
Change

Patch
Deployment

Database
Privilege
Review

Encryption
Key Rotation

Vulnerability
Scan
(Infrastructu
re)

Vulnerability
Scan
(Application)

Penetration
Test

Vulnerability
Remediation

Security
Incident
Response

Threat-
Model
Review

Code
Security
Review

Source-Code
Escrow
Update

Information
Classificatio
n Review

Change
request or
security
incident

Vendor patch
release or
zero-day
disclosure

Quarterly
schedule

Rotation
schedule
(max 90 days)
or key
compromise

Weekly
schedule

Every build +
weekly

Annual
schedule

New finding
classified >
Medium

SIEM/AIOps
alert or
manual
detection

New feature
or significant
change

Pull request
targeting
Master
branch

New major
release or
Customer
request

Annual
schedule or
new
information

type
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Provider
Cloud Ops

Provider
Cloud Ops

Provider
DBA

Provider
Cloud Ops

Provider
Cloud Ops

Provider
Dev/
Security

Third-party
tester

Provider
Dev / Cloud
Ops

Provider
SOC

Provider
Security
Champion

Peer
reviewer +
Security
Champion

Provider
Legal / Dev

Provider
DPO + CISO

Provider CISO

Provider CISO

Provider CISO

Provider CISO

Provider CISO

Provider CISO

Provider CISO
+ Customer
PM

Provider CISO

Provider CISO

Provider CISO

Provider Dev
Lead

Customer PM

Provider
Management

Updated firewall
rules; change-log
entry; rollback
capability

Patched systems
within remediation
SLA; test evidence

Reviewed privilege
assignments;
revoked excess

Rotated keys;
updated Key Vault
references

Scan report; new
findings triaged
and prioritised

SAST/DAST/SCA
findings;
Critical/High
blocked

Pen-test report
with findings and
remediation plan

Remediation
within CVSS-based
SLA

Incident
contained; RCA
delivered within
15 BDs

Updated threat
model; identified
risks mitigated

Approved merge;
SAST findings
resolved

Updated escrow
deposit with
current release

Updated
classification
register

§8.5.1

§8.5.2

§8.6.2

§8.5.3

§8.7.1

§8.7.1

§8.7.1

§8.7.2

§8.8.2

§8.9

§8.9

§8.10

§8.11.1
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P-8.17 Provider Employment Provider Provider CISO  Access revoked §8.12.1
Staff Access termination HR +IT within SLA; device
Removal or role Dept wiped
change
P-8.18 Dormant 90-day Customer Customer PM  Account §8.12.2
Account inactivity flag ~ Admin / deactivated or
Review Champion exception
documented

8.14 Process-Flow Schematic

The following diagram illustrates the information-security lifecycle from risk assessment through
continuous monitoring and incident response.

@ ISMS Risk Assessment - @ Security Architecture & Controls - @ Secure Development & Deployment
|

v

(@ Vulnerability Management - (5) Continuous Monitoring (SIEM / AlOps) - (6) Access Control & Reviews
|

v

@ Incident Detection & Response - Post-Incident Review & Improvement - @ Compliance Audit &
Certification

Continuous loop: Stage @ (Audit & Certification) feeds back into Stage @ (Risk Assessment) through
the ISMS continuous improvement cycle (Plan—-Do—Check—Act). Stages @—@ operate continuously
with weekly automated scans and real-time SIEM monitoring. Annual penetration tests and
certification audits provide independent assurance.
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9 Business Continuity & Disaster Recovery

9.1 Overview & Purpose

This chapter defines the business-continuity and disaster-recovery (BCDR) obligations governing the
Provider’s delivery of the ProjectVIEW ERP Platform. It establishes the backup strategy, replication
architecture, failover procedures, recovery-time objectives, data-redundancy commitments, and
continuity-planning requirements that ensure Customer Data remains available, durable, and
recoverable throughout the Subscription Term.

The Provider’s Business Continuity Management System (BCMS) is aligned with ISO 22301:2019
(Security and Resilience — Business Continuity Management Systems) and draws upon the NIST SP
800-34 Rev. 1 (Contingency Planning Guide for Federal Information Systems) and the Microsoft Cloud
Enterprise Business Continuity Management (EBCM) Programme. This chapter complements the
availability commitments defined in Chapter 3 (Service Level Agreement), the infrastructure-security
controls described in Chapter 8 (Information Security & Confidentiality), and the data-protection
provisions of Chapter 7 (Data Protection & Privacy).

Each Customer’s dedicated private sovereign environment is provisioned with defence-in-depth
continuity controls spanning compute, database, storage, and network tiers — ensuring that no single
point of failure can result in data loss or extended service interruption beyond the contracted
Recovery Point Objective (RPO) and Recovery Time Objective (RTO).

9.2 Scope
This chapter covers:

(a) Recovery objectives: Contractually binding RPO and RTO commitments for all tiers of the
Platform.

(b) Backup management: Backup schedules, retention periods, integrity verification, and
restoration procedures for virtual machines, databases, and application artefacts.

(c) Data redundancy & replication: Azure Storage replication options (LRS, ZRS, GRS), database
read-replicas, and geo-redundant failover architecture.

(d) Disaster recovery: Failover procedures, secondary-region activation, communication
protocols, and service-restoration workflows.

(e) Business continuity planning: Business Impact Analysis (BIA), continuity plan maintenance,
DR drill schedules, and post-incident review procedures.

(f) Data ownership & portability: Customer data-ownership rights, data-export mechanisms,
records-management obligations, and e-discovery support.

(g) Roles & responsibilities: RACI allocation across Provider and Customer organisations for all
BCDR activities.

This chapter does not cover application-level security controls (see Chapter 8), personal-data
processing (see Chapter 7), or operational-support workflows (see Chapter 4).

9.3 Standards & Framework Alignment

The Provider’s BCDR programme is aligned with the following internationally recognised standards
and frameworks:
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Standard /
Framework

ISO 22301:2019

ISO 27031:2011

NIST SP 800-34
Rev. 1

Azure EBCM
Programme

Azure Well-
Architected
Framework —
Reliability Pillar

ITIL 4 — Service
Continuity
Management

Business Continuity Management  https://www.iso.org/standard/75106.html
Systems — requirements for

planning, establishing,

implementing, operating,

monitoring, reviewing,

maintaining and continually

improving a BCMS.

Guidelines for Information and https://www.iso.org/standard/44374.html
Communication Technology

Readiness for Business Continuity

(IRBC) — extending I1SO 22301 to

ICT services.

Contingency Planning Guide for https://csrc.nist.gov/publications/detail /sp/800-
Federal Information Systems — 34/rev-1/final

BIA methodology, recovery

strategies, plan testing, and

maintenance.

Microsoft’s Enterprise Business https://learn.microsoft.com/en-
Continuity Management us/compliance/assurance/assurance-bcdr
programme governing Azure

platform resilience, availability

zones, and geo-redundant

infrastructure.
Design principles for resilient https://learn.microsoft.com/en-us/azure/well-
cloud workloads: redundancy, architected/reliability/

fault isolation, self-healing, and
graceful degradation.

IT Service Continuity https://www.axelos.com/certifications/itil-
Management (ITSCM) practice service-management

ensuring agreed service-

continuity levels during and after

a disaster.

9.4 Recovery Objectives

The following contractually binding recovery objectives apply to each Customer’s dedicated private
sovereign environment. These objectives define the maximum tolerable data loss (RPO) and the
maximum tolerable downtime (RTO) for each tier of the Platform:

Recovery Point
Objective (RPO)

Recovery Point
Objective (RPO)

Database Tier (SQL 15 minutes Maximum data loss measured from

Server 2022) the point of failure to the most
recent successful backup or
replication checkpoint.

Virtual Machine Tier 24 hours Maximum data loss for VM-level
state (OS, application binaries,
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configuration). Daily snapshots
ensure RPO < 24h.

Recovery Point File / Blob Storage Tier Near-zero (GRS)  Geo-redundant Storage replication

Objective (RPO) provides asynchronous cross-region
replication with near-zero RPO
under normal conditions.

Recovery Time Database Tier (SQL 4 hours Maximum elapsed time from

Objective (RTO) Server 2022) incident declaration to restored
database availability, including
failover to read-replica if

provisioned.
Recovery Time Full Platform (End-to- 8 hours Maximum elapsed time from
Objective (RTO) End) incident declaration to full Platform

operational status, including
compute, database, networking,
and application verification.

Recovery Time Secondary Region 24 hours Maximum elapsed time for

Objective (RTO) Failover complete failover to secondary
Azure region when primary region is
declared unrecoverable.

Where the Customer has elected the Enhanced DR Option (secondary server with read-only database
replicas and high-frequency replication at up to 15-minute intervals), the database-tier RTO is reduced
to 1 hour as the secondary VM assumes the primary role with minimal data and time loss. The
Enhanced DR Option is subject to additional subscription fees as set out in the applicable Commercial
Contract.

Azure SQL Database Business Continuity Overview

9.5 Backup Management

The Provider maintains a comprehensive backup regime covering all components of each Customer’s
dedicated private sovereign environment. Backup operations are performed using Azure Backup and
native SQL Server backup capabilities.

9.5.1 Backup Schedule & Retention

. Storage

Component Backup Type Frequency Retention AT
SQL Server 2022 Full database Daily 7 days (default); Geo-Redundant
Databases backup extended retention Storage (GRS)

available on request
SQL Server 2022 Transaction log Every 15 72 hours rolling Geo-Redundant
Databases backup minutes Storage (GRS)

(Enhanced DR)

Virtual Machines Azure Backup VM Daily 14 days (default); Geo-Redundant
(Windows Server snapshot customisable up to Storage (GRS)
2022) 99 years via Azure

policy
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Application Git repository Continuous (on Indefinite (full Azure DevOps geo-

Artefacts & (Master + Client every commit) version history) redundant storage

Configuration branches)

Blob / File Storage  Azure Storage Continuous As per Customer GRS (6 copies
replication (synchronous retention policy across 2 regions)

within region)

Azure Key Vault Azure-managed Continuous Indefinite (soft-delete  Geo-redundant by
Secrets & Keys replication + purge protection default
enabled)

Customised higher-frequency backups may be provisioned upon Customer request subject to
additional subscription fees. All backup frequencies and retention periods are documented in the
applicable Backup Schedule Addendum annexed to the Commercial Contract.

Azure Backup Overview

SQL Server Backup to Azure

9.5.2

Backup Integrity Verification

The Provider shall perform the following backup-integrity verification procedures:

(a)

(b)

(d)

Automated checksum validation: Every backup operation generates a cryptographic
checksum (SHA-256). The checksum is verified automatically upon completion and logged in
the backup audit trail.

Monthly restore test: At least once per calendar month, the Provider shall perform a test
restoration of a randomly selected database backup to anisolated environment, verifying data
completeness, referential integrity, and application-layer functionality.

Quarterly full-stack restore drill: At least once per calendar quarter, the Provider shall
perform a complete platform restoration (VM + database + application + configuration) to an
isolated environment, simulating a full disaster-recovery scenario. Results are documented in
the DR Drill Report.

Backup monitoring & alerting: Azure Monitor alerts are configured to notify the Provider’s
Cloud Operations team within 15 minutes of any backup failure, timeout, or integrity-check
failure. Failed backups trigger an automatic retry within 1 hour.

9.6 Data Redundancy & Replication

Each Customer’s dedicated private sovereign environment leverages Azure’s multi-layered data-
redundancy architecture to protect against hardware failure, facility failure, and regional disaster:

Option

Locally 3 copies  1region, 1 facility 11 nines Default for non-critical
Redundant (99.999999999%) temporary storage within a
Storage (LRS) single data-centre.
Zone-Redundant 3 copies 1region, 2-3 12 nines Protection against single
Storage (ZRS) availability zones availability-zone failure

within a region. Used for
application configuration
stores.
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Geo-Redundant 6 copies 2 regions (primary + 16 nines Default for all Customer
Storage (GRS) secondary, hundreds Data. Provides cross-region
of km apart) durability with automatic

failover capability.

Read-Access Geo- 6 copies 2 regions with read 16 nines Available upon Customer
Redundant access to secondary election for read-only access
Storage (RA-GRS) to replicated data during

primary-region outage.

By default, each Customer’s Azure Storage account is provisioned with Geo-Redundant Storage (GRS),
maintaining six copies of Customer Data — three within the primary Azure region and three within a
geographically paired secondary region. In the event of a primary-region failure, Azure Storage
automatically fails over to the secondary region, ensuring data durability without manual intervention.

Azure Storage Redundancy

9.6.1 Database Replication

SQL Server 2022 databases within each Customer’s environment support the following replication
configurations:

(a) Standard configuration: Daily full backups with 7-day retention, stored in GRS. Transaction
logs are backed up according to the configured schedule (default: hourly; Enhanced DR: every
15 minutes).

(b) Enhanced DR configuration (optional): A secondary SQL Server instance is provisioned with
read-only replicas of all Customer databases. High-frequency log shipping (up to 15-minute
intervals) ensures near-real-time data synchronisation. In the event of a primary-server
failure, the secondary server automatically assumes the primary role, providing continuity
with minimal data loss (RPO < 15 minutes) and rapid recovery (RTO < 1 hour).

(c) Data residency compliance: Data replication is constrained to the Customer’s selected
geographic region unless the Customer explicitly authorises cross-region replication in writing.
Data cannot be transmitted outside the selected geographic area without Customer consent,
in compliance with GDPR Article 44 and UAE PDPL Article 22 cross-border transfer
requirements (see Chapter 7, §7.14).

9.7 Disaster Recovery Procedures

The Provider maintains documented disaster-recovery procedures for each tier of the Platform. These
procedures are tested at least quarterly and updated following any material change to the Platform
architecture, Azure service capabilities, or Customer environment configuration.

9.7.1 Incident Classification & Escalation

Disaster-recovery events are classified according to the following severity taxonomy:

DR Severity Description Example Scenarios \ Escalation

DR-1: Critical Complete loss of Azure region-wide outage; Immediate: CTO + Cloud Ops
primary environment primary VM and all backups Lead + Customer Account
— compute, database, corrupted; data-centre Manager. Customer notified
and/or networking fully  destruction. within 30 minutes.

unavailable. No
workaround exists.
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DR-2: Major Partial loss of a critical
tier — service is
degraded but partially
functional, or a single-
tier failure with

workaround available.

DR-3:
Moderate

Non-critical component
failure or performance
degradation that does
not impact core
transactional
processing.

DR-4: Minor Precautionary alert or
near-miss event
requiring investigation
but no immediate

service impact.

9.7.2 Failover Procedures

Primary database server
failure (read-replica
available); VM failure
(backup restorable); storage
account degradation.

Backup job failure;
monitoring agent offline;
secondary-region replication
lag exceeding threshold.

Azure health advisory for
planned maintenance;
storage latency spike
resolved automatically;
failed DR drill component.

Within 1 hour: Cloud Ops Lead
+ DBA. Customer notified
within 2 hours.

Within 4 hours: Cloud Ops
team. Customer notified in
next scheduled status update.

Logged and investigated.
Customer notified only if
escalated to DR-3 or above.

The following failover procedures are executed in sequence upon declaration of a DR-1 or DR-2 event:

m Activity Owner TargeF Success Criteria
Duration

1. Detection Azure Monitor / SIEM Cloud Ops < 15 minutes Alert acknowledged;
alert received and (On-Call) incident ticket created;
acknowledged by Cloud severity classified.
Operations on-call
engineer.

2. Assessment Determine scope of Cloud Ops < 30 minutes Root-cause hypothesis
failure: affected tier(s), Lead + DBA documented; recovery
data integrity status, path selected.
availability of read-
replicas and recent
backups.

3. Customer Notify Customer Account Account <30 min (DR-  Customer acknowledges

Notification Manager and designated Manager 1) receipt; Incident Bridge
Customer contacts via <2 hr (DR-2) convened for DR-1.
agreed communication
channel.

4. Database Activate read-replica DBA + Cloud <1lhr Database online;

Recovery failover (Enhanced DR) or  Ops (Enhanced referential-integrity
restore most recent DR) check passed; RPO
database backup to <4hr verified.
replacement VM. (Standard)

5. Compute Restore VM from Azure Cloud Ops <4 hours VM operational;

Recovery Backup snapshot or application services

provision new VM from
baseline image + apply
latest configuration.
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6. Application
Verification

7.DNS/
Network
Cutover

8. Service
Restoration

9. Post-Incident
Review

9.7.3

Execute automated
smoke tests and manual
validation of core
transactional workflows
(login, data entry,
reporting).

Update DNS records
and/or Azure Traffic
Manager to route traffic
to restored environment.
Verify SSL/TLS certificates.

Declare service restored.
Resume SLA clock. Begin
post-incident monitoring
(heightened alerting for
72 hours).

Conduct Root Cause
Analysis (RCA) within 5
Business Days. Publish
Post-Incident Report (PIR)
to Customer.

Secondary-Region Failover

QA / Cloud
Ops

Cloud Ops

Cloud Ops
Lead

CTO + Cloud
Ops Lead

<1 hour

< 30 minutes

N/A

5 Business
Days

All critical paths pass; no
data corruption
detected.

End-users can connect;
HTTPS verified; latency
within SLA.

Service restored; SLA
metrics resume;
monitoring confirmed.

PIR delivered; corrective
actions assigned; BCDR
plan updated.

Where the primary Azure region is declared unrecoverable by Microsoft or by the Provider’s CTO, the
Provider shall execute a full secondary-region failover to the geographically paired Azure region. This
procedure includes:

(a) GRS failover initiation: Azure Storage automatically fails over to the secondary region. RA-
GRS accounts provide immediate read access to replicated data.

(b) VM re-provisioning: New virtual machines are provisioned in the secondary region from the
most recent Azure Backup vault (cross-region restore enabled).

(c) Database restoration: SQL Server databases are restored from geo-redundant backups or,
where Enhanced DR is provisioned, from the secondary read-replica server in the paired

region.

(d) DNS reconfiguration: Azure Traffic Manager or DNS records are updated to route all Customer
traffic to the secondary-region endpoints.

(e) Validation & declaration: Full application-verification suite is executed prior to declaring
service restored from the secondary region.

The target RTO for a complete secondary-region failover is 24 hours from the point of primary-region
declaration. The Customer shall be kept informed at minimum every 2 hours during the failover
procedure via the agreed communication channel.

Azure Cross-Region Disaster Recovery
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9.8 Business Continuity Planning

9.8.1 Business Impact Analysis (BIA)

The Provider maintains a Business Impact Analysis for the ProjectVIEW ERP Platform that identifies
critical business processes, maps their dependencies on Platform components, and quantifies the
impact of service disruption. The BIA is reviewed and updated:

(a) At least annually as part of the BCMS management review cycle.

(b) Following any material change to the Platform architecture, Azure region configuration, or
Customer deployment topology.

(c) Following any DR-1 or DR-2 incident that reveals gaps in the existing BIA.
The BIA informs the recovery-objective calibration (RPO/RTO), backup-frequency decisions, and
replication-architecture design for each Customer environment.

9.8.2  Business Continuity Plan (BCP)

The Provider’s Business Continuity Plan documents the procedures, roles, communication protocols,
and resource allocations required to maintain or restore Platform services during a disruption. The
BCP includes:

(a) Crisis Management Team (CMT) composition: CTO (Incident Commander), Cloud Operations
Lead, DBA Lead, Customer Account Manager, and Communications Lead.

(b) Communication plan: Predefined templates for Customer notification (initial alert, progress
update, resolution notice, PIR distribution), internal escalation matrices, and vendor-contact
registers (Microsoft Azure Support, domain registrars, SSL providers).

(c) Resourceinventory: Documented inventory of all Azure resources per Customer environment
(VMs, sSQL instances, storage accounts, networking components, Key Vault secrets),
maintained in the CMDB and validated quarterly.

(d) Alternate-site procedures: Step-by-step procedures for activating the secondary Azure
region, including pre-provisioned infrastructure templates (Azure Resource Manager / Bicep)
and automated deployment scripts.

(e) Supplier continuity: Assessment of critical third-party dependencies (Microsoft Azure SLA
commitments, domain registrars, certificate authorities) and contingency measures for each.

9.8.3 DR Drill Programme

The Provider shall conduct regular DR drills to validate the effectiveness of the BCDR plan and ensure
operational readiness:

Tabletop Exercise Quarterly Walk-through of a CMT + Customer Tabletop
hypothetical DR scenario representative Exercise
with the CMT to validate (optional) Report with
decision-making, findings and
communication, and corrective
escalation procedures. actions.

Component Recovery  Monthly Isolated restore of a single Cloud Ops + DBA Recovery Test

Test backup component Log with
(database, VM, or storage) RPO/RTO
to verify recoverability. achieved vs.

target.
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Full-Stack DR Drill Semi- End-to-end platform CMT+QA+DBA+  DRDrill
annually recovery in an isolated Cloud Ops Report with
environment simulating a measured
DR-1 event, including RPO/RTO,
database failover, VM deviations,
restoration, and application and
verification. improvement
actions.
Secondary-Region Annually Complete failover to the CMT + Customer +  Regional
Failover Drill paired secondary Azure Cloud Ops Failover
region with live traffic Report with
redirection (during a pre- measured
agreed maintenance RTO and
window). Customer
sign-off.

All drill results are documented, retained for a minimum of three (3) years, and made available to the
Customer upon written request. Where a drill reveals a deviation from contracted RPO/RTO
objectives, the Provider shall implement corrective actions within thirty (30) calendar days and repeat
the relevant drill to confirm remediation.

9.9 Customer Data Ownership & Portability

The Customer retains sole and exclusive ownership of all Customer Data processed, stored, or
generated within the Platform. The Provider does not inspect, approve, monitor, or claim any
ownership right over Customer Data at any time, whether during the Subscription Term or following
its expiration or termination.

Microsoft, as the underlying infrastructure provider, does not know what kind of data Customers
choose to store in Azure and does not claim data ownership over Customer information entered into
Azure services.

9.9.1 Data Export & Portability

The Provider shall make Customer Data available for export in the following manner:

(a) On-demand export: The Customer may request a full or partial export of Customer Data at
any time during the Subscription Term. The Provider shall deliver the export within two (2)
Business Days of receiving a valid written request, in a machine-readable, industry-standard
format (SQL backup file, CSV, JSON, or XML as agreed).

(b) Termination export: Upon expiration or termination of the Framework, the Provider shall
make all Customer Data available for export within two (2) Business Days of the Customer’s
written request, in accordance with the data-return provisions of Chapter 7, §7.13 (Data
Return on Termination). The overall export window shall remain open for a minimum of sixty
(60) calendar days from the effective date of termination.

(c) Audit & compliance export: The Customer may request audit logs, access logs, and change-
tracking records for compliance purposes. Such exports are provided within two (2) Business
Days of the written request.

9.9.2 Records Management
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The Customer is responsible for identifying its own record-retention requirements in accordance with
applicable law and industry regulation. The Provider supports Customer records-management
obligations by:

(a)

(b)

(c)

9.9.3

Configurable retention policies: The Platform supports configurable data-retention rules at
the application level, allowing the Customer to define retention periods for different record
categories.

Audit-trail preservation: Azure Storage retention policies and SQL Server change tracking
provide an immutable audit trail for all data modifications. Audit records are retained for a
minimum period agreed in the Commercial Contract (default: seven years).

Export for external archival: The Customer may export data and audit reports for external
archival at any time during the Subscription Term. The Provider shall facilitate bulk export in
standard formats upon written request.

Electronic Discovery (e-Discovery)

The Customer is responsible for complying with e-discovery requirements in its use of the Platform.
The Provider shall support Customer e-discovery obligations by:

(a)

(b)

Data preservation holds: Upon written request from the Customer citing a litigation-hold or
regulatory-investigation requirement, the Provider shall place a preservation hold on specified
Customer Data, suspending all automated deletion and retention-policy enforcement for the
affected data sets.

Data export for e-discovery: The Provider shall export and deliver the specified data setsin a
format suitable for e-discovery review (including metadata and audit trails) within two (2)
Business Days of the preservation-hold request.

Chain-of-custody documentation: The Provider shall provide chain-of-custody
documentation for all e-discovery exports, certifying the completeness and integrity of the
exported data.

9.10 Azure Platform Resilience

The Provider leverages the following Azure-native resilience capabilities within each Customer’s
dedicated private sovereign environment:

(a)

(b)

(c)

(d)

(e)

Availability Zones: Where available in the Customer’s selected Azure region, critical resources
(VMs, managed disks, load balancers) are deployed across multiple Availability Zones to
protect against single-zone failure.

Azure Resource Health: Monitors VM health and checks whether resources are running as
expected, detecting known Azure platform problems that affect existing resources. Alerts are
routed to the Cloud Operations team via Azure Monitor.

Azure Backup Vault: Centralised backup management with cross-region restore capability,
soft-delete protection (14 days), and multi-user authorisation for critical backup-deletion
operations.

Azure Resource Locks: CanNotDelete and ReadOnly locks are applied to all production
resources to prevent accidental or malicious deletion or modification of critical infrastructure
components.

Azure DDoS Protection: Standard-tier DDoS protection is enabled on all Customer virtual
networks, providing automatic attack mitigation with real-time telemetry and post-attack
reporting.
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(f)

Azure Key Vault: Encryption keys, secrets, and certificates are stored in Azure Key Vault with
soft-delete and purge-protection enabled, ensuring cryptographic material is recoverable
even in the event of accidental deletion.

Azure Availability Zones Overview

Azure Resource Health Overview

Azure Backup Architecture

9.11 Customer Responsibilities

The Customer acknowledges and agrees to the following responsibilities in support of the BCDR
programme:

(a)

(b)

(d)

(e)

Contact designation: The Customer shall designate and maintain at least two (2) authorised
contacts for DR-related communications, including after-hours emergency contact details.
Contact details shall be updated within five (5) Business Days of any personnel change.

DR drill participation: The Customer shall make reasonable efforts to participate in annual
Secondary-Region Failover Drills and quarterly Tabletop Exercises, providing feedback on
communication effectiveness and business-impact accuracy.

Retention-policy specification: The Customer shall specify its data-retention requirements in
writing during onboarding and update them as needed. The Provider shall configure the
Platform retention policies accordingly.

Data-export validation: Following any data-export operation (on-demand or termination),
the Customer shall verify the completeness and integrity of the exported data within the
agreed validation window. Failure to raise a data-completeness objection within the
validation window shall constitute acceptance of the export.

End-user continuity planning: The Customer is responsible for its own internal business-
continuity planning, including end-user communication, manual-process fallbacks, and
internal-systems dependencies that are outside the scope of the Platform.

9.12 Continuous Improvement

The Provider’s BCDR programme is subject to a continuous-improvement cycle aligned with the Plan-
Do-Check-Act (PDCA) methodology prescribed by ISO 22301:2019:

(a)

(b)

(c)

(d)

Plan: Annual BIA review, recovery-objective calibration, and BCDR plan update based on
changes to the Platform, Azure capabilities, and Customer requirements.

Do: Execution of backup schedules, replication configurations, and DR drill programme as
defined in this chapter.

Check: Monitoring of backup success rates, DR drill results (measured RPO/RTO vs. target),
post-incident reviews, and Customer feedback.

Act: Implementation of corrective actions, architecture improvements, and procedure
refinements identified through the Check phase. All improvements are tracked in the BCDR
Improvement Register and reported in the quarterly Service Review meeting (see Chapter 4,
§4.12).

9.13 Lifetime Software Warranty
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The Provider warrants that the Platform shall, for the entire duration of the Subscription Term and
any renewal thereof (the “Warranty Period”):

(a) Conformance: perform materially in accordance with the specifications, functionality, and
service levels described in this Framework and the applicable Commercial Contract;

(b) Defect Remediation: be free from material defects that prevent the Customer from using the
Platform for its intended business purposes. Any confirmed defect shall be remediated by the
Provider at no additional cost to the Customer within the applicable SLA response and
resolution targets defined in Chapter 3;

(c) Version Currency: remain on a currently supported and maintained technology stack. The
Provider shall proactively upgrade all underlying COTS components (database engine,
application framework, operating system, middleware) to vendor-supported versions within
the release cycle defined in Section 4.7;

(d) Security Maintenance: receive continuous security patching throughout the Warranty Period,
including Critical and High vulnerability remediation within the timelines specified in
Chapter 8;

(e) No Degradation: maintain performance characteristics that meet or exceed the SLO and
recovery-objective targets (RPO/RTO) defined in this Framework. The Provider shall not
introduce changes that materially degrade Platform performance without Customer approval.

This warranty is a lifetime warranty co-extensive with the Customer’s active Subscription. It does not
expire, reduce in scope, or require separate renewal. The warranty survives version transitions under
Chapter 10 and applies equally to the successor version from its General Availability date.

Exclusions: The warranty does not cover defects arising from (i) Customer modifications to the
Platform outside the Provider’s change management process; (ii) use of the Platform in a manner
inconsistent with its documentation; (iii) third-party software or hardware not supplied or approved
by the Provider; or (iv) Force Majeure Events.

9.14 Source Code Escrow

To provide the Customer with long-term continuity assurance, the Provider shall maintain a source
code escrow arrangement as follows:

9.14.1 Escrow Deposit

(a) Escrow Agent: The Provider shall appoint a reputable, independent third-party escrow agent
(the “Escrow Agent”) to hold the Platform’s source code. The identity of the Escrow Agent
shall be disclosed to the Customer upon request.

(b) Deposit Contents: The escrow deposit shall include: (i) the complete source code of the
Platform; (ii) build scripts and compilation instructions; (iii) database schemas and migration
scripts; (iv) third-party dependency manifests and licence documentation; (v) system
architecture documentation; and (vi) deployment procedures sufficient to enable a
competent software professional to compile, deploy, and operate the Platform.

(c) Update Frequency: The escrow deposit shall be updated within thirty (30) days of each major
version release (Upgrade) and at least once per calendar quarter for incremental releases
(Updates).

(d) Verification: The Escrow Agent shall perform an annual verification of the deposit to confirm
completeness and buildability. A summary verification certificate shall be provided to the
Customer upon request.

9.14.2 Release Conditions
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The Escrow Agent shall release the escrowed source code to the Customer upon the occurrence of
any of the following release conditions:

(a) Insolvency: The Provider enters into liquidation, administration, receivership, or any
analogous insolvency proceeding in any jurisdiction;

(b) Cessation of Business: The Provider ceases to carry on business or substantially all of its
business;

(c) Material Breach: The Provider commits a material breach of this Framework that remains
unremedied for sixty (60) days following written notice from the Customer;

(d) Discontinuation: The Provider permanently discontinues the Platform without providing a
commercially reasonable successor product or transition path.

9.14.3 Customer Rights Upon Release

Upon release of the escrowed source code, the Customer shall be granted a non-exclusive, non-
transferable, irrevocable licence to use, compile, modify, and deploy the source code solely for the
purpose of continuing to operate the Platform for the Customer’s own internal business purposes.
This licence shall not include the right to redistribute, sublicense, or commercially exploit the source
code.

9.14.4 Costs

The costs of establishing and maintaining the escrow arrangement, including the Escrow Agent’s fees,
deposit updates, and annual verification, shall be borne by the Customer. The Provider shall facilitate
the initial set-up with the Escrow Agent and shall co-operate with all deposit and verification activities,
but the Customer shall be solely responsible for the Escrow Agent’s fees and any associated costs
throughout the Subscription Term.

9.15 Roles & Responsibilities (RACI Matrix)

The following RACI matrix allocates responsibilities for key BCDR activities across Provider and
Customer roles:

Activit Cloud Ops Account Customer Customer
g Lead Lead IT Lead CIso

BIA review & update

BCP maintenance A R C | | |

Backup schedule | R R | C |

configuration

Backup integrity | R R | | |

verification

DR drill planning & A R R C C C
execution

DR drill reporting A R C R | |

Incident detection & | R R | | |

classification

Incident | | R | |
communication to
Customer
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Database failover | C R | | |
execution

VM restoration | R C | | |
execution

Secondary-region A R R C | |
failover

Post-incident review A R R C C C
(PIR)

Data-export fulfilment | R R C R |
e-Discovery hold A R R C R C
management

Retention-policy | C R | R C
configuration

BCDR improvement A R C | | |
tracking

Warranty defect A R R C C |
remediation

Escrow deposit & A R C | | |
update

Escrow verification | C | | | |
(annual)

Escrow release C | | R C

adjudication

Legend: R = Responsible (executes the activity) - A = Accountable (ultimate decision authority) - C =
Consulted (provides input before decision) - | = Informed (notified after decision).

9.16 Process Register

The following process register catalogues all formal processes defined in this chapter. Each process is
assigned a unique identifier, trigger condition, responsible handler, accountable approver, expected
outcome, and cross-reference to the governing section.

Process | Process . Section
D Name Trigger Handler Approver | Outcome Ref.
P-9.01 BIA Review Annual management Cloud Ops CTO Updated BIA §9.8.1
review cycle or material Lead document with
architecture change revised impact
ratings and
recovery-
priority
rankings.
P-9.02 BCP Update BIA revision, post- Cloud Ops CTO Updated §9.8.2
incident review findings, Lead Business
or Azure capability Continuity Plan
change approved and
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P-9.03

P-9.04

P-9.05

P-9.06

P-9.07

P-9.08

P-9.09

Backup
Configuration

Backup
Integrity
Verification

Backup
Failure
Remediation

DR Incident
Detection

DR Incident
Assessment

Customer DR
Notification

Database
Failover

New Customer
onboarding, environment
provisioning, or backup-
policy change request

Completion of each
backup operation;
scheduled
monthly/quarterly drill

Azure Monitor alert for
backup failure, timeout,
or integrity-check failure

Azure Monitor / SIEM
alert indicating potential
service disruption

DR incident detected and
classified as DR-1 or DR-2

DR incident classified as
DR-1 or DR-2

DR-1 or DR-2 incident
affecting database tier

DBA + Cloud
Ops

Cloud Ops +
DBA

Cloud Ops
(On-Call)

Cloud Ops
(On-Call)

Cloud Ops
Lead + DBA

Account
Manager

DBA Lead

Cloud
Ops Lead

Cloud
Ops Lead

Cloud
Ops Lead

Cloud
Ops Lead

CTO

Cloud

Ops Lead

CTO
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distributed to
CMT.

Backup
schedules,
retention
periods, and
storage
redundancy
configured and
documented.

Checksum
validated;
restore test
passed; results
logged in
backup audit
trail.

Automatic
retry within 1
hour; manual
investigation if
retry fails;
root-cause
documented.

Alert
acknowledged
within 15 min;
incident ticket
created;
severity
classified (DR-1
to DR-4).

Root-cause
hypothesis
documented;
recovery path
selected; CMT
convened for
DR-1.

Customer
notified within
30 min (DR-1)
or 2 hr (DR-2);
Incident Bridge
convened for
DR-1.

Database
online on read-
replica or
restored from
backup;
referential-

§9.5.1

§9.5.2

§9.5.2

§9.7.1

§9.7.2

§9.7.2

§9.7.2
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P-9.10

P-9.11

P-9.12

P-9.13

P-9.14

P-9.15

VM
Restoration

Application
Verification

Service
Restoration
Declaration

Post-Incident
Review

Secondary-
Region
Failover

DR Drill
Execution

DR-1 or DR-2 incident
affecting compute tier

Database and/or VM
restoration completed

All recovery phases
completed and verified

DR-1 or DR-2 incident
resolved

Primary Azure region
declared unrecoverable

Scheduled drill
(monthly/quarterly/semi-
annual/annual per
§9.8.3)

Cloud Ops

QA / Cloud
Ops

Cloud Ops
Lead

Cloud Ops
Lead

Cloud Ops +
DBA

Cloud Ops +
DBA + QA

Cloud
Ops Lead

Cloud
Ops Lead

CTO

CTO

CTO

CTO

© 2026 DANAOS Projects Software Solutions LLC - Page 138

integrity check
passed.

VM restored
from Azure
Backup
snapshot;
application
services
responding;
health-check
passed.

Automated
smoke tests
and manual
validation
passed; no
data
corruption
detected.

Service
declared
restored; SLA
clock resumes;
heightened
monitoring for
72 hours.

Post-Incident
Report (PIR)
with RCA,
corrective
actions, and
BCDR plan
updates;
delivered to
Customer
within 5
Business Days.

Full platform
operational in
secondary
region within
24 hours;
Customer sign-
off obtained.

Drill
completed;
RPO/RTO
measured
against
targets; Drill
Report
published.

§9.7.2

§9.7.2

§9.7.2

§9.7.2

§9.7.3

§9.8.3
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P-9.16 Data Export

Fulfilment

P-9.17 e-Discovery

Hold

P-9.18 BCDR
Improvement

Tracking

P-9.19 Warranty
Defect

Remediation

P-9.20 Escrow
Deposit

Update

P-9.21 Escrow

Verification

Customer written
request for on-demand
or termination data
export

Customer written
request citing litigation
hold or regulatory
investigation

DR drill deviation, PIR
finding, or BIA gap
identified

Customer reports
confirmed material
defect

Major version release or
quarterly release cycle

Annual verification cycle

Cloud Ops + Account
DBA Manager
DBA + Cloud CTO
Ops

Cloud Ops CTO
Lead

Provider CTO
(Engineering)

Provider CTO
(Engineering)

Escrow CTO
Agent

© 2026 DANAOS Projects Software Solutions LLC - Page 139

Customer Data  §9.9.1
exported in

agreed format

within 2

Business Days;

chain-of-

custody

documented.

Preservation §9.9.3
hold applied;
automated

deletion

suspended;

affected data

sets exported

within 2

Business Days.

Corrective §9.12
action

implemented

within 30 days;
follow-up drill

confirms

remediation;

tracked in
Improvement

Register.

Defect §9.13,
remediated at §3

no cost within

SLA targets; fix
deployed via

standard

release

process.

Updated
source code,
build scripts,
schemas, and
documentation
deposited with
Escrow Agent.

§9.14.1

Verification
certificate
confirming
deposit
completeness
and
buildability;
copy to
Customer on
request.

§9.14.1
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P-9.22 Escrow Release condition Escrow Customer Source code §9.14.2
Release triggered (insolvency, Agent released to

cessation, material Customer

breach, discontinuation) under
irrevocable
licence;
Customer may
compile and
operate
Platform.

9.17 Process Flow Schematic

The following nine-stage lifecycle illustrates the end-to-end flow of business-continuity and disaster-
recovery management within the Provider’s BCDR programme:

@ BIA & Risk Assessment - @ BCP & DR Plan Development - @ Backup & Replication
Configuration

\

(@ Monitoring & Detection - (5) Incident Classification & Escalation - (6) Failover & Recovery
Execution

7

@ Service Restoration & Verification - Post-Incident Review & PIR > @ Continuous
Improvement & Drill Programme

Stage @ BIA & Risk Assessment: Annual Business Impact Analysis identifies critical processes, maps
Platform dependencies, and quantifies disruption impact. Recovery-priority rankings and RPO/RTO
targets are calibrated based on BIA outputs (P-9.01).

Stage @ BCP & DR Plan Development: The Business Continuity Plan and DR procedures are
developed or updated based on BIA findings, incorporating CMT composition, communication
templates, resource inventories, and secondary-region activation procedures (P-9.02).

Stage @ Backup & Replication Configuration: Backup schedules, retention policies, and replication
architecture (LRS/ZRS/GRS/RA-GRS) are configured for each Customer environment. Enhanced DR
read-replicas are provisioned where elected (P-9.03).

Stage @ Monitoring & Detection: Azure Monitor, SIEM, and Resource Health continuously monitor
all Platform components. Backup completion and integrity are verified automatically with alerting on
failure (P-9.04, P-9.05, P-9.06).

Stage @ Incident Classification & Escalation: Detected incidents are classified (DR-1 to DR-4) and
escalated per the severity taxonomy. Customer notification timelines are triggered based on severity
level (P-9.07, P-9.08).
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Stage @ Failover & Recovery Execution: Database failover, VM restoration, and application
verification are executed in sequence per the failover procedure table. Secondary-region failover is
invoked for DR-1 events where the primary region is unrecoverable (P-9.09 through P-9.11, P-9.14).

Stage @ Service Restoration & Verification: Service is declared restored upon completion of all
recovery phases. SLA clock resumes and heightened monitoring is maintained for 72 hours.
DNS/network cutover is verified (P-9.12).

Stage Post-Incident Review & PIR: Root Cause Analysis is conducted within 5 Business Days. The
Post-Incident Report is delivered to the Customer with corrective actions, BCDR plan updates, and
lessons learned (P-9.13).

Stage @ Continuous Improvement & Drill Programme: DR drills (tabletop, component, full-stack,
regional) are executed per the scheduled programme. Deviations from RPO/RTO targets trigger
corrective actions tracked in the Improvement Register. The PDCA cycle loops back to Stage @ (P-
9.15, P-9.18).
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10 End-of-Life, Version Transition & Subscription Cessation

10.1 Overview & Purpose

This chapter establishes the comprehensive framework governing the end-of-life (EOL) lifecycle of the
ProjectVIEW ERP Platform, including major-version transitions, migration services, re-training
obligations, integration and customisation adoption, data-return rights, and subscription-cessation
procedures. It supersedes and expands upon the summary provisions of Chapter 4, §4.7.4.

The Provider’s EOL framework is modelled on the mature version-transition practices of leading
enterprise SaaS and ERP vendors — including SAP S/4HANA, Oracle Fusion Cloud, IFS Cloud, and Infor
CloudSuite — adapted to the Provider’s dedicated private sovereign deployment model and the
Customer’s right to full data ownership (Chapter 9, §9.9).

The core design principle is no Customer left behind: every Customer shall receive adequate notice,
comprehensive migration support, re-training, and data-return services regardless of whether they
elect to transition to the successor version or to terminate the subscription.

10.2 Scope

This chapter covers:

(a) Version lifecycle phases: General Availability (GA), Mainstream Support, Extended Support,
End of Engineering (EOE), and End of Life (EOL) for each major version of the Platform.

(b) Migration services: Provider-led data migration, schema transformation, environment
provisioning, and cutover planning for Customers transitioning to a successor version.

(c) Re-training & change management: Mandatory training programmes, Champion re-
certification, user-adoption workshops, and knowledge-base updates required for a
successful version transition.

(d) Integration & customisation adoption: Assessment, re-engineering, and validation of
Customer-specific integrations, customisations, and configurations on the successor version.

(e) Data return for non-upgrading Customers: Data-export obligations, format specifications,
delivery timelines, and chain-of-custody documentation for Customers electing not to
transition.

(f) Subscription cessation: Formal procedures for service wind-down, environment
decommissioning, and contractual termination.

(g) Roles & responsibilities: RACI allocation for all EOL activities across Provider and Customer
organisations.

This chapter does not cover incremental releases/updates within a major version (see Chapter 4,
§4.7.1) or COTS platform upgrades performed during Mainstream Support (see Chapter 4, §4.7.3).

10.3 Version Lifecycle Phases

Each major version of the Platform (e.g., v11, v12) progresses through a defined lifecycle. The
Provider’s lifecycle model draws upon the version-support frameworks published by SAP
(Maintenance Strategy), Oracle (Sustaining Support), IFS (Mainstream/Extended Maintenance), and
Infor (Product Lifecycle Policy), adapted to the Provider’s SaaS-only delivery model:
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Phase Duration What the Customer Receives Provider Obligations
General Ongoing until Full access to all Platform features,  Active development, feature

Availability (GA)

successor GA

modules, and APIs. Incremental
releases (v11.01, v11.02...)
delivered via Agile sprints (§4.7.1).

enhancements, bug fixes,
security patches, COTS
currency maintenance.

EOL T- 12 months Formal written notice that the Publish EOL Announcement.
Announcement current major version will reach Commence successor-version
End of Life. Notice specifies readiness assessment for each
successor version, indicative Customer.
migration timeline, and available
transition services.
Transition T- 12 months Migration planning, data-migration  Deliver Migration Services,
Window to T- 30days execution, re-training, integration Training, and Integration
re-engineering, UAT on successor Adoption as defined in §10.5—
version, and parallel running §10.7.
(where elected).
End of T- 30 days No new Change Requests Continue security-patch
Engineering accepted. Technical Support delivery and P1/P2 Incident
(EOE) continues (Incident resolution + resolution for the legacy
security patches only). version.
End of Life (EOL) T=0(12 All support for the legacy version Decommission legacy
months after ceases. The Customer must be environment. Execute data
Announcement) operating on the successor version  return if Customer has elected
or have elected Subscription cessation (§10.9).
Cessation.
Extended Up to 12 Available upon written request and  Deliver Extended Support
Support months post- subject to additional fees. Provides  under a separate Extended
(optional) EOL P1/P2 Incident resolution and Support Addendum to the

critical security patches only. No
feature development.

Commercial Contract.

Key commitment: The Provider guarantees a minimum of twelve (12) months between the EOL

Announcement and the EOL Date. No Customer shall be required to transition in less than 12 months
from the date of formal written notice. This aligns with best practice as observed across SAP, Oracle,
IFS, and Infor lifecycle policies.

10.4 EOL Announcement & Customer Communication

The Provider shall communicate the EOL lifecycle to each Customer through the following structured
programme:

EOL T- 12 months Written notice to Formal EOL date, successor version

Announcement (minimum) Customer’s designated identification, summary of migration

Letter contact + Account services, indicative timeline, and
Manager email Customer action required.

Migration T- 11 months Joint workshop (remote  Impact assessment of Customer-

Readiness or on-site) specific integrations, customisations,

Assessment and data volumes. Preliminary

migration plan and resource
requirements.
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Quarterly T--9,T-6, T-3 Service Review meeting ~ Migration progress, outstanding
Transition Status months + written report actions, risk register, training
Updates schedule, and projected cutover date.
EOE Notice T- 30 days Written notice + in- Confirmation that new Change
application banner Requests will no longer be accepted

for the legacy version. Support scope
reduction notice.

Final Migration T- 14 days Written notice Confirmation of completed migration
Confirmation (or Customer election for cessation +

data return). Final cutover logistics.

EOL Confirmation T=0 Written notice Legacy version decommissioned.

Successor version is the sole
supported version. Extended Support
availability confirmed (if applicable).

10.5 Migration Services

The Provider shall deliver a structured migration programme for each Customer transitioning to the
successor version. Migration services are included in the subscription at no additional cost for the
standard migration scope defined below. Enhanced migration services (e.g., legacy-system data
ingestion, complex ETL transformations, parallel running beyond the standard period) are available as
separately scoped engagements.

10.5.1
(a)

(b)

(d)

(e)

(f)

Standard Migration Scope

Environment provisioning: The Provider shall provision a successor-version environment
within the Customer’s dedicated private sovereign Azure tenant, configured with the same
security controls, networking, and compliance settings as the existing production
environment.

Data migration: Full migration of all Customer Data from the legacy-version database to the
successor-version database, including master data, transactional data, configuration data, and
audit trails. The Provider shall use automated schema-transformation scripts validated against
the Customer’s data profile.

Data cleansing advisory: Consistent with Oracle Fusion and Infor CloudSuite best practice, the
Provider shall advise the Customer on data-cleansing opportunities prior to migration. The
recommended approach is to migrate no more than three (3) years of active transactional
data, with historical data archived in a read-only format accessible for reporting and
compliance.

Configuration migration: All Customer-specific configurations (roles, workflows, approval
chains, notification rules, report templates, dashboards) are migrated to the successor version
using the Provider’s configuration-export/import tooling.

Migration testing: A minimum of two (2) full migration rehearsals shall be executed in the
Staging Environment prior to production cutover. Each rehearsal includes data-integrity
verification (referential, computational, temporal), application-layer smoke testing, and
performance benchmarking.

Cutover execution: Production cutover to the successor version during a pre-agreed
maintenance window, including DNS/network transition, database switchover, post-cutover
verification, and rollback readiness.
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(g) Hypercare period: A minimum of thirty (30) calendar days of dedicated post-migration
hypercare support, during which the Provider shall assign a Migration Lead and dedicated
support resources for priority incident resolution and stabilisation.

10.5.2 Data Migration Integrity Assurance

The Provider shall apply the following data-integrity controls throughout the migration process,
aligned with the Al-augmented testing framework defined in Chapter 5 (Software Quality & Testing):

(a) Pre-migration baseline: A cryptographic hash (SHA-256) of the complete database and row-
count inventory is captured immediately prior to migration commencement, establishing the
data-integrity baseline.

(b) Post-migration reconciliation: Row-count reconciliation, referential-integrity assertions, and
computational-integrity checks are executed against the successor-version database. The
post-migration hash is compared against the pre-migration baseline.

(c) Al-agent validation (optional): Where the Customer has elected the Al-Augmented Testing
service (Chapter5), the Provider shall deploy Al agents against the successor-version
environment to execute end-to-end simulation scenarios, validating data flows, business
rules, and integration points.

(d) Migration sign-off: The Customer shall conduct UAT on the successor-version environment.
Written Customer sign-off is required prior to production cutover, consistent with the UAT
requirements defined in Chapter 5, §5.8.

10.6 Integration & Customisation Adoption

Major-version transitions may affect Customer-specific integrations, customisations, and third-party
extensions. The Provider shall manage this transition through a structured adoption programme:

10.6.1 Integration Impact Assessment

Within thirty (30) calendar days of the EOL Announcement, the Provider shall deliver to the Customer
an Integration Impact Assessment covering:

(a) API compatibility analysis: Mapping of all Customer-facing APIs used in the legacy version to
their equivalents in the successor version, identifying breaking changes, deprecated
endpoints, and new capabilities.

(b) Third-party integration inventory: Catalogue of all active integrations (middleware, B2G
connectors, shipping APIs, banking interfaces, third-party reporting tools) with compatibility
status for the successor version.

(c) Customisation registry: Complete inventory of Customer-specific customisations (compiled
DLLs, custom SQL functions, bespoke reports, workflow extensions) with migration-path
classification: (i) forward-compatible, (ii) requires re-engineering, (iii) deprecated /
replacement available.

(d) Effort estimate & timeline: Indicative effort (person-days) and timeline for re-engineering
non-compatible integrations and customisations, distinguishing between standard scope
(included) and enhanced scope (separately quoted).

10.6.2 Re-Engineering & Validation

For integrations and customisations classified as “requires re-engineering”:

(a) Provider-managed re-engineering: Where the customisation was originally built by the
Provider (recorded in the Git repository under the Customer’s Client Branch), the Provider
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shall re-engineer and test the component at no additional cost as part of the standard
migration scope.

(b) Customer-managed or third-party integrations: Where the integration was built by the
Customer or a third party, the Provider shall (i) provide technical documentation for the
successor-version APl surface, (ii) make the Staging Environment available for testing, and (iii)
offer optional professional-services assistance on a time-and-materials basis.

(c) Integration regression testing: All migrated integrations shall be subject to automated
regression testing in the Staging Environment prior to production cutover, using the Al-agent
framework (Chapter 5) or manual test scripts as agreed.

10.7 Re-Training & Change Management

A major-version transition constitutes a Significant Platform Change and triggers mandatory re-
training obligations under Chapter 6 (Training & Knowledge Transfer). The Provider shall deliver a
tailored transition-training programme encompassing:

10.7.1 Training Needs Re-Assessment

Within sixty (60) calendar days of the EOL Announcement, the Provider shall conduct a Training Needs
Re-Assessment (TNRA) to identify:

(a) New or changed Ul elements, workflows, and navigation patterns in the successor version.
(b) Deprecated features and their replacements.

(c) New capabilities enabled by the successor version (including Al-driven features where
applicable).

(d) Role-specific training requirements based on the Customer’s active module configuration and
organisational structure.

The TNRA output is a Transition Training Plan, annexed to the Migration Plan, specifying sessions,
durations, delivery methods, and target audiences.

10.7.2 Transition Training Programme

Training Component | Audience Format Timing \ Duration

What's New Briefing  All Authorised Webinar (recorded T-6 months 90 minutes

Users + Al-transcribed)
Hands-On Workshop:  Super Users + Instructor-led T-5to T-4 2-3 days per module
Core Changes Champions (online or on-site) months group
Champion Re- DANAOS Instructor-led + T-4to T-3 1 day per Champion
Certification ProjectVIEW examination months

ERP Champions

Integration & API Customer IT / Technical T-4 months 1 day
Workshop Integration workshop (online)

team
UAT Guidance UAT participants  Instructor-led T-2 months Half day
Session briefing
Go-Live Readiness Champions + Checkpoint T-14 days 2 hours
Check Customer IT meeting

Lead
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Post-Migration Drop-  All Authorised Online Q&A (bi- T+0toT+90 1 hour persession
In Clinics Users weekly) days

All transition training sessions shall be recorded and Al-transcribed in accordance with Chapter 6,
§6.4.4. Recordings and transcripts shall be published to the Customer’s Per-Client Training Wiki
(https://docs.projectview.wiki/[client]) within five (5) Business Days of each session.

10.7.3 Knowledge-Base Updates

The Provider shall update the following knowledge resources prior to production cutover on the
successor version:

(a) Per-Client Training Wiki: All module-specific pages, process guides, and FAQ articles updated
to reflect successor-version Ul, workflows, and terminology.

(b) Platform Release Centre: Release notes, deployment guides, and configuration references for
the successor version published at .

(c) In-application guidance: Contextual tooltips, help links, and Al-assisted prompts updated to
reference successor-version functionality.

10.8 Customer Decision: Transition or Cessation

No later than six (6) months before the EOL Date (i.e., T-6 months), the Customer shall formally notify
the Provider of its election to either:

(a) Option A — Transition: Proceed with migration to the successor version. The Provider delivers
Migration Services (§10.5), Integration Adoption (§10.6), and Re-Training (§10.7). The
subscription continues uninterrupted on the successor version under the existing commercial
terms (unless varied by mutual written agreement).

(b) Option B — Subscription Cessation: Elect not to transition. The Provider initiates the
Subscription Cessation process (§10.9), including data return (§10.10), environment
decommissioning (§10.11), and contractual termination (§10.12). The subscription terminates
on the EOL Date (or the Extended Support expiry date, if elected).

If the Customer fails to provide written notification by the T-6 deadline, the Provider shall issue a
reminder notice. If no response is received within a further thirty (30) calendar days, the Provider shall
deem the Customer to have elected Option A (Transition), and Migration Services shall proceed.

10.9 Subscription Cessation Process

Where the Customer elects Option B (Subscription Cessation), the following process shall apply:

1. Cessation T-6 months Customer provides written notice of Customer - Account
Notice (Customer’s intent not to transition. Provider Manager
election) acknowledges receipt within 2

Business Days.

2. Cessation T-6to T-5 Provider and Customer agree a Account Manager + Cloud
Planning months Cessation Plan covering: data-export Ops Lead

format(s), timeline, contact handover,

open-ticket resolution, and

environment wind-down schedule.
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3. Data Export & T-5to T-2 Provider exports all Customer Data in DBA + Cloud Ops
Return months agreed format(s) within 2 Business

Days of each valid request (§10.10).

Multiple export requests permitted.
4. Customer T-2toT-1 Customer validates completeness and  Customer IT Lead
Validation month integrity of exported data. Raises

data-completeness objections (if any)

within 14 calendar days of receipt.
5. Open-Ticket T-3to T-30 Provider resolves all open P1/P2 Cloud Ops + Account
Resolution days Incidents. Lower-priority tickets are Manager

closed with Customer agreement or

documented as unresolved.
6. Environment T = EOL Date Legacy environment is Cloud Ops + DBA
Decommissioning decommissioned: VM shutdown,

database deletion, storage-account

purge, encryption-key destruction

(§10.11).
7. T+ 14 days Provider issues a Decommissioning CTO - Customer
Decommissioning Certificate confirming all Customer
Certificate Data has been securely destroyed in

accordance with NIST SP 800-88.
8. Contractual T + 30 days Agreement formally terminates. Legal / Account Manager

Termination Surviving clauses (confidentiality, IP,

limitation of liability, data-protection
residual obligations) continue per
§10.12.

10.10 Data Return

The Customer retains sole and exclusive ownership of all Customer Data at all times (Chapter 9, §9.9).
Upon Subscription Cessation, the Provider’s data-return obligations are as follows:

10.10.1 Export Formats & Delivery

(a) Standard export formats: SQL Server backup file (.bak), CSV, JSON, and/or XML. The Customer
may request any combination of formats.

(b) Delivery timeline: Within two (2) Business Days of receiving a valid written request from the
Customer.

(c) Delivery method: Encrypted secure transfer via the Customer’s designated SFTP endpoint,
Azure Blob Storage SAS token, or physical encrypted media (courier-delivered with chain-of-
custody documentation).

(d) Scope of export: All Customer Data including: master data, transactional data, configuration
data, audit trails, change-tracking records, document attachments (blob storage), and
application-generated reports.

(e) Multiple exports: The Customer may request multiple exports during the cessation period.
Each request shall be fulfilled within 2 Business Days.

10.10.2 Data-Return Validation

Following each data export:
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(a)

(b)

(c)

(d)

10.10.3

Integrity hash: The Provider shall deliver a SHA-256 cryptographic hash of each exported data
set, enabling the Customer to verify data integrity upon receipt.

Row-count certificate: The Provider shall deliver a row-count certificate listing the record
count for each table/entity in the export, cross-referenced against the production database
at the point-in-time of export.

Validation window: The Customer has fourteen (14) calendar days from receipt to raise a
data-completeness or integrity objection. The Provider shall remediate and re-export within
two (2) Business Days of any valid objection.

Deemed acceptance: If the Customer does not raise an objection within the 14-day validation
window, the export shall be deemed accepted.

Cost of Data Return

Data return within the standard scope (export in standard formats via secure digital transfer) is
included in the subscription at no additional cost. The following services are available at additional
cost on a time-and-materials basis:

(a)

(b)
(c)
(d)

Transformation of exported data into non-standard formats (e.g., target-system-specific
schema transformations for ingestion into a successor ERP).

Physical media preparation and courier delivery.
Extended data-export window beyond the standard cessation timeline.

Technical advisory on data mapping, migration scripting, or ETL design for the Customer’s
successor system.

10.11 Environment Decommissioning

Upon completion of data return and expiry of the Customer’s validation window, the Provider shall
decommission the Customer’s dedicated private sovereign environment:

(a)

(b)

(c)

(d)

(f)

(g)

Virtual machine shutdown: All Customer VMs (production and staging) are stopped, disk
images deleted, and compute resources deallocated.

Database destruction: All SQL Server databases (production, staging, backups) are
permanently deleted. Transaction logs and backup files in Azure Backup Vault are purged.

Storage-account purge: All Azure Blob Storage containers, file shares, and table storage
associated with the Customer are permanently deleted, including GRS-replicated copies in the
secondary region.

Encryption-key destruction: All Customer-specific encryption keys, secrets, and certificates in
Azure Key Vault are purged (purge-protection override authorised by CTO).

Network cleanup: Virtual networks, NSGs, public IP addresses, DNS records, and SSL/TLS
certificates associated with the Customer are deprovisioned.

CMDB update: All Customer-related configuration items are marked as decommissioned in
the Provider’s CMDB.

Secure data destruction: All data destruction is performed in accordance with NIST SP 800-88
(Guidelines for Media Sanitisation). Azure’s cryptographic erasure ensures that data on
decommissioned storage is irrecoverable.

NIST SP 800-88 Rev. 1: Guidelines for Media Sanitization

Azure Data Destruction

10.12 Surviving Obligations
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The following obligations survive the termination or expiry of the Framework and shall continue in full
force and effect:

(a)

(b)

(c)

(d)

(f)

Confidentiality: Mutual confidentiality obligations survive for five (5) years from the date of
termination (Chapter 8, §8.11).

Intellectual Property: All intellectual-property rights and licence restrictions survive
indefinitely.

Data-protection residual obligations: Privacy obligations under Chapter 7 survive with
respect to any Personal Data retained by the Provider pursuant to a legal or regulatory
obligation (Chapter 7, §7.13).

Limitation of liability: Liability caps and exclusions continue to apply to claims arising from
events during the Subscription Term.

Dispute resolution: The governing law and dispute-resolution provisions continue to apply to
any claim arising out of or in connection with the Framework.

Audit rights: The Customer’s right to audit data-destruction compliance survives for twelve
(12) months following the date of the Decommissioning Certificate.

10.13 Extended Support Option

Consistent with the Extended Support models offered by SAP (Extended Maintenance), Oracle
(Sustaining Support), IFS (Extended Maintenance), and Infor (Extended Maintenance), the Provider
offers an optional Extended Support period for Customers who require additional time to complete
their transition:

(a) Availability: Extended Support must be requested in writing no later than sixty (60)
calendar days before the EOL Date.

(b) Duration: Up to twelve (12) months post-EOL Date, in quarterly increments.

(c) Scope: P1 and P2 Incident resolution and critical security patches only. No feature
development, no new Change Requests, no new module activations.

(d) Pricing: Extended Support is charged at a premium of twenty percent (20%) above the
then-current ARR, payable quarterly in advance.

(e) Termination: Extended Support terminates automatically at the end of the elected period.
All Subscription Cessation provisions (§10.9-§10.12) apply upon Extended Support expiry.

10.14 Roles & Responsibilities (RACI Matrix)

The following RACI matrix allocates responsibilities for key EOL activities across Provider and Customer

roles:

Activit cT10 Cloud Ops Account DBA Customer IT Customer
¥ (ET Mgr Lead (LT Champions
R | | |

EOL Announcement A |
issuance

Migration Readiness A R C R C
Assessment

Integration Impact | R C C R
Assessment
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Data-migration | R R C

execution

Data-migration | R R C

integrity verification

Transition Training | C R | C R
Programme delivery

Champion Re- | R C R
Certification

Knowledge-base | R C | | C
updates

Integration re- | R C R

engineering

UAT on successor | C C C R R
version

Cutover planning & A R C R C

execution

Customer decision | C | R

(Transition / Cessation)

Data-export fulfilment | R C R R I
Data-return validation | I I | R I
Environment A R | R | |

decommissioning

Decommissioning R C C |
Certificate issuance

Extended Support A R C R |
management
Legend: R = Responsible - A = Accountable - C = Consulted - | = Informed.

10.15 Process Register

The following process register catalogues all formal processes defined in this chapter.

P-10.01 EOL Product Account Written EOL §10.4
Announcement roadmap Manager Announcement
decision to end- delivered to all
of-life a major affected
version Customers > 12
months before
EOL Date.
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P-10.02

P-10.03

P-10.04

P-10.05

P-10.06

P-10.07

P-10.08

P-10.09

P-10.10

Migration
Readiness
Assessment

Integration
Impact
Assessment

Training Needs
Re-Assessment

Data Migration
Execution

Migration
Integrity
Verification

Integration Re-
Engineering

Transition
Training Delivery

Champion Re-
Certification

UAT on
Successor
Version

EOL
Announcement
issued (T-11
months)

EOL
Announcement
issued (within 30
days)

EOL
Announcement
issued (within 60
days)

Migration Plan
approved and
Staging
Environment
provisioned

Data migration
rehearsal or
production
cutover
completed

Integration
classified as
‘requires re-
engineering’ in
Impact
Assessment

Transition
Training Plan
approved

Transition
Training
Programme
scheduled

Migration
rehearsal
passed; training
completed

Cloud Ops  CTO

+ DBA

Cloud Ops CTO

Lead

Account CTO

Manager

DBA + Cloud

Cloud Ops  Ops Lead

DBA + Cloud

Cloud Ops  Ops Lead

Cloud Ops Cloud
Ops Lead

Account Cloud

Manager + Ops Lead

Trainers

Account CTO

Manager

Customer Customer

IT Lead +

Champions
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Customer-
specific impact
assessment and
preliminary
migration plan
delivered.

AP| compatibility
analysis,
integration
inventory,
customisation
registry, and
effort estimate
delivered.

Transition
Training Plan
annexed to
Migration Plan.

Customer Data
migrated;
integrity verified;
rehearsal(s)
completed.

Pre/post hash
comparison
passed; row-
count
reconciliation
complete;
integrity report
issued.

Integration
updated, tested,
and validated on
successor
version.

All scheduled
training sessions
delivered;
recordings
published to
Wiki.
Champions pass
successor-version
examination;
certificates
issued.

Written
Customer sign-off
on successor
version obtained.

§10.4

§10.6.1

§10.7.1

§10.5.1

§10.5.2

§10.6.2

§10.7.2

§10.7.2

§10.5.2
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P-10.11

P-10.12

P-10.13

P-10.14

P-10.15

P-10.16

P-10.17

P-10.18

Production
Cutover

Hypercare
Support

Customer
Cessation
Election

Data Export &
Return

Data-Return
Validation

Environment
Decommissioning

Decommissioning
Certificate

Extended
Support
Activation

UAT sign-off
received; cutover
window agreed

Production
cutover
completed

Customer
written notice of
intent not to
transition

Customer valid
written request
during cessation
period

Data export
delivered to
Customer

Data-return
validation
window expired;
EOL Date
reached

Environment
decommissioning
completed

Customer
written request
>60 days before
EOL Date

10.16 Process Flow Schematic

Cloud Ops
+ DBA

Cloud Ops
+ DBA

Account
Manager

DBA +
Cloud Ops

Customer
IT Lead

Cloud Ops
+ DBA

CTO

Cloud Ops
Lead

CTo

Account

Manager

CTO

Account
Manager

Customer

CTo

CTO

CTO

Production
environment
running
successor
version; rollback
available for 72
hours.

30-day hypercare
period delivered;
stabilisation
confirmed.

Cessation Plan
agreed; data-
export schedule
confirmed.

Customer Data
exported in
agreed format
within 2 Business
Days.

Customer
confirms
completeness
within 14-day
validation
window (or
deemed
accepted).

All Customer
resources
destroyed per
NIST SP 800-88;
CMDB updated.

Decommissioning
Certificate issued
to Customer
within 14 days.

Extended
Support
Addendum
executed; P1/P2
support
continued for
elected period.

§10.5.1

§10.5.1

§10.8

§10.10

§10.10.2

§10.11

§10.11

§10.13

The following nine-stage lifecycle illustrates the end-to-end flow of version transition and subscription

cessation:
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@ EOL Announcement & Communication - @ Readiness & Impact Assessment - @ Customer
Decision (Transition / Cessation)

\

TRANSITION PATH:@ Migration & Re-Engineering > @ Re-Training & Change Management - @
UAT & Production Cutover

N

CESSATION PATH:@ Data Export & Return - Environment Decommissioning - @ Contractual
Termination

Stage @ EOL Announcement & Communication: The Provider issues the formal EOL Announcement
212 months before the EOL Date, initiating the structured communication programme (§10.4). All
Customers receive written notice, and the Account Manager schedules the Migration Readiness
Assessment (P-10.01).

Stage @ Readiness & Impact Assessment: The Provider delivers the Migration Readiness
Assessment, Integration Impact Assessment, and Training Needs Re-Assessment within 60 days of the
EOL Announcement (P-10.02, P-10.03, P-10.04).

Stage @ Customer Decision: At T-6 months, the Customer formally elects to Transition (Option A)
or Cessation (Option B). Default is Transition if no response within 30 days of reminder (P-10.13).

Stage @ Migration & Re-Engineering (Transition Path): Data migration, configuration migration, and
integration re-engineering are executed in the Staging Environment with >2 rehearsals (P-10.05, P-
10.06, P-10.07).

Stage @ Re-Training & Change Management (Transition Path): The Transition Training Programme
is delivered: What’s New briefings, hands-on workshops, Champion re-certification, and knowledge-
base updates (P-10.08, P-10.09).

Stage @ UAT & Production Cutover (Transition Path): Customer conducts UAT on successor version.
Written sign-off triggers production cutover. 30-day Hypercare period follows (P-10.10, P-10.11, P-
10.12).

Stage @ Data Export & Return (Cessation Path): The Provider exports all Customer Data within 2
Business Days of each valid request. Multiple exports permitted. Integrity hash and row-count
certificate delivered with each export (P-10.14, P-10.15).

Stage Environment Decommissioning (Cessation Path): Upon validation-window expiry and EOL
Date, the Provider destroys all Customer resources per NIST SP 800-88 and issues a Decommissioning
Certificate (P-10.16, P-10.17).

Stage @ Contractual Termination (Cessation Path): The Framework formally terminates 30 days
post-decommissioning. Surviving obligations (confidentiality, IP, data protection, liability, audit rights)
continue per §10.12 (P-10.18 if Extended Support was active).
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11 Commercial Terms, Pricing & Payment

11.1 Overview & Purpose

This chapter establishes the commercial framework governing the DANAOS ProjectVIEW ERP Saa$
subscription, including the Enterprise License Agreement (ELA), the flexible subscription model,
pricing structure, Annual Recurring Revenue (ARR) calculation, invoicing cadence, payment
obligations, taxes, price-escalation mechanisms, and financial remedies. All monetary amounts
referenced in this Framework are exclusive of applicable taxes unless expressly stated otherwise.

The commercial model is based on an Enterprise License Agreement (ELA) which binds the Customer
to ProjectVIEW ERP enrolment for a minimum subscription commitment (the “Bind-ing Period”). The
ELA is designed to provide the Customer with predictable, transparent pricing tied directly to value
delivered, while ensuring the Provider maintains sustainable investment in platform development,
infrastructure, and support services.

All fees, charges, and financial obligations specified in this chapter are subject to the Commercial
Contract (§1.3 — Order of Precedence). Where the Commercial Contract specifies terms that differ
from this chapter, the Commercial Contract shall prevail.

11.2 Scope
This chapter covers:

(a) Licensing model: Universal/Concurrent User licensing, Intranet and Extranet user
classification, module-based entitlements, standalone module provisions, and environment
provisioning.

(b) Flexible Subscription Model: The usage-based model allowing the Customer to ADD or
REMOVE User Licences within each Billing Period, subject to minimum commitments.

(c) Pricing structure: Annual subscription fees for modules, per-user pricing tiers by volume band,
Addon/Portal/Connector pricing, and professional service fees.

(d) Annual Recurring Revenue (ARR): Calculation methodology, pro-rata adjustments for mid-
term additions, and ARR recalculation triggers.

(e) Invoicing & payment: Billing cadence, milestone-based services payments, subscription
licence payments, accepted payment methods, and overdue-payment consequences.

(f) Price escalation: Annual adjustment mechanisms based on the official inflation rate of the
applicable jurisdiction and cap provisions.

(g) Taxes & duties: Responsibility for VAT, Withholding Tax (WHT), bank transfer costs, customs
duties, and cross-border levies.

(h) Financial remedies: Penalties for Provider SLA non-compliance, late-payment interest, and
disputed-invoice procedures.

(i) Audit rights: Licence-compliance auditing, usage verification, and true-up procedures.

This chapter does not cover implementation project fees in detail (addressed in the Commercial
Contract, Statement of Work, and Cost of Services schedules) or Extended Support premium pricing
(see Chapter 10, §10.13).

11.3 Licensing Model
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11.3.1 Enterprise License Agreement (ELA)

ProjectVIEW ERP is licensed under an Enterprise License Agreement (ELA) which establishes the legal
instrument governing the use of the Software. ProjectVIEW ERP is an enterprise-grade, centralised
software suite of applications designed to function as One Integrated System/Platform. The ELA binds
the Customer to ProjectVIEW ERP enrolment for a minimum subscription of the number of Billing
Periods specified in the Commercial Contract (the “Bind-ing Period”).

11.3.2 Universal/Concurrent User Licensing

The Platform is licensed on a Universal/Concurrent User per Device basis. This proprietary
commercial licensing model is based on the metrics of Universal Users and Concurrent Users who
share a finite amount of licences and may run the Software simultaneously from one device (floating
licence).

A Universal User has direct access to one or more specific module(s)/device based on each User’s
login credentials as defined by the Customer’s System Administrator, and indirect permission to
features/data of another module that are required for the User to attain comprehensive operational
knowledge as defined natively by the business logic of the System and the prerequisites of each
module.

A Concurrent User is a named user who accesses the application at any given time simultaneously
(per maximum concurrent users, ever). Concurrent Users are “floating users” counted per each device
that is logged in: Workstation, Tablet, or Mobile device.

The minimum purchase commitment is twenty (20) Universal/Concurrent User Licences as specified
in the Commercial Contract.

11.3.3 Intranet and Extranet User Classification

The System distinguishes between two classes of Users:

(j) Intranet Users: Company-authorised individuals (e.g., white-collar employees) who have
access to the Customer’s organisation’s digital assets and are authorised to utilise
ProjectVIEW ERP with enhanced features and access rights to perform task allocations,
approvals, and access resources as defined by their role and the access permissions set by the
Customer’s IT System Administrator.

(k) Extranet Users: Company-authorised labour (blue-collar employees), certified
subcontractors, suppliers, vendors, and external consultants who have limited access to the
Customer’s organisation’s digital assets, predominantly via ProjectVIEW ERP dedicated
Portals. Extranet Users are given login access with limited features and rights to perform
specific tasks, upload personal data, quotations, certifications, and complete operational
processes as defined by their role and the access permissions set by the Customer’s IT System
Administrator.

Extranet Users access the System through specialised gateways or interfaces (Portals) accessed
through client-specific URL subdomains, providing access based on their company relationship and
current status with the Customer. These Portals facilitate transactions for users—whether labour,
external vendors, subcontractors, consultants, or other suppliers—allowing them to interact
efficiently with the ProjectVIEW ERP modules.

11.3.4 Module-Based Entitlements

The Customer’s subscription includes access to the specific ProjectVIEW ERP modules, Addons,
Connectors, and Portals identified in the Commercial Contract. The System comprises Office Modules,
Site Applications, Addons/Connectors, and Portals as follows:

© 2026 DANAOS Projects Software Solutions LLC - Page 156



DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

11.3.4.1 Office Modules

Module Code Module Name Category

PV_00 Core Module (incl. DANAOS Business Analytics, Document Core
Management)

PV_01 Budget Estimation — Bidding (Estimation and Tendering) Commercial

PV_02 Planning — Scheduling (Production and Fabrication Operations
Planning/Control)

PV_03 Progress Monitoring (Budgeting and Cost Control) Commercial

PV_04 Document Management Core

PV_05 Quantity Surveying — Cost Engineering (Subcontractors Commercial
Management)

PV_06 Construction Methods — Resources (Machinery & Maintenance Operations
Management)

PV_07 Contracts Administration (HRMS & Payroll — Labour Management) Admin

PV_08 Procurement — Materials Management (Warehouse & Materials Supply Chain

Management, Materials Cost DB)
PV_09 Equipment — Fleet Management Operations

PV_10 Customers Account Receivables (Accounting and Finance, Petty Financial
Cash, e-Invoicing)

11.3.4.2 Site Applications

In addition to Office Modules, the Platform includes Site/Yard Applications accessible by Intranet
Users operating in the field. These include but are not limited to: Resources Planning/Levelling,
Subcontractor Certifications Submittal, Site/Yard Item Request (SIR), Site/Yard Internal Order, Work
Order Execution/Monitoring, Site/Yard Progress of Works, Site/Yard Certifications Approvals,
Customer Contract Certification, Machinery Request/Monitoring, and Request for Inspection (RFI).
Access to Site Applications is included within the Office Module licensing and is governed by the same
Universal/Concurrent User metrics.

11.3.4.3 Addons, Connectors & Portals

Addons and Connectors are application tools (utilities) related to and integrated with one or more
ProjectVIEW ERP Modules that supplement dedicated processes and operations. Portals act as
specialised gateways providing Extranet Users with access based on their company relationship with
the Customer. Addon/Connector/Portal licences are priced independently of the core module
subscription as specified in the Commercial Contract:

DANAQOS Business Analytics Named User (Minimum Intranet Users as Intranet
per Commercial Contract)

Document Management Named User (included with core Intranet
subscription)

ExtraAXION 2D QTO Named User Intranet
BIM Connector Per Connector System-Level
Oracle P6 or MS Project Connector Per Connector System-Level
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Subcontractor Certifications Submittal Named Extranet User (Unlimited) Extranet
Vendors Registration Marketplace Named Extranet User (Unlimited) Extranet
eRFQ for Suppliers/SubContractors & e- Named Extranet User (Unlimited) Extranet
Auctioning

Employee Self-Service Portal Named Intranet User (Unlimited) Intranet
Job Recruiting Portal Named Extranet User (Unlimited) Extranet
Customer Portal (Approvals, Change Named User (Unlimited) Both

Mgmt, RFls/Certs)

Where an Addon or Portal specifies “Unlimited” user scope, the subscription fee is a flat annual fee
regardless of the number of users accessing that Addon or Portal, as specified in the Commercial
Contract.

11.3.5 Standalone Module Provisions

Although ProjectVIEW ERP is intended for Universal Users as One Integrated System, the Customer
may purchase licences for Standalone/Independent Modules subject to the following provisions:

(a) Module prerequisites: Certain modules may not be operated or purchased as standalone due
to required features deriving from other modules (e.g., Budgeting and Cost Control requires
Estimation and Tendering as a prerequisite). The Commercial Contract shall specify applicable
module dependencies.

(b) Universal user count alignment: When purchasing standalone modules, the number of
Concurrent Users required for the module with the highest user count shall apply to all other
modules purchased or activated subsequently. The minimum for standalone module licensing
is ten (10) Concurrent User Licences.

11.3.6 Flexible Subscription Model

The System operates under a Flexible Subscription Model (Usage-Based Model) whereby the
Customer may ADD or REMOVE User Licences within each Billing Period based on operational
requirements. This scalable model permits the Customer to adjust User Licence counts, always
maintaining as a minimum the number of initial User Licences contracted in the Commercial Contract
(the “Minimum Licence Commitment”).

User Licence additions take effect upon the Provider’s written acknowledgement and are invoiced
pro-rata for the remaining duration of the current Billing Period. User Licence removals take effect at
the commencement of the next Billing Period, subject to the Minimum Licence Commitment.

11.3.7 Environment Provisioning

The subscription includes the provisioning and maintenance of a dedicated private sovereign
environment for each Customer on DANAOS Cloud (Microsoft Azure), operating in the closest
available datacenter to the Customer’s location for minimum latency and higher response time, as
described in Chapter 2, §2.3. During the implementation phase, two (2) environments are provisioned:
Development/Sandbox and Production. Post Go-Live, the Development/Sandbox environment is re-
designated as Staging (Chapter 4, §4.3).

The cost of setting up, fine-tuning, providing the required Commercial-Off-The-Shelf Software (COTS)
licences, data integrity, backup, data and operational security, and generally maintaining the required
infrastructure and COTS Software (Operating Systems, Databases, Antivirus, etc.) solely relies on the
Provider as part of the SaaS subscription.
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11.4 Pricing Structure

11.4.1 Annual Subscription Fee — Modules

The Annual Subscription Fee for ProjectVIEW ERP modules is calculated based on the
Universal/Concurrent User licensing model. The subscription fee is determined by the volume band
applicable to the Customer’s total Concurrent User count, as specified in the Commercial Contract:

Volume Band Pricing Characteristic

Band 1 Minimum — 20 Licences  Base per-user annual rate as specified in Commercial Contract
Band 2 21— 30 Licences Reduced per-user rate; volume discount applied

Band 3 31-50 Licences Further reduced per-user rate

Band 4 51 - 100 Licences Enterprise volume rate

Band 5 > 100 Licences Maximum volume discount; bespoke pricing per Commercial

Contract negotiation

The per-user annual rate for each volume band is specified in the Commercial Contract. Band
placement is determined at the commencement of each Billing Period based on the total licensed
Concurrent User count. If the Customer’s user count crosses a band boundary mid-term due to
additions, the new band rate applies from the next Billing Period unless the Commercial Contract
specifies immediate band adjustment.

11.4.2 Addon, Connector & Portal Subscription Fees

Addons, Connectors, and Portals are priced separately from the core module subscription. Each
Addon/Connector/Portal has its own licensing metric (Named User, Named Extranet User, Per
Connector, or flat annual fee for unlimited users), as specified in the Commercial Contract.

Upon acceptance by the Customer, additional Addons, Connectors, or Portals required after the initial
Contract shall be charged based on the Provider’s published Addon/Portal Licensing Model Metric as
specified in the Commercial Contract or applicable Module Activation Amendment.

11.4.3 Cost of Professional Services

Professional services required for setting up, customising, configuring the Software, and training the
Customer’s personnel are priced on a Man-Day basis by service type. The Cost of Services is specified
in the Commercial Contract and includes:

Project Management Man Day  Coordination of daily tasks, consulting, monitoring deliverables,
daily meetings, change requests, and Customer enquiries. The
Provider requires a counterpart Project Manager from the Customer
(at least 1 PM per 20 Users).

System Setup — Man Day  Assisting the Customer to set up the System on DANAOS Cloud;
Installation database and app server configuration, SSO, Active Directory, and
installation on main workstations.

Data Migration/Import Man Day  Providing Master Data Templates, main data cleansing, importing
historical data into the System, testing data integrity and process
consistency.

Configuration Man Day  Setup of Company, Departments, Projects, Users, Roles, Workflows,
Currencies, Templates, and other parameters.
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Training/Consulting Man Day = Remote and hands-on training for the number of Users, Wiki access,
ProjectVIEW manuals, and support documentation.

The per-Man-Day rate for each service type is specified in the Commercial Contract. All services
durations are managed and mutually agreed with the Customer’s Project Manager.

11.4.4 Additional / Optional Services
The following services may be procured during the subscription period at rates specified in the
Commercial Contract or upon quotation by the Provider:

Service Type Metric Provision

Custom Business Analytics Per Dashboard  ProjectVIEW ERP includes pre-initialised dashboards (one

Dashboards per module); custom dashboards available upon request.

Custom Reports Per Report ProjectVIEW ERP includes 150+ standard reports; custom
reports developed upon request.

Extra Training and/or Man Day Additional training beyond the initial programme; new

Consulting setup and installations.

Integration and/or Man Day Connectivity with third-party systems; custom feature

Customisation Services development subject to business analysis.

Source Code Escrow — Annual Pass-through at cost; borne by Customer (Chapter 9,

Escrow Agent fees §9.14.4).

Extended Support (post- Annual 20% premium above current ARR (Chapter 10, §10.13).

EOL)

On-Site Visits Per Visit Accommodation cost mutually agreed; level of

(accommodation) accommodation is 4+ star hotels; paid by the Customer

based on duration of stay.

Note: Based on the Provider’s prerogative, the Provider may elect not to charge extra for
customisation services where such customisations contribute to the enrichment of ProjectVIEW ERP’s
standard feature set.

11.4.5 Total Cost of Ownership
The Total Cost of Ownership (TCO) for the initial contract period comprises:
(a) Recurring — Annual Subscription Licences: The aggregate of module subscription fees

plus Addon/Connector/Portal subscription fees, as specified in the Commercial Contract,
payable annually.

(b) One-Off — Cost of Services: The aggregate of professional services fees for
implementation, configuration, data migration, and training, as specified in the
Commercial Contract, payable per the milestone-based payment schedule (§11.7).
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Any discount applied to the TCO shall be specified in the Commercial Contract. All costs are
denominated in the currency specified in the Commercial Contract and are exclusive of VAT, WHT,
and bank transfer charges.

11.5 Annual Recurring Revenue (ARR)

11.5.1 ARR Definition & Calculation

The Annual Recurring Revenue (ARR) is the annualised value of the Customer’s subscription,
calculated as the sum of:

(a) Module subscription fees (the aggregate of per-user annual fees across all licensed modules
within the applicable volume band);

(b) Addon/Connector/Portal subscription fees for all active Addons, Connectors, and Portals;
and

(c) Any recurring ancillary fees expressly designated as ARR-contributing in the Commercial
Contract.

ARR excludes one-off implementation/services fees, bespoke customisation charges, Extended
Support premiums, Escrow Agent fees, accommodation costs, and any non-recurring professional-
service fees.

11.5.2 Pro-Rata Adjustments

When User Licences, Addons, or modules are added mid-term, the additional fees are calculated pro-
rata from the Activation Date to the end of the current Billing Period:

Pro-Rata Fee = (Annual Fee + 365) x Remaining Days in Billing Period

The pro-rata fee is invoiced within fifteen (15) Business Days of the Activation Date and is payable in
accordance with the standard payment terms (§11.7).

New User Licences and newly activated modules receive the same SLA metrics, support entitlements,
and performance commitments as existing users and modules from the Activation Date (Chapter 3,
§3.1). The ARR is recalculated to include the additional fees from the next Billing Period renewal.

11.5.3 ARR Recalculation Triggers

The ARR shall be recalculated upon the occurrence of any of the following:

(a) User additions: User Licences added via the Flexible Subscription Model (written request and
Provider acknowledgement).

(b) User reductions: User Licences removed at Billing Period renewal (Minimum Licence
Commitment applies per §11.5.4).

(c) Module/Addon activation: New modules or Addons/Portals activated via Module Activation
Amendment.

(d) Module/Addon deactivation: Modules or Addons deactivated at Billing Period renewal
(subject to minimum commitment per §11.5.4).

(e) Volume band migration: Customer’s user count crosses a volume band boundary at Billing
Period renewal.

(f) Price escalation: Annual price adjustment applied per §11.6.

11.5.4 Minimum Commitment
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The Customer commits to a minimum ARR for the duration of the Binding Period as specified in the
Commercial Contract (the “Minimum Commitment”). The Minimum Commitment is anchored to the
initial number of User Licences contracted in the Commercial Contract. Reductions in User Licences or
module/Addon deactivations at Billing Period renewal shall not reduce the ARR below the Minimum
Commitment.

If the Customer’s actual usage falls below the Minimum Commitment, the Customer remains liable
for the Minimum Commitment amount. The Minimum Commitment is subject to annual price
escalation per §11.6.

11.6 Price Escalation

11.6.1 Annual Adjustment

ProjectVIEW ERP Annual Subscription Licences and any Maintenance and Support Contracts are
subject to a yearly adjustment according to the official inflation rate of the jurisdiction specified in
the Commercial Contract (the “Index Jurisdiction”). Unless the Commercial Contract specifies a fixed-
price term or an alternative escalation mechanism, the Provider may increase the subscription fees at
each Billing Period renewal by the greater of:

(a) Inflation Index: The official inflation rate of the Index Jurisdiction over the twelve (12) months
preceding the renewal date; or

(b) Floor rate: Three percent (3%) per annum.
11.6.2 Cap

The annual price increase shall not exceed seven percent (7%) of the prior-year subscription fees (the
“Price Escalation Cap”), regardless of the inflation index movement.

11.6.3 Notice

The Provider shall provide the Customer with written notice of any price increase at least ninety (90)
calendar days before the commencement of the next Billing Period. The notice shall specify the new
fees, the applicable escalation factor, and the calculation methodology.

11.6.4 Fixed-Price Terms

Where the Commercial Contract specifies a fixed-price Binding Period, the subscription fees shall
remain unchanged for the duration of the Binding Period. Price escalation shall apply from the first
Renewal Term unless otherwise agreed in the Commercial Contract.

11.7 Invoicing & Payment

11.7.1 Services Payment Schedule

Unless the Commercial Contract specifies an alternative payment schedule, Professional Services fees
(one-off Cost of Services) shall be invoiced on a milestone basis as follows:

N

Milestone 1 As per Commercial Upon signing of the Contract
Contract

Milestone 2 As per Commercial Upon completion of Master Data import
Contract

Milestone 3 As per Commercial Upon finishing Training
Contract
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The specific percentage allocation for each milestone is specified in the Commercial Contract. For
accommodation and additional services such as integration and customisation, a separate invoice shall
be issued upon the Customer’s prior written approval, received via email, explicitly confirming that
these services incur an extra cost.

11.7.2 Subscription Licence Payments

Annual Subscription Licence fees are payable in full upon signing of the Contract and upon
commencement of each subsequent Billing Period, unless the Commercial Contract specifies an
alternative billing cadence.

(a) Annual billing (default): A single invoice for the full Billing Period subscription fee, issued upon
signing or thirty (30) calendar days before the commencement of each renewal Billing Period.

(b) Pro-rata invoices: Mid-term User Licence or Addon additions invoiced within fifteen (15)
Business Days of the Activation Date.

(c) Ancillary service invoices: Issued upon completion of the applicable service or milestone as
defined in the Commercial Contract or Statement of Work.

11.7.3 Invoice Requirements

Each invoice shall contain all information necessary, including but not limited to:

(I) Contract Reference Number

(m) The Provider’s name and registered address

(n) The Subscription/Billing Period covered

(o) Bank details for electronic transfer

(p) A separate calculation of VAT or WHT (if required)

(q) An adequate description of the type of Services or Licences provided

11.7.4 Payment Terms

All invoices are payable within thirty (30) calendar days of the invoice date (“Payment Due Date”)
unless the Commercial Contract specifies alternative payment terms. Payment shall be made by
electronic bank transfer to the Provider’s designated bank account as specified on the invoice.

11.7.5 Overdue Payments

If the Customer fails to make any payment by the Payment Due Date:

(a) Interest: The Provider may charge interest on the overdue amount at the rate of two percent
(2%) per annum above the base rate of the European Central Bank (ECB), calculated daily from
the Payment Due Date until the date of actual payment.

(b) Suspension notice: If payment remains outstanding for more than sixty (60) calendar days
after the Payment Due Date, the Provider may issue a written suspension notice giving the
Customer thirty (30) calendar days to remedy the default.

(c) Service suspension: If the Customer fails to remedy the default within the thirty-day (30-day)
cure period, the Provider may suspend the Customer’s access to the Platform. Suspension
does not relieve the Customer of its obligation to pay the outstanding fees. The Customer has
total capacity and authority to ProjectVIEW ERP licences and Support/Maintenance Services
only upon paying the Annual Subscription Cost of agreed/amended Software Licences.

(d) Termination: If payment remains outstanding for more than one hundred and twenty (120)
calendar days after the Payment Due Date, the Provider may terminate the Framework upon
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thirty (30) calendar days’ written notice, subject to the data-return obligations of Chapter 10,
§10.9-10.11.

Note: The Provider shall not suspend access to the Platform while a bona fide dispute is being resolved
in accordance with §11.9.

11.7.6 Currency

All fees and charges shall be denominated in the currency specified in the Commercial Contract.
Where the Commercial Contract does not specify a currency, all amounts shall be denominated in
United States Dollars (USD). The Customer shall bear the cost of bank transfer charges, exchange-rate
fluctuations for cross-border payments, and any charges levied by intermediary banks, unless
otherwise agreed in the Commercial Contract.

11.8 Taxes & Duties

11.8.1 General Principle

All fees specified in this Framework and the Commercial Contract are exclusive of applicable taxes,
duties, levies, and government-imposed charges (“Taxes”) unless expressly stated as tax-inclusive.
When applicable, the Customer pays the cost of VAT, WHT, and/or bank transfer charges.

11.8.2 Value Added Tax (VAT) / Goods & Services Tax (GST)

Where the supply of the Services is subject to VAT, GST, or equivalent consumption tax in the
applicable jurisdiction, the Provider shall add the applicable tax to each invoice. The Customer shall
pay the tax amount in addition to the quoted fees. The Provider shall issue VAT-compliant invoices in
accordance with the tax regulations of the invoicing jurisdiction.

11.8.3 Withholding Tax (WHT)

If the Customer is required by law to deduct or withhold any tax from payments to the Provider, the
Customer shall:

(a) Gross-up: Increase the payment amount such that the net amount received by the Provider
after withholding equals the full invoiced amount; or

(b) Certificate: Provide the Provider with official tax-withholding certificates within thirty (30)
calendar days of the relevant payment to enable the Provider to claim credit or relief.

The Parties shall co-operate in good faith to minimise withholding-tax exposure, including by applying
for relief under applicable double-taxation treaties.

11.8.4 Customs & Digital Services Taxes

As the Platform is delivered as a Saa$ service, no physical goods are imported. In the event that any
jurisdiction imposes customs duties, digital-services taxes, or equivalent charges on SaaS services,
such charges shall be borne by the Customer unless the Commercial Contract expressly provides
otherwise.

11.9 Disputed Invoices

If the Customer disputes any invoice or portion thereof, the Customer shall:

(a) Notify: Provide written notice of the dispute to the Provider within fifteen (15) Business Days
of the invoice date, specifying the disputed amount, the reason for the dispute, and any
supporting documentation.
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(b) Pay undisputed portion: Pay the undisputed portion of the invoice by the Payment Due Date.

(c) Resolution: The Parties shall negotiate in good faith to resolve the dispute within thirty (30)
calendar days of the dispute notice. If the dispute is not resolved within this period, either
Party may escalate the matter through the governance framework (§11.14) or the dispute
resolution provisions of the Framework.

During the dispute-resolution period, the Provider shall not suspend access to the Platform, charge
late-payment interest on the disputed amount, or initiate termination proceedings in respect of the
disputed amount.

11.10 Financial Remedies & Penalties

11.10.1 SLA Non-Compliance Penalties

Where the Provider fails to meet the Service Level Objectives specified in Chapter 3, the Customer is
entitled to Penalties (not “Service Credits”) calculated as a percentage of the total ARR. The penalty
regime is defined in Chapter 3, §3.8 and is summarised below for cross-reference:

M t

Availability < 99.9% Per schedule in §3.8 Monthly 25% of monthly ARR
RPO breach (> 15 min data Per schedule in §3.8 Per incident Cumulative cap per §3.8
loss)

RTO breach (>4 hrs Per schedule in §3.8 Per incident Cumulative cap per §3.8
recovery)

P1 response-time breach Per schedule in §3.8 Per incident Cumulative cap per §3.8

Penalties are applied as credits against future invoices unless the Customer requests a cash refund.
The aggregate penalties payable by the Provider in any Billing Period shall not exceed the annual-cap
specified in Chapter 3, §3.8. Penalties constitute the Customer’s sole and exclusive financial remedy
for SLA non-compliance and do not limit claims for general breach of contract.

11.10.2 Penalty Claim Process

The Customer shall submit penalty claims within thirty (30) Business Days of the end of the
measurement period in which the breach occurred. Claims must be submitted through the Embedded
Ticketing System and must reference the applicable SLA metric, the measured performance, and the
calculated penalty amount. The Provider shall validate and respond to each claim within fifteen (15)
Business Days.

11.11 Licence-Compliance Auditing

11.11.1 AuditRight

The Provider reserves the right to audit the Customer’s use of the Platform to verify compliance with
the Universal/Concurrent User licensing terms of this Framework. Audits may be conducted no more
than once per Billing Period, upon a minimum of thirty (30) calendar days’ written notice.

11.11.2 Audit Procedure

Audits shall be conducted as follows:
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(a) Self-certification: The Provider issues a Licence Usage Declaration form. The Customer
completes and returns it within fifteen (15) Business Days, certifying the number of active
Universal/Concurrent Users and licensed modules/Addons.

(b) System validation: The Provider may verify the self-certification against the Platform’s
authentication logs and Active Directory integration records. All validation is performed within
the Provider’s systems; no access to the Customer’s internal systems is required.

(c) Discrepancy resolution: If the audit reveals that the Customer’s actual usage exceeds the
licensed entitlements, the Provider shall issue a True-Up Notice specifying the excess usage
and the applicable fees.

11.11.3 True-Up

Upon receipt of a True-Up Notice, the Customer shall:

(a) Regularise: Execute a User Licence Amendment or Module Activation Amendment to bring
usage into compliance within thirty (30) calendar days.

(b) Back-pay: Pay the pro-rata fees for the excess usage from the date the excess commenced (or
the start of the current Billing Period if the commencement date cannot be determined) to
the date of regularisation.

If the audit reveals that the Customer’s actual usage is within the licensed entitlements, the Provider
shall bear the cost of the audit. If the audit reveals excess usage of more than ten percent (10%), the
Customer shall reimburse the Provider’s reasonable audit costs.

11.12 Subscription Term & Renewal

11.12.1 Binding Period & Initial Term

The Binding Period commences on the Commencement Date (the date of the Framework) and
continues for the number of Billing Periods specified in the Commercial Contract. Each Billing Period
has a duration of twelve (12) months starting on the date of the Framework signing.

The subscription includes Second Level Support (maintenance and support) and free Software
Updates and Upgrades provided by the Provider throughout the Billing Period.

11.12.2 Evergreen Contract & Auto-Renewal

Upon and beyond the completion of the Binding Period, the Framework operates as an Evergreen
Contract whereby Second Level Support (maintenance and support) and free Software Updates and
Upgrades are provided by the Provider in perpetuity and are automatically renewed (rolled over) after
each end of a Billing Period based on the Commercial Contract’s Terms and Conditions, until cancelled
by the Customer.

Unless either Party provides written notice of non-renewal at least ninety (90) calendar days before
the expiry of the then-current Billing Period, the subscription shall automatically renew for successive
periods of twelve (12) months (each a “Renewal Term”) at the then-current fees (subject to price
escalation per §11.6).

11.12.3 Termination for Convenience

Neither Party may terminate the Framework for convenience during the Binding Period. During any
Renewal Term, either Party may terminate by providing ninety (90) calendar days’ written notice prior
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to the end of the then-current Billing Period. Early termination during a Renewal Term does not entitle
the Customer to a refund of pre-paid fees for the remainder of that Billing Period.

11.12.4 Termination for Cause — Provider’s Default

The Customer may terminate the Framework with immediate effect upon written notice if the
Provider:

(a) Performance failure: Fails to execute the Contract or to perform its obligations in accordance
with the terms of this Framework.

(b) Maintenance failure: Refuses to remedy software defects or fails to provide the required
maintenance and support services under the Contract, being directed in writing to do so by
the Customer.

(c) Insolvency: Commits an act of bankruptcy, enters into a deed of arrangement with its
creditors, or being a company, goes into liquidation (other than a voluntary liquidation for the
purposes of reconstruction).

Upon termination for Provider’s default, the Provider shall refund a pro-rata portion of any pre-paid
subscription fees for the period from the effective date of termination to the end of the then-current
Billing Period. The first party may claim compensation against the second party or its representative
as a collective liability under this Contract.

11.12.5 Termination for Cause — General

Either Party may terminate the Framework with immediate effect upon written notice if the other
Party:

(a) Material breach: Commits a material breach of the Framework and fails to remedy such
breach within sixty (60) calendar days of receiving written notice specifying the breach.

(b) Regulatory action: Is subject to a regulatory action or order that renders continued
performance of the Framework unlawful or commercially impracticable.

Termination for cause does not prejudice either Party’s accrued rights or remedies.

11.13 Refund Policy
Pre-paid subscription fees are non-refundable except in the following circumstances:

(a) Termination for Provider breach/default: Pro-rata refund from the effective date of
termination per §11.12.4.

(b) Persistent SLA failure: If the aggregate SLA penalties in any six (6) consecutive months exceed
twenty percent (20%) of the monthly ARR, the Customer may elect to terminate and receive
a pro-rata refund of pre-paid fees.

(c) Regulatory impossibility: If a change in law renders the provision of the Services unlawful, the
Provider shall refund pre-paid fees for the unexpired portion of the term.

Refunds shall be processed within thirty (30) calendar days of the effective date of termination and
shall be paid to the Customer’s designated bank account by electronic transfer.

11.14 Data Ownership & Return

Client Data (digital information stored by the Customer in the ProjectVIEW ERP database through the
use of the Software) belongs to the Customer. The Customer may request the data from the Provider
at any time. The Provider shall transmit the data to the Customer within three (3) Business Days of
notification.
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Detailed data export/return obligations, formats, and procedures are set forth in Chapter 10, §10.9—

10.11.

11.15 Warranties & Obligations

11.15.1

Provider’s Warranties

Without prejudice to any other warranties expressed elsewhere in this Framework or implied by law,
the Provider warrants, represents, and undertakes to the Customer that it:

(a)

(b)

(c)

(d)

()

11.15.2

Authority: Has the power and authority to grant the subscription for the Services granted to
the Customer hereunder.

Qualifications: Has the required qualifications, professional skills, experience, personnel,
technical resources, and capability to provide the required Software and perform the
necessary Services.

Maintenance: Shall maintain the Software (Upgrades) and provide all patches and fixes
(Updates) to the Software at no additional cost as part of the Annual Subscription.

Project management: Shall maintain a Project Manager and requires a counterpart Project
Manager from the Customer to facilitate the smooth execution of works and ensure the
completion of deliverables.

Lifetime Software Warranty: Co-extensive with the Subscription Term (Chapter 9, §9.13).

Provider’s Obligations

The Provider shall:

(a)

(b)

(c)

(d)

(e)

(f)

Supply the Software and perform the Services in accordance with the terms and conditions of
this Contract.

Provide such written or oral advice or information regarding the Software and/or the Services
as the Customer may reasonably require.

Comply with all lawful and reasonable directions of the Customer relating to the supply of the
Software and performance of the Services, including the Customer’s Project Management,
Security, and Safety requirements.

Only use personnel who are suitably qualified and experienced to perform their role, hold up-
to-date professional certifications relevant to the Services they are providing.

Complete the execution of each Service on or before the applicable date specified in the
Project Plan finalised at the Kickoff Meeting.

Provide all electronic portals with links to documents/videos as a Training Knowledge Base to
the Customer.

11.15.3 Customer’s Obligations

The Customer shall:

(a)

(b)

(c)

Pay the fees and services due under this Contract upon the terms and dates provided for under
this Contract.

Allow the Provider access to sites, data, and the hosting environment, including third-party
applications and COTS.

Use its best efforts to ensure that Authorised Users use the Software in accordance with the
terms and conditions of this Framework.

© 2026 DANAOS Projects Software Solutions LLC - Page 168



DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

(d) Appoint ProjectVIEW ERP Champions (Power Users / Super Users) as first-level support
respondents and system ambassadors (Chapter 4, §4.5).

(e) Acknowledge that the Software will be operated based on the Pricing Metrics of each Module
(per User) as specified in the Commercial Contract.

11.16 Commercial Governance

11.16.1 Account Management

The Provider shall appoint a dedicated Contract/Account Manager who shall serve as the primary
commercial contact for the Customer. The Account Manager’s contact details shall be specified in the
Commercial Contract and updated in writing upon any change.

11.16.2 Review Cadence

Commercial matters shall be governed through the Steering Committee framework, which includes
the following cadence:

Operational Monthly Account Manager, Ticket volumes, SLA performance,

Review Customer Project Lead, upcoming releases, pending Change
Champions Requests, Monthly Status Report

Commercial Quarterly Account Manager, ARR reconciliation, usage trends, pipeline of

Review Customer Commercial add-ons/expansions, pricing review, budget
Lead, Provider CTO planning

Executive Bi-annually  Provider CEQ/CTO, Strategic alignment, roadmap preview,

Review Customer C-Suite / Steering  contract health, escalated issues, renewal
Committee planning, Digital Transformation Roadmap

Minutes of each review shall be recorded and circulated within five (5) Business Days. Action items
shall be tracked in the Embedded Ticketing System with assigned owners and due dates.

11.17 Roles & Responsibilities (RACI Matrix)

The following RACI matrix defines role allocations for all commercial processes:

Account

Commercial Contract / R
ELA negotiation &
execution

Invoice issuance C | R | |

Payment processing | | I | R
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ARR recalculation R | C | I
Price-escalation notice R A C | I
Disputed-invoice R C C R C
resolution
Penalty claim validation R C C R I
Licence-compliance R A I R I
audit
True-up execution R | R R R
Renewal / non-renewal R A C R C
notice
Mid-term User Licence R | C R
additions/removals
Module/Addon R C C R
activation
Services milestone C | R R
approval
Accommodation/travel  C | R R
approval
Commercial Review R C R
chairing
Executive Review C R C
chairing

Legend: R = Responsible - A = Accountable - C = Consulted - | = Informed.

11.18 Process Register

The following process register catalogues all formal processes defined in this chapter.

Process Sectlon

P-11.01 ELA/ New Customer or Account Signed §11.3,
Commercial material amendment = Manager ELA/Commercial §11.4
Contract Contract; ARR
Execution established;
Binding Period
commenced;
provisioning
initiated.
P-11.02 Mid-Term User  Customer written Account Finance User Licence §11.3.6,
Licence request to add Manager acknowledged; §11.5.2
Addition Universal/Concurrent pro-rata invoice
Users issued; SLA
coverage
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P-11.03

P-11.04

P-11.05

P-11.06

P-11.07

P-11.08

P-11.09

P-11.10

Mid-Term User
Licence
Removal

Mid-Term
Module/Addon
Activation

Annual Price
Escalation
Notice

Subscription
Renewal
(Evergreen)

Non-Renewal
Notice

Services
Invoice
Issuance

Subscription
Invoice
Issuance

Invoice
Dispute

Customer written
notice for next Billing
Period

Customer written
request to activate
module or Addon

90 days before Billing
Period renewal

60 days before Billing
Period expiry; no
non-renewal notice
received

Customer or Provider
written notice 290
days before Billing
Period expiry

Milestone
completion trigger
per services payment
schedule

Billing Period
commencement or
contract signing

Customer written
dispute notice within
15 Business Days

Account
Manager

Account
Manager

Finance

Account
Manager

Account
Manager

Finance

Finance

Account
Manager

Finance

CTo

CTO

CTo

CTo

Account
Manager

Account
Manager

CTo
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confirmed from
Activation Date.

Licence removal
scheduled;
Minimum
Licence
Commitment
verified; ARR
recalculated.

Module
Activation
Amendment
executed; pro-
rata invoice
issued; training
scheduled.

Written notice of
fee increase
delivered to
Customer with
inflation index
and calculation
methodology.

Auto-renewal
confirmed;
updated
Commercial
Contract issued;
invoice raised for
next Billing
Period.

Cessation
planning
initiated per
Chapter 10.

Invoice issued to
Customer per
milestone
percentage with
applicable taxes.

Annual
subscription
invoice issued
with applicable
taxes.

Dispute logged;
investigation
commenced; 30-
day resolution

window initiated.

§11.3.6,
§11.5.4

§11.3.4,
§11.5.2

§11.6.3

§11.12.2

§11.12.2

§11.7.1

§11.7.2

§11.9
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P-11.11

P-11.12

P-11.13

P-11.14

P-11.15

P-11.16

P-11.17

P-11.18

P-11.19

Overdue
Payment
Escalation

Service
Suspension

Penalty Claim
Submission

Penalty Credit
Application

Licence
Compliance
Audit

True-Up
Execution

Termination
for Provider
Default

Refund
Processing

Data Return
Request

Payment overdue >
60 calendar days

Cure period expired
without payment

SLA breach identified
within measurement
period

Penalty claim
validated and
approved

Annual audit trigger;
30-day notice issued

Audit reveals excess
usage

Provider default
event per §11.12.4

Termination for
Provider breach or
persistent SLA failure

Customer request at
any time during or
after subscription

11.19 Process Flow Schematic

Finance

Account

Manager

Customer

Finance

Account
Manager

Finance

Customer

Finance

Account
Manager

CTO

CTo

Account

Manager

CTO

CTo

Account
Manager

Customer
C-Suite

CTo

CTo
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Suspension
notice issued;
30-day cure
period
commenced.

Platform access
suspended;
Customer
notified; data
preserved.

Claim logged in
Ticketing System;
validated within
15 Business
Days.

Credit applied to
next invoice or
cash refund
processed within
30 days.

Self-certification
received; system
validation
completed;
discrepancy
report issued (if
applicable).

User Licence
Amendment
executed; back-
pay invoice
issued;
compliance
confirmed.

Termination
notice issued;
data-return per
Chapter 10; pro-
rata refund
processed.

Pro-rata refund
calculated and
paid within 30
calendar days.

Client Data
transmitted to
Customer within
3 Business Days.

§11.7.5

§11.7.5

§11.10.2

§11.10.1

§11.11

§11.11.3

§11.12.4

§11.13

§11.14
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The following nine-stage lifecycle illustrates the end-to-end commercial lifecycle from ELA execution
through Evergreen renewal or termination:

@ ELA Negotiation & Commercial Contract Execution - @ Subscription Activation & Cloud
Provisioning - @ Invoicing & Milestone Payments

N

@ Ongoing Usage & Compliance Monitoring - @ Flexible Subscription Amendments - @ SLA
Performance & Penalty Management

\

(@ Annual Review & Price Escalation > Licence Audit & True-Up > (9) Evergreen Renewal /
Non-Renewal / Termination

Stage @ ELA Negotiation & Commercial Contract Execution: The commercial relationship
commences with the negotiation and execution of the Enterprise License Agreement and Commercial
Contract, which specifies the Binding Period, volume band, module/Addon entitlements,
Universal/Concurrent User count, Minimum Licence Commitment, billing cadence, services payment
milestones, and currency (P-11.01).

Stage @ Subscription Activation & Cloud Provisioning: Upon Commercial Contract execution, the
Provider provisions the Customer’s dedicated private sovereign environment on DANAOS Cloud
(Microsoft Azure) and installs the Vanilla Version of ProjectVIEW ERP. User accounts are created, roles
assigned, and the Kickoff Meeting is scheduled (Chapter 2, Chapter 6). Subscription licences are
activated immediately upon Contract signing.

Stage @ Invoicing & Milestone Payments: Subscription licence invoices are issued upon Contract
signing. Services invoices follow the milestone-based payment schedule. The Customer pays within
thirty (30) calendar days. Disputed invoices follow the resolution process of §11.9 (P-11.08, P-11.09,
P-11.10).

Stage @ Ongoing Usage & Compliance Monitoring: The Provider continuously monitors
Universal/Concurrent User counts and module usage against licensed entitlements. Monthly
Operational Reviews track ticket volumes, SLA performance, and Monthly Status Reports (P-11.15).

Stage @ Flexible Subscription Amendments: Additional User Licences or modules/Addons are
activated via the Flexible Subscription Model. Licence removals are scheduled for the next Billing
Period, subject to the Minimum Licence Commitment. Pro-rata fees are invoiced immediately for
additions. ARR is recalculated for the next Billing Period (P-11.02, P-11.03, P-11.04).

Stage @ SLA Performance & Penalty Management: SLA breaches trigger penalty claims per
Chapter 3. Claims are submitted through the Embedded Ticketing System and validated within fifteen
(15) Business Days. Credits are applied to the next invoice (P-11.13, P-11.14).

Stage @ Annual Review & Price Escalation: Ninety (90) days before each Billing Period renewal, the
Provider issues the price-escalation notice based on the official inflation rate of the Index Jurisdiction.
The Quarterly Commercial Review assesses usage trends, ARR reconciliation, and upcoming
amendments (P-11.05).
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Stage Licence Audit & True-Up: The Provider conducts an annual licence-compliance audit.
Discrepancies are resolved through self-certification and system validation. Excess usage triggers a
True-Up with back-pay (P-11.15, P-11.16).

Stage @ Evergreen Renewal / Non-Renewal / Termination: The subscription operates as an
Evergreen Contract, auto-renewing unless either Party provides ninety-day (90-day) non-renewal
notice. Termination for Provider default follows §11.12.4. Non-renewal triggers the Subscription
Cessation procedures of Chapter 10 (P-11.06, P-11.07, P-11.17).
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12 Governance, Compliance & Dispute Resolution

This chapter establishes the governance framework, regulatory compliance obligations, audit rights,
dispute-resolution mechanisms, limitation of liability, indemnification provisions, and general
contractual terms that underpin the relationship between the Provider and the Customer
throughout the Subscription Term.

12.1 Contract Governance Framework

The Parties shall establish a structured governance framework to ensure effective management of
the contractual relationship, alignment of commercial objectives, and timely resolution of
operational matters.

12.1.1 Governance Tiers

The governance framework operates across three tiers:

Tier Forum Cadence | Provider Customer Purpose
Attendees Attendees
Tier1 — Executive Semi- CEO / Managing  C-Suite Sponsor,  Strategic alighment,
Strategic Steering Annual Director, IT Director / CIO roadmap review,
Committee Account partnership health,
Director escalation resolution
Tier 2 — Quarterly Quarterly  Account Project SLA performance, CSI
Tactical Service Manager, Manager, IT actions, change-request
Review (QSR) Delivery Lead, Manager, pipeline, licence
Technical Lead Department utilisation, training
Heads effectiveness
Tier 3 — Monthly Monthly Account IT Manager, Incident trends, open
Operational Operations Manager, DANAOS tickets, upcoming
Meeting Support Lead Champions releases, operational
issues

12.1.2 Steering Committee
The Executive Steering Committee shall comprise no fewer than two (2) senior representatives from
each Party. The Committee shall:

(a) Review strategic alignment between the Platform roadmap and the Customer’s business

objectives;

(b) Approve material changes to scope, commercial terms, or service-level targets;

(c) Resolve escalated disputes that have not been settled at the tactical or operational tiers;

(d) Review and endorse the annual Customer Satisfaction Survey results and improvement plan;

(e) Approve any amendments to the Enterprise License Agreement or Commercial Contract.

12.1.3 Quarterly Service Review (QSR)

Each QSR shall include, at a minimum:

e SLA compliance report (uptime, MTTR, GOS by priority) for the preceding quarter;
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Penalty/credit summary (if applicable) per Chapter 11;

CSI (Continual Service Improvement) progress tracker;

Licence utilisation report — Concurrent User peak/average, Volume Band compliance;
Change-request and release pipeline status;

Security posture update (vulnerability scan summary, incident count);

Training effectiveness metrics and upcoming TNA/TNRA activities;

Risk register review.

QSR minutes shall be circulated within five (5) Business Days and become a governed record.

12.1.4 Governance Records

All governance meetings shall be minuted, and actions shall be logged in a shared Governance
Action Register maintained by the Provider. Actions not closed within two (2) consecutive review
cycles shall be automatically escalated to the next governance tier.

12.2 Escalation Matrix

Disputes, service failures, and unresolved operational issues shall be escalated through the following
tiers. Each tier has a defined resolution window before automatic escalation to the next level.

Escalation Provider Contact Customer Contact | Resolution Trigger
Level Target

Level 1 — Account Manager IT Manager / 5 Business Initial issue or dispute raised
Operational Champion Days

Level 2 — Delivery Director Project Director / 10 Business Level 1 unresolved or SLA
Management IT Director Days breach

Level 3 — CEO / Managing C-Suite Sponsor 15 Business Level 2 unresolved or
Executive Director Days material breach

Level 4 — External Legal External Legal Per §12.10 Level 3 unresolved after 15
Formal Counsel Counsel Business Days

Dispute

Escalation does not relieve the Provider of its obligation to continue providing the Services in
accordance with the agreed Service Levels during the pendency of any dispute.

12.3 Regulatory Compliance

12.3.1 Provider’s Compliance Obligations

The Provider shall comply with all applicable laws, regulations, and industry standards in the
jurisdictions in which the Services are delivered, including but not limited to:

(a) The General Data Protection Regulation (EU) 2016/679 (GDPR) — as detailed in Chapter 7;
(b) The UAE Federal Decree-Law No. 45 of 2021 on Personal Data Protection (PDPL) — as detailed

in Chapter 7;

(c) ISO/IEC 27001:2022 (Information Security Management Systems) — as referenced in

Chapter 8;
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(d) 1SO/IEC 27701:2019 (Privacy Information Management) — as referenced in Chapter 7;
(e) 1SO 22301:2019 (Business Continuity Management) — as referenced in Chapter 9;

(f) The EU Artificial Intelligence Act (Regulation (EU) 2024/1689) — to the extent Al capabilities
are deployed within the Platform;

(g) NIST Al Risk Management Framework (Al RMF 1.0) — as referenced in Chapter 4;
(h) OWASP Application Security Verification Standard (ASVS) — as referenced in Chapter 8;
(i) Microsoft Azure compliance certifications applicable to the Customer’s sovereign
environment.
12.3.2 Customer’s Compliance Obligations

The Customer shall:

(a) Ensure that its use of the Platform complies with all applicable laws in its jurisdiction;

(b) Obtain and maintain all necessary consents and lawful bases for the processing of Personal
Data uploaded to the Platform;

(c) Promptly notify the Provider of any regulatory inquiry, investigation, or enforcement action
that may affect the Provider’s obligations under this Framework;

(d) Cooperate with the Provider in responding to Data Subject requests in accordance with
Section 7.8;

(e) Comply with the Acceptable Use Policy set out in §12.4.

12.3.3 Regulatory Change Management
Where a change in applicable law or regulation requires modification to the Services, the Platform,
or the data-processing arrangements:
(@) The Provider shall notify the Customer within thirty (30) calendar days of becoming aware of
the regulatory change;

(b) The Parties shall cooperate in good faith to agree on the necessary modifications and any
associated cost implications;

(c) Where the regulatory change materially increases the Provider’s cost of delivering the
Services, the Parties shall negotiate an equitable adjustment to the fees;

(d) Where the regulatory change renders continued performance commercially impracticable,
either Party may invoke the termination provisions of §12.9.4.

12.4 Acceptable Use Policy

The Customer shall not, and shall ensure that its Authorised Users do not:

(a) Use the Platform for any unlawful purpose or in violation of any applicable law or regulation;

(b) Upload, store, or transmit any content that infringes the Intellectual Property Rights of any
third party;

(c) Attempt to reverse-engineer, decompile, disassemble, or otherwise derive the source code of
the Platform;

(d) Use the Platform to transmit malware, viruses, or any other malicious code;
(e) Exceed the licensed Universal/Concurrent User count or circumvent the licensing model;

(f) Share access credentials or permit unauthorised individuals to access the Platform;
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(g) Use automated tools (bots, scrapers, crawlers) to access the Platform without the Provider’s
prior written consent;

(h) Interfere with or disrupt the integrity or performance of the Platform or its infrastructure.

A material breach of the Acceptable Use Policy shall entitle the Provider to suspend the affected
User’s access immediately upon written notice, and may constitute grounds for termination under
§12.9.3.

12.5 Audit Rights

12.5.1 Provider Audit of Customer

The Provider may conduct a licence-compliance audit no more than once per Billing Period, upon
thirty (30) calendar days’ written notice, to verify that the Customer’s usage does not exceed the
licensed Universal/Concurrent User count, Volume Band, or module entitlements. The audit process
is governed by Chapter 11, §11.11.

12.5.2 Customer Audit of Provider
The Customer (or its appointed independent auditor) may, upon forty-five (45) calendar days’
written notice, conduct an audit of the Provider’s:

(f) Information security controls and ISMS documentation (Chapter 8);

(g) Data protection and privacy practices (Chapter 7);

(h) Business continuity and disaster recovery preparedness (Chapter 9);

(i) SLA compliance records and supporting evidence (Chapter 3);

(j) Sub-Processor compliance (Chapter 7, §7.12).

Audits shall be conducted during normal business hours, shall not unreasonably interfere with the
Provider’s operations, and shall be limited to one (1) audit per Billing Period unless a material breach
has been identified. The Provider shall cooperate fully and provide all reasonably requested
documentation within ten (10) Business Days of the request.

12.5.3 Audit Costs

Each Party shall bear its own costs in connection with any audit. However, if a Provider audit reveals
a material licence overuse (exceeding five percent (5%) of the licensed count), the Customer shall
reimburse the Provider’s reasonable audit costs in addition to the True-Up fees. If a Customer audit
reveals a material Provider non-compliance, the Provider shall reimburse the Customer’s reasonable
audit costs.

12.5.4 Third-Party Certifications

In lieu of or in addition to direct audits, the Provider shall maintain and make available to the
Customer upon request:

e |SO/IEC 27001:2022 certification (or equivalent) — renewed annually;

e |SO 22301:2019 certification (or equivalent) — renewed annually;

e Annual penetration-test executive summary (Chapter 8, §8.10);

e Azure compliance attestations applicable to the Customer’s sovereign environment.

12.6 Representations & Warranties

12.6.1 Mutual Representations
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Each Party represents and warrants that:
(a) It has the legal capacity and authority to enter into and perform its obligations under this
Framework;

(b) The execution and performance of this Framework does not violate any other agreement to
which it is a party;

(c) It shall comply with all applicable laws and regulations in the performance of its obligations.

12.6.2 Provider’s Warranties
The Provider warrants that:
(a) The Platform shall perform materially in accordance with the specifications set out in this

Framework and the applicable documentation throughout the Subscription Term (Lifetime
Software Warranty — Section 9.13);

(b) The Services shall be performed with reasonable skill and care by appropriately qualified
personnel;

(c) The Platform does not, to the Provider’s knowledge, infringe any third-party Intellectual
Property Rights in the jurisdictions in which the Customer is authorised to use it;

(d) The Provider maintains all necessary licences, certifications, and authorisations to deliver the
Services;

(e) The Provider shall maintain insurance coverage adequate to cover its obligations, including
professional indemnity, public liability, and cyber-liability policies.

12.6.3 Disclaimer

Except as expressly set out in this Framework, the Provider makes no warranties, express or implied,
including any implied warranties of merchantability, fitness for a particular purpose, or non-
infringement. The Platform is provided on an “as available” basis subject to the Service Levels and
warranties expressly stated herein.

12.7 Limitation of Liability

12.7.1 Aggregate Cap

Subject to §12.7.3, the total aggregate liability of either Party under or in connection with this
Framework, whether in contract, tort (including negligence), breach of statutory duty, or otherwise,
shall not exceed the total fees paid or payable by the Customer during the twelve (12) month period
immediately preceding the event giving rise to the claim.

12.7.2 Exclusion of Consequential Loss

Subject to §12.7.3, neither Party shall be liable to the other for any indirect, incidental, special,
consequential, or punitive damages, or for any loss of profits, revenue, data, goodwill, or business
opportunity, arising out of or in connection with this Framework, even if advised of the possibility of
such damages.

12.7.3 Uncapped Liabilities
The limitations in §12.7.1 and §12.7.2 shall not apply to:

(a) Liability for death or personal injury caused by negligence;

(b) Liability for fraud or fraudulent misrepresentation;
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(c) The Provider’s indemnification obligations under §12.8.1 (IP infringement);
(d) Either Party’s breach of its confidentiality obligations (Chapter 8, §8.12);
(e) Either Party’s breach of Data Protection Laws (Chapter 7);

(f) The Customer’s obligation to pay fees under Chapter 11.

12.7.4 Duty to Mitigate

Each Party shall take all reasonable steps to mitigate any loss or damage for which it is entitled to
bring a claim under this Framework.

12.8 Indemnification

12.8.1 Provider’s Indemnification

The Provider shall defend, indemnify, and hold harmless the Customer and its officers, directors,
employees, and agents from and against any third-party claim, action, suit, or proceeding alleging
that the Customer’s use of the Platform in accordance with this Framework infringes any third-party
patent, copyright, trademark, or trade secret.

If the Platform becomes, or in the Provider’s reasonable opinion is likely to become, the subject of
an infringement claim, the Provider shall, at its sole expense and option:
(a) Procure for the Customer the right to continue using the Platform;
(b) Modify the Platform to make it non-infringing without materially reducing functionality; or
(c) Replace the infringing component with a functionally equivalent non-infringing alternative.

If none of the foregoing is commercially practicable, the Provider may terminate the affected portion
of the Framework and refund to the Customer a pro-rata portion of pre-paid fees for the unexpired
Billing Period.

12.8.2 Customer’s Indemnification
The Customer shall defend, indemnify, and hold harmless the Provider from and against any third-
party claim arising from:

(a) The Customer’s breach of the Acceptable Use Policy (§12.4);

(b) Customer Data that infringes any third-party Intellectual Property Rights;

(c) The Customer’s use of the Platform in violation of applicable law.

12.8.3 Indemnification Procedure
The indemnified Party shall:
(a) Promptly notify the indemnifying Party in writing of any claim (failure to provide timely notice

shall not relieve the indemnifying Party of its obligations except to the extent materially
prejudiced);

(b) Grant the indemnifying Party sole control of the defence and settlement of the claim;
(c) Cooperate fully at the indemnifying Party’s expense in the defence of the claim.

The indemnifying Party shall not settle any claim that imposes obligations on the indemnified Party
or admits liability on its behalf without the indemnified Party’s prior written consent (not to be
unreasonably withheld).
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12.9 Term & Termination

12.9.1 Term

This Framework shall commence on the Subscription Start Date and continue for the Initial Term
(Binding Period) as specified in the Commercial Contract and Enterprise License Agreement.
Following the expiry of the Binding Period, the Framework shall renew automatically for successive
Billing Periods under the Evergreen Contract mechanism unless terminated in accordance with this
Section.

12.9.2 Termination for Convenience

Following the expiry of the Binding Period, either Party may terminate this Framework by providing
written non-renewal notice at least ninety (90) calendar days before the expiry of the then-current
Billing Period. Termination for convenience during the Binding Period is not permitted unless
mutually agreed in writing.

12.9.3 Termination for Cause — Customer Default

The Provider may terminate this Framework immediately upon written notice if the Customer:

(a) Fails to pay any undisputed amount within sixty (60) calendar days of the due date;

(b) Commits a material breach of the Acceptable Use Policy (§12.4) that is not remedied within
thirty (30) calendar days of written notice;

(c) Becomes insolvent, enters into administration, liquidation, or any equivalent proceedings.

12.9.4 Termination for Cause — Provider Default
The Customer may terminate this Framework immediately upon written notice if the Provider:
(a) Fails to meet the applicable Service Level (SLO) for three (3) or more consecutive calendar
months;

(b) Commits a material breach of its data protection or information security obligations under
Chapters 7 or 8 that is not remedied within thirty (30) calendar days of written notice;

(c) Becomes insolvent, enters into administration, liquidation, or any equivalent proceedings;

(d) Fails to deliver a critical software update or security patch within the timeframes specified in
Chapter 4 for three (3) or more consecutive instances.

Cross-reference: Provider’s Default provisions in Chapter 11, §11.12.4 apply in addition to this
Section.

12.9.5 Consequences of Termination
Upon termination or expiry of this Framework:
(a) The Provider shall perform the data return obligations set out in Chapter 11, §11.14, delivering
all Customer Data within three (3) Business Days of the Customer’s written request;
(b) The end-of-life and decommissioning procedures set out in Chapter 10 shall apply;
(c) Alllicences granted to the Customer shall terminate immediately;

(d) Each Party shall return or destroy the other Party’s Confidential Information in accordance
with Chapter 8, §8.12;
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(e) Any accrued rights and obligations (including payment obligations for Services rendered) shall
survive termination;

(f) The Source Code Escrow provisions (Section 9.14) shall survive termination to the extent
specified therein.
12.9.6 Survival

The following provisions shall survive termination or expiry of this Framework: §12.5 (Audit Rights —
for twelve (12) months post-termination), §12.6 (Representations & Warranties), §12.7 (Limitation
of Liability), §12.8 (Indemnification), §12.9.5 (Consequences of Termination), §12.10 (Dispute
Resolution), §12.11 (Governing Law), §12.12 (Confidentiality — per Chapter 8), and §12.13 (General
Provisions).

12.10 Dispute Resolution

Any dispute arising out of or in connection with this Framework (“Dispute”) shall be resolved in
accordance with the following sequential procedure:
12.10.1 Good-Faith Negotiation

The Parties shall first attempt to resolve the Dispute through good-faith negotiation at the
Management level (Escalation Level 2) for a period of thirty (30) calendar days following written
notice of the Dispute.

12.10.2 Mediation

If the Dispute is not resolved through negotiation within the thirty (30) day period, either Party may
refer the Dispute to mediation administered by the Dubai International Arbitration Centre (DIAC) or
another mutually agreed mediation body. The mediator shall be appointed by mutual agreement;
failing agreement within fifteen (15) calendar days, the mediation body shall appoint the mediator.
Mediation shall be conducted in English. The costs of mediation shall be borne equally by the
Parties.

12.10.3 Arbitration

If the Dispute is not resolved through mediation within sixty (60) calendar days of the referral to
mediation, either Party may refer the Dispute to final and binding arbitration administered by DIAC
under its applicable Arbitration Rules in effect at the time of filing:

(a) The arbitral tribunal shall consist of one (1) arbitrator for Disputes with a value below USD
500,000 and three (3) arbitrators for Disputes at or above that threshold;
(b) The seat of arbitration shall be Dubai, United Arab Emirates;
(c) The language of the arbitration shall be English;
(d) The arbitral award shall be final and binding and may be enforced in any court of competent
jurisdiction.
12.10.4 Injunctive Relief

Nothing in this Section shall prevent either Party from seeking injunctive or other equitable relief
from a court of competent jurisdiction to prevent irreparable harm, including but not limited to the
protection of Confidential Information, Intellectual Property Rights, or data security.

12.10.5 Continuation of Services

During the pendency of any dispute, mediation, or arbitration, the Parties shall continue to perform
their respective obligations under this Framework in good faith.
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12.11 Governing Law & Jurisdiction

This Framework shall be governed by and construed in accordance with the laws of the Emirate of
Dubai and the applicable federal laws of the United Arab Emirates, without regard to conflict-of-law
principles.

Subject to the dispute-resolution provisions of §12.10, the courts of the Dubai International Financial
Centre (DIFC) shall have non-exclusive jurisdiction in respect of any proceedings arising out of or in
connection with this Framework.

Data Protection jurisdiction: Where the Customer’s operations are subject to the GDPR, the data-
protection provisions of Chapter 7 shall be interpreted in accordance with EU law, and the CJEU shall
have jurisdiction in respect of GDPR-specific disputes to the extent required by law.

12.12 Force Majeure

Neither Party shall be liable for any failure or delay in performing its obligations under this
Framework to the extent that such failure or delay is caused by a Force Majeure Event.
12.12.1 Notification
The affected Party shall:
(k) Notify the other Party in writing within forty-eight (48) hours of becoming aware of the Force
Majeure Event;
(I) Provide reasonable details of the event, its expected duration, and the obligations affected;

(m) Use all commercially reasonable efforts to mitigate the effects and resume performance as
soon as practicable.

12.12.2 Prolonged Force Majeure

If a Force Majeure Event continues for a period exceeding ninety (90) consecutive calendar days,
either Party may terminate this Framework by providing thirty (30) calendar days’ written notice. In
such event, the Provider shall refund to the Customer a pro-rata portion of any pre-paid fees for the
unexpired portion of the then-current Billing Period.

12.12.3 Exclusions

Force Majeure shall not include: the Provider’s failure to maintain adequate BCDR arrangements
(Chapter 9); market changes, financial difficulties, or inability to meet cost obligations; or planned
maintenance or scheduled downtime.

12.13 General Provisions

12.13.1 Entire Agreement

This Framework, including all Chapters, Appendices, the Commercial Contract, and the Enterprise
License Agreement, constitutes the entire agreement between the Parties with respect to its subject
matter and supersedes all prior and contemporaneous agreements, representations, warranties, and
understandings, whether written or oral.
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12.13.2 Amendments

No amendment or modification to this Framework shall be effective unless made in writing and
signed by duly authorised representatives of both Parties. Amendments to the Commercial Contract
(including User Licence Amendments and Module Activation Amendments) shall follow the
processes set out in Chapter 11.

12.13.3 Severability

If any provision of this Framework is held to be invalid, illegal, or unenforceable, the remaining
provisions shall continue in full force and effect. The Parties shall negotiate in good faith to replace
the invalid provision with a valid provision that achieves, to the extent possible, the original
commercial intent.

12.13.4 Waiver

No failure or delay by either Party in exercising any right, power, or remedy under this Framework
shall operate as a waiver thereof, nor shall any single or partial exercise preclude any further
exercise of the same or any other right.

12.13.5 Assignment

Neither Party may assign or transfer its rights or obligations under this Framework without the prior
written consent of the other Party, except that:

(a) The Provider may assign this Framework to an affiliate or successor entity in connection with
a merger, acquisition, or sale of substantially all of its assets, provided the assignee assumes
all obligations; and

(b) The Customer may assign this Framework to an affiliate, provided the affiliate meets the same
creditworthiness and compliance standards.

Any purported assignment in violation of this Section shall be void.

12.13.6 Notices
All notices required or permitted under this Framework shall be in writing and shall be deemed
delivered:

(a) Upon delivery, if delivered by hand;

(b) Upon confirmed receipt, if sent by registered mail or internationally recognised courier (e.g.,
DHL, FedEx);

(c) Upon confirmed receipt, if sent by email to the designated notice address specified in the
Commercial Contract, provided a delivery confirmation is obtained.

Each Party shall designate a primary and secondary notice contact in the Commercial Contract and
shall notify the other Party of any changes within ten (10) Business Days.

12.13.7 No Partnership or Agency

Nothing in this Framework shall create, or be deemed to create, a partnership, joint venture, agency,
or employment relationship between the Parties. Neither Party has authority to bind the other in
any way.

12.13.8 Third-Party Rights

Except as expressly provided (including in respect of indemnified persons under §12.8), no person
who is not a Party to this Framework shall have any right to enforce any of its terms.

12.13.9 Counterparts
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This Framework may be executed in any number of counterparts, each of which shall be deemed an
original and all of which together shall constitute one agreement. Electronic signatures shall be
deemed equivalent to original signatures for all purposes.

12.13.100rder of Precedence
In the event of any conflict or inconsistency between the documents forming this Framework, the
following order of precedence shall apply (highest first):

(a) The Commercial Contract (and any amendments thereto);

(b) The Enterprise License Agreement;

(c) The main body of this Framework (Chapters 1-12);

(d) The Appendices.

12.14 Insurance

The Provider shall maintain throughout the Subscription Term, at its own expense, the following
minimum insurance coverage:

Insurance Type Minimum Coverage Scope

Professional Indemnity As specified in the Claims arising from professional negligence,

(Errors & Omissions) Commercial Contract errors, or omissions in the delivery of Services

Public Liability As specified in the Third-party bodily injury or property damage
Commercial Contract arising from the Provider’s operations

Cyber Liability / Data As specified in the Data breaches, cyber incidents, regulatory fines

Breach Commercial Contract and penalties, notification costs, forensic

investigation

Employer’s Liability As required by Employee injury or illness arising in the course of
applicable law employment

The Provider shall provide certificates of insurance to the Customer upon request and shall notify
the Customer of any material change to or cancellation of coverage within ten (10) Business Days.

12.15 Anti-Corruption & Ethical Conduct

Each Party represents, warrants, and undertakes that:

(a) It shall comply with all applicable anti-bribery and anti-corruption laws, including the UK
Bribery Act 2010, the US Foreign Corrupt Practices Act (FCPA), and UAE Federal Decree-Law
No. 11 of 2023 on Anti-Money Laundering;

(b) It shall not, directly or indirectly, offer, promise, give, or authorise the giving of any improper
payment, gift, or benefit to any person in connection with this Framework;

(c) It shall maintain and enforce adequate procedures to prevent bribery, corruption, and
unethical conduct by its employees, officers, and sub-contractors;

(d) It shall promptly notify the other Party if it becomes aware of any breach or suspected breach
of this Section.

A breach of this Section shall constitute a material breach entitling the non-breaching Party to
terminate this Framework immediately upon written notice.
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12.16 Confidentiality

The comprehensive confidentiality provisions governing this Framework are set out in Chapter 8,
§8.12. This Section provides a summary of the key principles:

(a) Each Party shall treat the other Party’s Confidential Information with at least the same degree
of care as it treats its own confidential information, and in no event less than reasonable care;

(b) Confidential Information shall not be disclosed to any third party without the prior written
consent of the disclosing Party, except as required by law or regulation;

(c) Confidential Information may be disclosed to employees, officers, advisors, and sub-
contractors on a need-to-know basis, provided they are bound by obligations of
confidentiality no less protective than those in this Framework;

(d) Obligations of confidentiality shall survive termination of this Framework for a period of five
(5) years, except that trade secrets shall remain protected indefinitely.

12.17 Governance, Compliance & Dispute Resolution

R = Responsible | A = Accountable | C = Consulted | | = Informed
Activity Provider | Provider | Provider | Customer | Customer | Customer
CEO Account | Legal C-Suite IT Dir Legal
Establish governance A R C A R |
framework
Conduct QSR I R I I R |
Conduct Steering R C I R C |

Committee meeting

Manage Governance I R C |
Action Register

Escalation A R C A R C
management

Regulatory change R R C A
assessment

Licence-compliance R C R |

audit (Provider-led)

Security/privacy I C C A R C
audit (Customer-led)

Maintain third-party A |
certifications

Negotiate dispute I R C R C
resolution (Level 1-2)
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Activity

Provider | Provider

CEO

Manage mediation / A

arbitration

Insurance certificate A
maintenance

Anti-corrupt
compliance
monitoring

ion A

Force Majeure A

notification

Agreement
amendment
execution

Termination
and exit

notice A

management

Account

Provider
Legal

Customer
C-Suite

Customer | Customer

IT Dir Legal
C R
I
R
R C
C R
R R

12.18 Process Register — Governance, Compliance & Dispute Resolution

Ref

P-12.01

P-12.02

P-12.03

P-12.04

P-12.05

P-12.06

Preparatlon &
Delivery

Steering
Committee
Meeting

Operational
Escalation
(L1->L2)

Executive
Escalation
(L2=>L3)

Regulatory
Change
Notification

Licence-
Compliance
Audit

Quarterly
calendar
trigger

Semi-annual
calendar
trigger

L1 unresolved
within 5 BD

L2 unresolved
within 10 BD

New
law/regulation
identified

Annual or per-
Billing-Period
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Account
Manager

Account
Director

Delivery
Director

CEO/
MD

Legal
Counsel

Account
Manager

Customer
IT Dir

CEO + C-
Suite
Sponsor

Account
Director

C-Suite
Sponsor

CEO/C-
Suite

Delivery
Director

QSR report §12.1.3
delivered, actions
logged

Strategic decisions  §12.1.2
recorded, actions
logged

Issue escalated §12.2
with action plan

Executive §12.2
intervention,

resolution or

formal dispute

Impact §12.3.3
assessment

delivered,

modifications

agreed

Audit report, True- §12.5.1,
Up Notice if §11.11
required
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Ref

P-12.07 Customer Customer 45- CISO/ Account Audit completed, §12.5.2
Security/Priva  day notice DPO Director findings shared
cy Audit

P-12.08 Third-Party Annual CISO CEO Certificates §12.5.4
Certification renewal cycle renewed and
Renewal shared

P-12.09 Good-Faith Formal dispute  Account Delivery Resolution or §12.10.
Negotiation notice Manager  Director escalation to 1

mediation

P-12.10 Mediation Negotiation Legal CEO Mediator §12.10.
Referral unresolved (30  Counsel appointed, 2

days) mediation
conducted

P-12.11 Arbitration Mediation External CEO + Arbitral award §12.10.
Filing unresolved (60  Legal Board 3

days)

P-12.12 Force FM Event Account CEO 48h notification, §12.12.
Majeure occurs Manager mitigation plan 1
Notification

P-12.13 Prolonged FM  FM >90 Legal CEO Agreement §12.12.
Termination consecutive Counsel terminated, pro- 2

days rata refund

P-12.14 Insurance Customer Account CEO Certificate §12.14
Certificate request or Manager provided within 10
Request annual BD

P-12.15 Anti- Suspected Legal CEO Investigation, §12.15
Corruption breach Counsel remediation,

Incident reported potential
termination

P-12.16 Agreement Amendment Account Legal Signed §12.13.
Amendment request by Manager Counsel+ amendment, 2
Execution either Party CEO updated

Commercial
Contract

P-12.17 Termination Non-renewal Legal CEO Formal notice, exit §12.9
Notice or cause Counsel process initiated
Issuance trigger

P-12.18 Post- Termination Account CISO / Data return §12.9.5,
Termination effective date Manager DPO verified, §10.10
Audit + 30 days decommissioning

confirmed

© 2026 DANAOS Projects Software Solutions LLC - Page 188



DANAOS Master SaaS Framework ProjectVIEW ERP - Confidential

12.19 Process Flow Schematic — Governance & Dispute Resolution Lifecycle

The following nine-stage lifecycle depicts the governance, compliance, and dispute-resolution flow
from contract inception through post-termination:

@ Contract Inception

Agreement executed - governance framework established - governance contacts designated -
meeting cadences set > Governance Action Register created.

@ Operational Governance

Monthly Operations Meetings = incident/ticket trend review —> release pipeline status - Champion
engagement - action items logged and tracked.

@ Tactical Governance (QSR)

Quarterly Service Review - SLA/GOS reporting - CSI progress - licence utilisation - security
posture - training metrics - risk register - minutes circulated within 5 BD.

@ Strategic Governance (Steering)

Semi-annual Steering Committee - roadmap alighment > commercial review - ELA/Commercial
Contract amendments = customer satisfaction - escalated dispute resolution.

@ Compliance & Audit

Regulatory change monitoring = Provider/Customer compliance obligations - licence audits -
security/privacy audits - certification renewals - anti-corruption checks.

@ Issue Escalation

L1 Operational (5 BD) = L2 Management (10 BD) = L3 Executive (15 BD) - L4 Formal Dispute -
services continue during dispute.

@ Dispute Resolution

Good-faith negotiation (30 days) = Mediation via DIAC (60 days) = Binding arbitration (DIAC Rules)
-> Injunctive relief preserved - award enforcement.

Termination & Exit

Non-renewal notice (90 days) or cause trigger - data return (3 BD) = EOL/decommissioning
(Chapter 10) - licence revocation - Confidential Information return/destruction.

@ Post-Termination

Survival clauses active = audit rights (12 months) = liability/indemnification obligations - escrow
rights preserved - confidentiality (5 years / indefinite for trade secrets).
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13 Appendices
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